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The IPS Compiler: Optimizations, Variants and Concr ete Efficiency
Yehuda Lindell and Benny Pinkas and Eli Oxman

Abstract: In recent work, Ishai, Prabhakaran and Sahai (CRY PTO 2008) presented a new compiler (hereafter the IPS
compiler) for constructing protocols that are secure in the presence of malicious adversaries without an honest majority from
protocols that are only secure in the presence of semi-honest adversaries. The IPS compiler has many important properties: it
provides aradicaly different way of obtaining security in the presence of malicious adversaries with no honest mgjority, it is black-
box in the underlying semi-honest protocol, and it has excellent asymptotic efficiency.

In this paper, we study the IPS compiler from a number different angles. We present an efficiency improvement of the “"watchlist
setup phase” of the compiler that aso facilitates a simpler and tighter analysis of the cheating probability. In addition, we present a
conceptually simpler variant that uses protocols that are secure in the presence of covert adversaries as its basic building block.
This variant can be used to achieve more efficient asymptotic security, as we show regarding black-box constructions of malicious
oblivious transfer from semi-honest oblivious transfer. In addition, it deepens our understanding of the model of security in the
presence of covert adversaries. Finally, we analyze the IPS compiler from a\emph{ concrete efficiency} perspective and
demonstrate that in some cases it can be competitive with the best efficient protocols currently known.
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