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Automatic Insertion of DPA Counter measures

Andrew Moss and Elisabeth Oswald and Dan Page and Michael Tunstall

Abstract: Differential Power Analysis (DPA) attacks find a statistical correlation between the power consumption of a
cryptographic device and intermediate values within the computation. Randomization of intermediate values breaks statistical
dependence and thus prevents such attacks. The current state of the art in countermeasures involves manual manipulation of low-
level assembly language to insert random masking. This paper introduces an algorithm to automate the process allowing the
development of compilers capable of protecting programs against DPA.
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