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Functional Encryption for Inner Product Predicates from Learning with Errors
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Abstract: We propose alattice-based functional encryption scheme for inner product predicates whose security follows from the
difficulty of the "learning with errors’ (LWE) problem. This construction allows us to achieve applications such as range and subset
queries, polynomial evauation, and CNF/DNF formulas on encrypted data. Our scheme supports inner products over small
fields, in contrast to earlier works based on bilinear maps.

Our construction isthe first functional encryption scheme based on lattice techniques that goes beyond basic identity-based
encryption. The main technique in our schemeis anovel twist to the identity-based encryption scheme of Agrawal, Boneh and
Boyen (Eurocrypt 2010).
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