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Abstract: Recently, many researchers have proposed RFID authentication protocols. These protocols are mainly consists of two
types. symmetric key based and asymmetric key based. The symmetric key based systems usually have some weaknesses such as
suffering brute force, de-synchronization, impersonation, and tracing attacks. In addition, the asymmetric key based systems
usually suffer from impersonation, man-in-the-middle, physical, and tracing attacks. To get rid of those weaknesses and reduce
the system workload, we adopt eliptic curve cryptosystem (ECC) to construct an asymmetric key based RFID authentication
system. Our scheme needs only two passes and can resist various kinds of attacks. It not only outperforms the other RFID
schemes having the same security level but also is the most efficient.
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