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Abstract: The Galois/Counter Mode (GCM) of operation has been standardized by NIST to provide single-pass authenticated 
encryption. The GHASH authentication component of GCM belongs to a class of Wegman-Carter polynomial hashes that 
operate in the field $\mathrm{GF}(2^{128})$. We present message forgery attacks that are made possible by its extremely 
smooth-order multiplicative group which splits into 512 subgroups. GCM uses the same block cipher key $K$ to both encrypt 
data and to derive the generator $H$ of the authentication polynomial for GHASH. In present literature, only the trivial weak key 
$H=0$ has been considered. We show that GHASH has much wider classes of weak keys in its 512 multiplicative subgroups, 
analyze some of their properties, and give experimental results on AES-GCM weak key search. Our attacks can be used not only 
to bypass message authentication with garbage but also to target specific plaintext bits if a polynomial MAC is used in conjunction 
with a stream cipher. These attacks can also be applied with varying efficiency to other polynomial hashes and MACs, depending 
on their field properties. Our findings show that especially the use of short polynomial-evaluation MACs should be avoided if the 
underlying field has a smooth multiplicative order.  
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