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Abstract: This paper deals with the differential power attack on a pairing cryptoprocessor. The cryptoprocessor is designed for 
pairing computations on elliptic curves defined over finite fields with large prime characteristic. The work pinpoints the 
vulnerabilities of such pairing computations against side-channel attacks. By exploiting the power consumptions, the paper 
experimentally demonstrates such vulnerability on FPGA platform. A suitable counteracting technique is also suggested to 
overcome such vulnerability.  
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