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Differential Fault Analysis of AES: Toward Reducing Number of Faults
Chong Hee KIM

Abstract: Differential Fault Analysis (DFA) finds the key of a block cipher using differential information between correct and
faulty ciphertexts obtained by inducing faults during the computation of ciphertexts. Among many ciphers AES has been the main
target of DFA dueto its popularity. DFA of AES has also been diversi ed into several directions. reducing the required number of
faults, applying it to multi-byte fault models, extending to AES-192 and AES-256, or exploiting faults induced at an earlier round.
This paper deals with the first three directions together, especially giving weight to reducing the required number of faults. Many
previous works show that the required numbers of faults are different although the same fault model is used. This comes from lack
of ageneral method of constructing and solving differential fault equations. Therefore we first present how to generate differential
fault equations systematically and reduce the number of candidates of the key with them, which leads us to find the minimum
number of faults. Then we extend to multi-byte fault models and AES-192/256.
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