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Abstract: Cryptographic solutions to privacy-preserving multiparty linear programming are slow. This makes them unsuitable for 
many economically important applications, such as supply chain optimization, whose size exceeds their practically feasible input 
range. In this paper we present a privacy-preserving transformation that allows secure outsourcing of the linear program 
computation in an efficient manner. We evaluate security by quantifying the leakage about the input after the transformation and 
present implementation results. Using this transformation, we can mostly replace the costly cryptographic operations and securely 
solve problems several orders of magnitude larger.  

Category / Keywords: cryptographic protocols / applications, cryptanalysis, distributed cryptography, information hiding, 
information theory, secret sharing, outsourcing, linear optimization, cloud computing 

Date: received 4 Mar 2011 

Contact author: jannik dreier at imag fr 

Available formats: PDF | BibTeX Citation  

Version: 20110305:165517 (All versions of this report)  

Discussion forum: Show discussion | Start new discussion 

[ Cryptology ePrint archive ] 


