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Abstract: In this paper we analyze the security of the mutual authentication and ownership transfer protocols which have been 
recently proposed by Kulseng \textit{et al.} Our analysis demonstrates a variety of attacks against these protocols. We present a 
secret parameters disclosure attack which discloses any secret parameter between the tag and the reader. Our disclosure attack 
can be easily used as an impersonation attack against the mutual authentication protocol. In addition, we present an attack that 
retrieves the $PIN$-value in the ownership transfer protocol, where the $PIN$-value is a parameter that must be kept secret 
from any party including the owner of the tag.  

All the attacks presented in this work are passive, have low complexity and have the success probability of 1.  
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