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Abstract: Group signature schemes allow users to sign messages on behalf of a group while (1) maintaining anonymity (within that
group) with respect to an observer, yet (2) ensuring traceability of asigner (by the group manager) when needed. In this work we
give the first construction of a group signature scheme based on lattices (more precisely, the learning with errors assumption), in
the random oracle model. Toward our goal, we construct a new algorithm for sampling a random superlattice of a given modular
lattice together with a short basis, that may be of independent interest.
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Note: A preliminary version of thiswork was published in Asiacrypt 2010. This version is different in many ways -- the notation
has been cleaned up to make the exposition more readable, we give a much better analysis of the parameters involved in the
scheme, and we fixed a small mistake in the main construction of Setion 3.2.
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