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Minimizing Non-inter active Zer o-K nowledge Proofs Using Fully Homomor phic Encryption
Jens Groth

Abstract: A non-interactive zero-knowledge proof can be used to demonstrate the truth of a statement without revealing anything
else. It has been shown under standard cryptographic assumptions that non-interactive zero-knowledge proofs of membership
exist for all languages in NP. However, known non-interactive zero-knowledge proofs of membership of NP-languages yield
proofs that are larger than the corresponding membership witnesses.

We investigate the question of minimizing the communication overhead involved in making non-interactive zero-knowledge proofs
and show that if fully homomorphic encryption exists then it is possible to minimize the size of non-interactive zero-knowledge
proofs and get proofs that are of the same size as the witnesses.

Our technique is applicable to many types of non-interactive zero-knowledge proofs. We apply it to both standard non-interactive
zero-knowledge proofs and to universally composable non-interactive zero-knowledge proofs. The technique can also be applied
outside the realm of non-interactive zero-knowledge proofs, for instance to get witness-size interactive zero-knowledge proofsin
the plain model without any setup.
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