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Abstract: Radio Frequency | Dentification based systems, which are the most famous example of ubiquitous networks, are getting pervasively
deployed in many daily life applications where privacy sensitivity is entrusted to tag or server. In some applications, ownership transfer of RFID
labels is another significant requirement. Specifically, the owner of RFID tags could be required to change severa times during its lifetime. Durin:
transfer, new owner first obtains necessary private information from the old owner, with these information he then takes over tag identification ar
authorization so as to have secure communication with tags. Security and privacy are mgjor issue in the presence of malicious adversary. Theref
the protocol used to identify tag should not only allow alegitimate reader to authenticate a tag but it should also protect the privacy of the tag ag
unauthorized tracing. Besides, after ownership transfer, the authentication protocol should also prevent the old owner to trace the tags and disall
the new owner to trace old transactions of the tags. On the other hand, while achieving privacy and security on tag and server side, the computa
complexity is also very important.

In order to resolve these security and privacy problems, numerous authentication protocols have been proposed in the literature. Many of them
failed to provide security and privacy and the computation on the server side is also very high. Motivated by this need, in this paper, we first ana
an existing RFID authentication protocol and show that it does not resist against tag tracking attack. Then, we propose an RFID mutual
authentication protocol which is also used to realize ownership transfer. In our protocol, the server needs only a constant-time complexity for
identification when the tag and server are synchronized. In case of ownership transfer, our protocol preserves both old owner and new owner
privacy. Our protocol also achieves backward untraceability against a strong adversary who compromise tag, and forward untraceability under
assumption that the adversary misses at least one subsequent successful session between the tag and the reader.
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