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Deploying secure multi-party computation for financial data analysis
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Abstract: In this paper we describe a secure system for jointly collecting and analyzing financial data for a consortium of ICT companies. To
guarantee each participant's privacy, we use secret sharing and secure multi-party computation (MPC) techniques. While MPC has been used t
solve real-life problems beforehand, this is the first time where the actual MPC computation was done over the internet with computing nodes s
geographically apart. We describe the system architecture, security considerations and implementation details. We al so present the user feedba
analysis reveding that secure multi-party computation techniques give sufficient assurance for data donors to submit their sensitive information, a
act asacritical enabling feature for privacy-preserving data mining.
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