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Abstract: Recently, afew CCA2-secure (IND-CCA?2) variant of the McEliece cryptosystem in the standard model were
introduced. All these schemes are based on Rosrn-Segev approach and lossy trapdoor function and utilize k-repetition
paradigm. The main drawback of these chemesiis that they are need additional encryption and have large key size compared
to the original scheme, which intricate the public-key size problem in the code-based cryptosystem. Furthermore, full CCA2-
security of these schemes achieved by using a strongly unforgeable one-time signature scheme, and so, the resulting scheme
need separate encryption. Therefore, these schemes are completely impractical.

In this manuscript, we propose a new and efficient IND-CCA?2 variant of the McEliece cryptosystem in the standard model.
The main novelty isthat, unlike previous approaches, our approach is a generic ransformation and can be applied to any code-
based one-way cryptosystem (both the McEliece and the Niederreiter cryptosystems). Our approach also leads to the
elimination of the encryption repetition and using strongly unforgeable one-time signature scheme. This novel approach is more
efficient, the publick/secret keys are asin the original scheme and the encryption/decryption complexity are comparable to the
original scheme. CCA2-security of the proposed scheme can be reduced in the standard model to the McEliece assumptions.
To the best of our knowledge, thisis the first variant of the code-based cryptosystem that is IND-CCAZ2 in the standard
model without using k-repetition paradigm and strongly unforgeable one-time signature scheme.
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Note: Suggestions and comments are welcome. We also thanks to anyone who read the manuscript and give an aternative
proof for the theorem (1).
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