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New Impossible Differential Attack on $\text{SAFER} {+}$ and $\text{SAFER} {++}$
Jingyuan Zhao and Meigin Wang and Jiazhe Chen and Yuliang Zheng

Abstract: SAFER\scriptsize + \normalsize was a candidate block cipher for AES with 128-hit block size and a variable key
sizes of 128, 192 or 256 hits. Bluetooth uses customized versions of SAFER\scriptsize + \normalsize for security. The
numbers of rounds for SAFER\scriptsize + \normalsize with key sizes of 128, 192 and 256 are 8, 12 and 16, respectively.
SAFER\striptsize ++\normalsize, a variant of SAFER\scriptsize +\normalsize, was among the cryptographic primitives
selected for the second phase of the NESSIE project. The block size is 128 bits and the key size can take either 128 or 256
bits. The number of rounds are 7 for SAFER\scriptsize ++ \normalsize/128 and 10 for SAFER\scriptsize ++ \normalsize/256.
Both ciphers use PHT astheir linear transformations. In this paper, we take advantage of properties of PHT and S-boxes to
identify 3.75-round impossible differentials for SAFER\scriptsize ++ \normalsize and 2.75-round impossible differentials for
SAFER\scriptsize +\normalsize, which result in impossible differential attacks on 4-round SAFER\scriptsize +\normalsize/128
(256), 5-round SAFER\scriptsize ++\normalsize/128 and 5.5-round SAFER\scriptsize ++\normalsize/256. Our attacks
significantly improve previously known impossible differentia attacks on 3.75-round SAFER\scriptsize +\normalsize/128(256)
and SAFER\scriptsize ++\normalsize/128(256). Our attacks on SAFER\scriptsize +\normalsize/128(256) and
SAFER\scriptsize ++\normalsize/256 represent the best currently known attack in terms of the number of rounds.
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