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On the (Im)possibility of Projecting Property in Prime-Order Setting
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Abstract: Projecting bilinear pairings have frequently been used for designing cryptosystems since they were first derived from
composite order bilinear groups. There have been only afew studies on the (im)possibility of projecting bilinear pairings. Groth
and Sahai (EUROCRY PT 2008) showed that projecting bilinear pairings can be achieved in a prime-order group setting.
They constructed both projecting asymmetric bilinear pairings and projecting symmetric bilinear pairings, where a bilinear
pairing $e$ is symmetric if it satisfies $e(g,h)=e(h,g)$ for any group elements $g$ and $h$; otherwise, it is asymmetric.
Subsequently, Freeman (EUROCRY PT 2010) generalized Groth-Sahai's projecting asymmetric bilinear pairings.

In this paper, we provide impossibility results on projecting bilinear pairings in a prime-order group setting. More precisely, we
specify the lower bounds of

1. the image size of a projecting asymmetric bilinear pairing

2. the image size of a projecting symmetric bilinear pairing

3. the computational cost for a projecting asymmetric bilinear pairing
4. the computational cost for a projecting symmetric bilinear pairing

in aprime-order group setting naturally induced from the $k$-linear assumption, where the computational cost means the
number of generic operations.

Our lower bounds regarding a projecting asymmetric bilinear pairing are tight, i.e., it isimpossible to construct a more efficient
projecting asymmetric bilinear pairing than the constructions of Groth-Sahai and Freeman. However, our lower bounds
regarding a projecting symmetric bilinear pairing differ from Groth and Sahai's results regarding a symmetric bilinear pairing;
We fill these gaps by constructing projecting symmetric bilinear pairings.

In addition, on the basis of the proposed symmetric bilinear pairings, we construct more efficient instantiations of
cryptosystems that essentially use the projecting symmetric bilinear pairings in a modular fashion. Example applications include
new instantiations of the Boneh-Goh-Nissim cryptosystem, the Groth-Sahai non-interactive proof system, and Seo-Cheon
round optimal blind signatures proven secure under the DLIN assumption. These new instantiations are more efficient than the
previous ones, which are aso provably secure under the DLIN assumption. These applications are of independent interest.
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