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Compact Hardware Implementations of ChaCha, BLAKE, Threefish, and Skein on FPGA
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Abstract: The cryptographic hash functions BLAKE and Skein are built from the ChaCha stream cipher and the tweakable 
Threefish block cipher, respectively. Interestingly enough, they are based on the same arithmetic operations, and the same 
design philosophy allows one to design lightweight coprocessors for hashing and encryption. The key element of our approach 
is to take advantage of the parallelism of the algorithms to deeply pipeline our Arithmetic an Logic Units, and to avoid data 
dependencies by interleaving independent tasks. We show for instance that a fully autonomous implementation of BLAKE and 
ChaCha on a Xilinx Virtex-6 device occupies 144 slices and three memory blocks, and achieves competitive throughputs. In 
order to offer the same features, a coprocessor implementing Skein and Threefish requires a substantial higher slice count.  
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