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Abstract: Side-channel information leaked during the execution of cryptographic modules usually contains various noises.
Normally, these noises have negative effects on the performance of side-channel attacks exploiting noisy leakages. Therefore,
to reduce noise in leakages usually serves to be an effective approach to enhance the performance of side-channel attacks.
However, most existing noise reduction methods treat all noises as awhole, instead of identifying and dealing with each of
them individually. Mativated by this, this paper investigates the feasibility and implications of identifying trend noise from any
other noises in side-channel acquisitions and then dealing with it accordingly. Specifically, we discuss the effectiveness of
applying least square method (LSM for short) to remove inherent trend noise in side-channel leakages, and also clarify the
limited capability of existing noise reduction methods in dealing with trend noise. For this purpose, we perform a series of
correlation power analysis attacks, as a case of study, against a set of real power traces, published in the second stage of
international DPA contest which provides a public set of original power traces without any preprocessing, from an unprotected
FPGA implementation of AES encryption. The experimental results firmly confirmed the soundness and validity of our analysis
and observations.
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