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Abstract. Recently, Déttling et al. (ASIACRYPT 2012) proposed the
first chosen-ciphertext (IND-CCA) secure public-key encryption scheme
from the learning parity with noise (LPN) assumption. In this work we
give an alternative scheme which is conceptually simpler and more cffi-
cient. At the core of our construction is a trapdoor technique originally
proposed for lattices by Micciancio and Peikert (EUROCRYPT 2012),
which we adapt to the LPN setting. The main technical tool is a new
double-trapdoor mechanism, together with a trapdoor switching lemma
based on a computational variant of the leftover hash lemma.

1 Introduction

The Learning Parity with Noise (LPN) problem has found a wide range of appli-
cations in symmetric cryptography, including encryption [1] and authentication
[2,3,4]. Public-key primitives seem considerably harder to achieve. In particular,
it is still an open problem to construct a public-key encryption scheme from
the (standard) LPN problem. The LPN problem is very attractive, because of
its similarity to the well-studied syndrome decoding problem and its assumed
hardness in a post-quantum world. Further, many LPN based schemes are very
efficient, such that they can be used even in low-cost RFID devices.

The first step towards a public-key encryption (PKE) scheme from LPN was
made by Alckhnovich [5] who proposed a chosen-plaintext (IND-CPA) sccurce
PKE based on a low-noise variant of LPN (low-noise LPN). A straightforward
variant of Alekhnovich’s PKE scheme can be seen as the LPN analog of Regev’s
encryption scheme from the learning with errors (LWE) problem. The LPN prob-
={(A,As+e) | A < Z5" e <
By, s & Zy} is indistinguishable from uniform, where B, is the the Bernoulli
distribution with parameter p, i.e., Prlz =1 : = < Bp] = p. Whereas in stan-
dard LPN the Bernoulli parameter p is constant (p = 0.1 is a typical choice),
in low-noise LPN we have p = ©(1/y/n), where n is the dimension of the LPN
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secret. When we decrease the Bernoulli parameter p, the LPN problem can only
become casier. Indeed, while the best known algorithm for solving standard LPN
runs in time 20("/1087) [6]  low-noise LPN can be solved in time 2°(v"). Hence,
for low-noise LPN, the dimension of the LPN secret has to be increased accord-
ingly, which results in less efficient schemes. See also [7] for concrete efficiency
cousiderations.

CCA-SECURE ENCRYPTION FROM LOW-NOISE LPN. Recently, Dottling, Miiller-
Quade and Nascimento [8] showed how to extend Alekhnovich’s IND-CPA secure
scheme in order to get a chosen-ciphertext (IND-CCA) secure scheme. Like for
Alckhnovich’s scheme, their security proof is in the standard model (in partic-
ular, no random oracles), and relies on the low noise LPN assumption. During
decryption only a certain part of the secret key is known and a g-ary erasure
code is used to reconstruct the missing parts. Due to the additional overhead of
the erasure code, the scheme has to add matrices B4, ..., B, to the public-key,
where the parameter ¢ is estimated in [8] to be at least 400.> Hence the com-
plexity of the scheme is estimated to be a couple of hundred times worse than
Alckhnovich’s scheme.

CCA-SECURE ENCRYPTION FROM LWE. In a work predating [8], Micciancio
and Peikert [9] extended Regev's LWE-based encryption scheme into a simple
and efficient IND-CCA secure encryption scheme. Both schemes are randomness-
recovering, but unlike [8], the scheme from [9] does not use erasure codes which
results in considerably more compact (public and secret) keys.

This raises the question, whether it’s possible to shorten the keys in the
LPN setting by using the techniques from [9]. Unfortunately, it turns out that a
straight forward application of their techniques will not work. Informally, using
the leftover hash lemma as in [9] in the (binary) LPN setting results in an error
that cannot be corrected using error correcting codes.

1.1 Owur Contributions

In this work, we propose a simple and efficient IND-CCA secure PKE scheme
from low-noisc LPN. Comparced to the IND-CPA sccurc scheme by Alckhnovich,
we only loose roughly a factor two in efficiency.*

At a technical level, we design a new (tag-based) double trapdoor function
which has two independent trapdoors. Each of these trapdoors depends on a
hidden tag. If the function is evaluated with respect to a hidden tag, the corre-
sponding trapdoor disappears and the function is hard to invert. For all other
tags, the function can be inverted efficiently using one of the trapdoors. Our
switching lemma (Lemma 4) shows that, under the LPN assumption, the hidden
tags contained in the trapdoors can be switched without being noticed by any
efficient adversary. The main difference to [9] is that we replace the leftover hash

3 Stating a more exact value for g is difficult as in [8] no upper bound is given and the
analysis is ouly sketched.

4 Interestingly, the factor two between IND-CPA and IND-CCA security is also ob-
served in the Diffie-Hellman world [10,11] and in the lattice world [12].



lemma by a computational variant based on the LPN problem with low noise.
We usce this double-trapdoor function to construct a tag-bascd encryption (TBE)
scheme. (The latter can be efficiently transformed into a CCA-secure encryption
scheme [13].) During the security reduction from low-noise LPN, we replace the
first hidden tag with the challenge tag. Since this step is only computationally
indistinguishable we have to give a security reduction in which the simulator has
no access to the trapdoor being switched to the challenge tag. Here the sccond
trapdoor is used to answer decryption queries correctly. Once both hidden tags
are switched to the challenge tag, the simulator is not able to decrypt a message
related to this challenge tag which allows us to argue about indistinguishability
of the PKE scheme. We remark that previous LPN or LWE-based switching
techniques (e.g., [9]) relied on purely statistical arguments such that a second
trapdoor was not needed for simulating the decryption queries.

ErrIciENCY. This tag-based encryption scheme directly implies a CCA-secure
PKE scheme [13]. Compared to [8], this results in much smaller key sizes and
comparable ciphertext size. Concretely, our scheme only has to add two matrices
By, B; to the public-key and hence we expect the keys of our scheme be to a
couple of hundred times smaller than that of [8]. We remark that our techniques
can be extended to the case of LWE, but the resulting scheme is worse than the
one from [9]. While for LPN replacing the leftover hash lemma is necessary to
decreasc the weight of the error, replacing the leftover hash lemma in the LWE
setting actually has the opposite effect.

1.2 Open Problems

Designing an IND-CPA secure PKE from LPN with constant noise remains an
open problem. Already a construction with any noise level w(1/y/n) would be
interesting to achieve.

2 Preliminaries

We use bold lower-case letters like a € Z% to denote vectors and bold upper-case
letters like A € ZL*™ for matrices. With |a| we denote the Hamming weight (i.e.,
the number of 1’s) of a. We denote by z < X that z is sampled according to
the distribution X. If X is a set, then this denotes that z is sampled uniformly
at random from X. Instead of using @ for addition modulo 2, we use + and —
to get a more generic construction, which adapts more casily to larger ficlds (for
which addition and subtraction is not the same) as used in the LWE assumption.

2.1 The Bernoulli Distribution

B, denotes the Bernoulli distribution with parameter 0 <p < 1/2. ie., £ B,
is the random variable over {0,1} with Pr[z = 1] = p. To bound the tail of
the sum of independent Bernoulli random variabels, we will use the following
Chernoff bounds



Chernoff bound: For d <& Bt and ¢ > 0:
~ win(s,62)
Pr(jd] > (1+ 6)pm] < e 5P (1)

in particular, for § =1 12r[|d| > 2pm] < e7Vm/3 (2)

2.2 Learning Parity with Noise

Let n € N be the size of the secret solution vector, m > n the number of the
given samples and 0 < p < 1/2 the Bernoulli parameter of the noise distribution.

THE LPN,, , ,, PROBLEM. The LPN,, ,,, , problem is the problem of solving a
set of linear equations perturbed by some noise. To define the decision version
of LPN we consider the distribution

DLeN,.,., = (A, As +e) | A< Zy*" e < B s < 73).

The challenge is to distinguish Dypy,, ,, . from uniform (A,b) € Z5"™" x Z3'.
The advantage of an algorithm A in breaking the LPN,, ,, , assumption is

Advipx, . (A) = | Pr/A(A,b) = 1] - PriA(A’, b)) = 1]},

where (A,b) <> Dip,, ., and (A’,b') <= ZT" x ZJ.

The hardness of LPN,, ,,, , depends on the choice of the secret size n, the
amount of samples m and the crror distribution B,. Whercas in the standard
LPN assumption the Bernoulli parameter p is constant, we use the ”low-noise”
version with p ~ 1/y/n.

Below we introduce two variants of LPN,, ,, , which we’ll use in our construc-
tion, both variants are basically equivalent to the standard LPN,, ,, , assump-
tion.

Knapsack LPN. The knapsack LPN distribution [14] is

Direnr, = (A,EA) [ A & 2y g & gmxmy,

W, P

and the advantage of an A is defined as

Advireny, (A) = [Pr[A(A.EA) = 1] — Pr{A(A,B') = 1]|,

where (A, EA) & DKLPNI{’ e and B’ é Z;lx(m771).

Knapsack LPN is as hard as LPN, the reduction stated below loses a factor
of m due to a standard hybrid argument because we directly defined the m-fold
knapsack LPN distribution (i.e., E contains m vectors, not just one).

Lemma 1. For all algorithms B there exists an algorithm A that runs in roughly
the same time as A and Advirpn (A) > %AdeLme (B).

nymLp n.m.p



EXTENDED KNAPSACK LPN. The Knapsack LPN problem remains hard in the
presence of additional leakage Ez about E. The cxtended knapsack EKLPN
distribution is defined as

Dekipne = ((A,EA,z, Ez) | A & Z;”XW*”)T E& B & B

and A’s advantage is

Advekreny:, (A) = [Pr[A(A,EA, z Ez) = 1] — Pr[A(A, B, z,Ez) = 1],

where (A, EA,z, Ez) & DEKLPN;".m.p and B <& Z;’Lx(m_").

The following lemma is a special case of [15, Theorem 3.1], who use a more
general notion of the ELWE problem based on LWE and the leakage vector z is
sampled from an arbitrary distribution (not just Bj*).

Lemma 2. For all algorithms B there exists an algorithm A that runs in roughly

the same time as A and Advypn,, ,, ,(A) > ﬁAdVEKLPN;L‘mAP(B)-

2.3 Asymptotically Good Codes

In order to state the security of our scheme in asymptotic terms we need asymp-
totically good linear codes, these are [rn, R, dm] codes with a constant rate R,
constant rclative distance 6 and arbitrary large block length m. Morcover, we
want the code to be efficiently constructible in order to get a uniform construc-
tion, and of course encoding and decoding need to be efficient to get an efficient
scheme. Such codes exist:

Lemma 3 ([16]). For any rate 0 < R < 1, there exists a binary linear error-
correcting code family which is polynomial time constructible, encodable and de-
codable and can decode from up to L%J errors where § = %(1 —R).

We emphasis, that for concrete instantiations of the scheme, an arbitrary, suit-
able crror corrcction code can be used and the asymptotic behavior is not im-
portant.

2.4 Game-Based Proofs

We use game-based proofs [17]. A game G consists of an Initialize and a Finalize
procedurc, and possibly other procedurcs. An adversary A is cxccuted in the
game by first calling Initialize. Next, he can make arbitrary calls to the other
procedures, some multiple times, some only once, depending on the specification
of G. Finally, A makes one single call to Finalize which ends the game. The
output of the game, denoted as G?, is defined as the output of Finalize.



2.5 Tag-Based Encryption

A tag-based encryption scheme with tag-space 7 and message-space M consist
of the following three PPT algorithms TBE = (Gen, Enc, Dec).

— Gen(1*) outputs a secret key sk and a public key pk.

— Enc(pk, T, M) outputs a ciphertext ¢ of M € M with respect to tag 7 € T.

— Dec(sk, 7, C) outputs the decrypted message M of ciphertext C' with respect
totag 7€ T, or L.

We require the standard correctness condition Dec(sk, T, Enc(pk,7,M)) = M
for all 7, M and all (sk. pk) in the range of Gen(-). To define security, let the
advantage of an adversary A in the selective-tag weak CCA game [18] be

1
Advres(A) = |Pr(Glpg = 1] - 5|,

where the games defining Gty are defined in Figure 1. Here the term selective
models the fact that A has to commit to the challenge tag 7* in the beginning,
before seeing the public-key.

Initialize(") Finalize(d)

(sk, pk) + Gen(1¥) Return (by = d)

Return pk

Challenge(Mo, M1) //one time queryDec(r, ¢')//many times

If 7 # 7" return Dec(sk, 7, C)

$
by — {0,1}; Else return L

Return Enc(pk, 7", Ms,,)

Fig. 1. Games constituting G sg.

To construct an IND-CCA secure PKE. it is sufficient to construct a secure
TBE (in the above scnsc) with tag-space T cxponential in n [18]. The overhcad
of this transformation is small. It essentially consists of a one-time signature or
a message-authentication code plus a commitment.

3 Tag-Based Encryption

3.1 Double Trapdoor Generator

We use a matrix representation H, € ZQX“ for finite field elements 7 € Fon
[19,12]. The structure of a finite field implies certain properties: H, + H, =
H._., and 0 = Hy for the zero element of the field. In particular all matrices
H, -H, =H, . #H,for 7 £ 7' are invertible.



Let n and m be two parameters and let G € Z5"*™ be a generator matrix
for an cfficiently deccodable code. (This was called gadget matrix in [9].) The
trapdoor generator is the following PPT algorithm which takes as input two
tags 10,71 € Fon:

Genyq (17,79, 71) — (To, T4, €k). Sample Tq, T & By*m and A & e

Let Byp:=ToA-GH,, , B;:=T{A-GH, and ek= (A, By, By)

l”itialize(tvﬁ)vﬁvT,)//Greal Initialize(Z, 70,71, 7') //Georr
(To, T1, ek) + Gena(1", 70, 71) P "

$ m 8 X L £ . ’ ’ ’
ZFBP ; THBP ; (To,Tl.ek)<—Genh1(1",7'0,7'1);
Return (T4, ek, z, Tz) 2 & BT T =Ty

o , Return (T, ek, z, Tz)
Initialize(t, 70, 1. 7")// Guniform
(T07 Tl? ek) «— Gentd(l"’ 70, Tl); Finalize(d) //Greal.uuif{)l’lll corr
Parse ¢k = (A,$B0,B1) Return d

=By B« ZI*M
ek’ :== (A, Bg, BY);
z & By, T :=Tg

Return (T, ek’, z, Tz)

Fig. 2. Procedures defining games Gical, Guniform, Georr. Here ek := (A, Bo,B1) =
(A, ToA — GH,,,T1A — GH,,) as defined in Section 3.1.

Looking ahead, a trapdoor T; (i € {0,1}) output by Genyq(1", 70, 71) can be
used to invert the tag-based trapdoor function

f7(s,e,e,e}) = (As + e, (GH, +By)s + €, (GH, + B;)s + €}).

whenever 7 # 7; (for one ¢ € {0,1}) and the error T;e + €} is small enough,
so it can be corrected (using the code given by G) as follows: given (c,cg,cy)
(= f7(s e, €),€})). compute (T; I)- (—cec;)T = GH, ;s — T;e + €}, use error
correction to decode H,_;s, and then the invertability of H._,, (recall that we
assume T # 7;) to reconstruct s The remaining inputs e, e[, €] can now easily
be computed.

The ”"switching lemma” below states that under the LPN assumption, the
output of the trapdoor gencrator computationally hides the tags o, 71, cven if
there is some additional information about the trapdoor leaked. This lemma
will allow us to switch either 7o or 7 to an arbitrary tag 7’ € Z%. During the
switching procedure, we still have access to the other trapdoor. This allows us
to answer decryption queries during a CCA security proof.



Lemma 4. For ecvery PPT algorithm A there exists a PPT algorithin B such
that:
| Pr[GA,, = 1] — Pr[GA

rea. corr

= 1” S 3m - AdVLpN B)

mnm o

where games Groa and Geopr are defined in Figure 2.

Proof. The proof follows by the following two equations combined with Lemma 1
and 2
|PI[GA 1] — Pl"[GA = 1” < AdVKLPN?“

(B) 3)

real — uniform rym,p
|PT[G?orr = 1] - Pr[Gﬁniform = 1” S ‘AdVEKLPN#,m,p(B)7 (4)

where game Guyiform is also defined in Figure 2.
To prove (3) we construct an algorithm B which on input a Dkrpnm or a

v,
A

random sample, simulates G'ﬁeﬂl or G2 irormo Tespectively. B(A, B) simulates A’s

view as follows.

Initialize(¢, 79, 71, 7") Finalize(d)
z < By T, T, < BIXm: Return d
B;:=T:A-GH,; B;:=B-GH_;

ek = (A,Bg,By);

Return (T, ek, z, Tz)

We now analyse B(A,B)’s simulation. A is always uniform, z and Tz are
distributed as in the real and random game. B generates 7, T, and B; exactly
as Gengg.

KLPN Case: B = T;A implies that B; = T;A — GH, has the same distribu-
tion as in Gieal. Hence B simulates Grea and Pr[GA | = 1] = Pr[B(A,B) =
1| (A,B) < Dxrpnr, |-

Uniform Case: B is uniform and this implies that Bz is uniform, too. Since
By is independent of Ty, Tz has the correct distribution. Hence B simulates

Guniform and Pr[GA .. =1] = Pr[B(A,B) = 1| (A, B) uniform].
This concludes the proof of (3).
To prove (4) we use the EKLPNJT . assumption. We reuse B, now with

input B(A,z,B,b) and change it slightly by setting B; := B — GH,, and re-
placing Tz by b = T3z during the Initialize procedure. With almost the same
argument B simulates in the uniform case Guifornn and in the LPN case Geoyr
correctly.

3.2 Description of the Scheme

Our scheme uses the following parameters whose concrete choices will be justified
later.

— The dimension n of the LPN secret (with n = ©(k?)) and m > 2n controlling
the security of the scheme. (See Theorem 2.)



— A constant 0 < ¢ < 1/4 defining:
e The Bernoulli parameter p = y/c¢/m.
e The bounding parameter 3 = 2,/cm to check consistency during decryp-
tion.
e A binary lincar crror-corrccting code G : Z5 — Z§* which corrects up
to am errors for some o with 4c < o < 1.

— Further, we use an efficient error correcting code with generator matrix Gy :
M — 75 where the parameter £ > m is chosen such that the encoding
scheme is able to correct at least 2¢4/c/+/m = 2¢p crrors (note that G must
correct a constant fraction of errors, whereas Gs only needs to correct a
square root fraction).

The following three algorithms describe our TBE = (Gen, Enc, Dec) based on
LPN with tag space 7 = Fan \ {0}:
Gen(1¥) — (sk, pk). The algorithm calls the trapdoor generator Genyq(17,0,0) —

(Ty. Ty, (A.By.By)) and picks C < Z5<". The private and public key is
defined as

sk = (0,Tq) € Z§ x Zy"*™,  pk := (A, Bg,B1,C) € (Z;"*™)* x Z5".

(Recall that B; = T;A.)
Enc(pk, 7, M) — C = (¢, g, c1,¢2). The algorithm picks

$ $ $ $
ey — B e2<—3ﬁ; 0, T7 « B and s < Zy

and defines
c:=As+e; ey
co = (GH, + Bg)s + The; € Zy'
c; = (GH, + Bj)s + Tie; ez
Co = CS+€2+G2(M). eZ‘é

Dec(sk,7,C) = (M or L). The algorithm parses sk = (79, Tg) and computes

60 = (TO I) . <;::> (: GHT_TOS + (Tb — To)el).

Then it uses the error correction property of G to reconstruct H,_, s (from
the error (T( — Ty)e1), and further computes s = HT_ETUHT_TOS. It

m

ar
lc—As| <5 A |c07(GHT+B0)s\§T A ler — (GH; +By)s| < —

€1 T/ e T e

is true, compute cg — Cs = Ga(M) + e and reconstruct (using the error
correction property of Go) M and output it, otherwise output 1.



The scheme has a couple of straightforward simplifications which we did not
apply in order to facilitatc the proof. First, 79 = 0 can bc omitted from sk and
the description of the scheme. Second, the matrix B; can be chosen uniformly.
(The latter is shown implicitly in the proof.)

We also remark that that scheme is randomness-recovering and can therefore
also be seen as au adaptive tag-based trapdoor function [13], where the domain
consists of sampling (s, e;, T{e1, T{e1.e2) as in Enc.

A discussion how to transform the TBE scheme into a IND-CCA secure
encryption scheme is done in Appendix A.

3.3 Correctness and Equivalence of the Trapdoors

Theorem 1 (Corectness). Let G, Ga be the codes given above. Then with
overwhelming probability over the choice of the public and secret keys and for
alTeT, M €M, Dec(sk,r,C) outputs M with overwhelming probability over
C < Enc(pk, T, M).

Proof. We start with showing why the chosen 8 = 2v/em, p = y/¢/m are suitable
for our application. The Chernoff bound 2 yields:

Prfle|> 3 ]<e /3 =2700Wm (6)
e«EBg’ ~
=2pm

The analysis of our choice of the constants 4c < a < 1 is a bit more involved. We
start by upper bounding the probability p’ that the inner product t” e of e with
a vector t < By is 1, assuming the Hamming weight of e is at most . Note
that a necessary condition for t7e = 1 is that t[i] = 1 for at least one of the i’s
where e[i] = 1. We use this in the second step below, the third step follows by
the union bound

§ = PrftTe = 1| [e] < 5] < Prf3i : (eli = 1) A (t[i] = 1) | [e] < 8] < Bp = 2
Let T < B, By the Chernoff bound (1) we have with § = a//(2p’) — 1 (note
that p’ < 2¢ < a/2)

min(8,82) s
_+>p m

(7)

Now 6p' = /2 —p' > a/2 —2¢> 0 and 6 = a/(2p) — 1 > a/(4c) — 1 > 0 are
lower bounded by constants and therefore

Pr[ITe| > Sm el < 6] = Pr([Te| > (1 -+ S)p/mlle] < 6] < e

« _min(_a‘,o'Z) ' —6(m)
Pr||Te|>—-—m|le|< 8| <e 7 Pm =2 . (8)
T 2

As C is a properly generated ciphertext

ol o

ler] <8 A |Toel| < A |Tiey| < —



holds with overwhelming probability 1 — 2-9™) Ly (6) and (8), assume this
is the casc. Then by the crror correction property of the code G we decode
the correct s from ¢o := GH,_,,s + (T{ — Ty)e; since the error term satisfies
|(Th — To)ei| < am. Moreover, the consistency check 5 will pass.

It remains to show that the correct message M is reconstructed. We use Go to
derive M from ¢y —Cs = es+ Go(M ), which gives the correct M if the Hamming
weight of ey < Bf, lies within the 2¢+/c/+/m = 2¢p bits error correction capacity
of Gsy. Using the Chernoff hound 2 we can upper bound the probability of this
not being the case (the last step uses £ > i, which we assumned is the case)

Prlles| > 2p] < e~t/3 — = IVE/BVT _ 9= (/)

The next lemma will be central in our sccurity proof. It states that the
output distribution of a decryption oracle is basically independent of which of
two possible secret keys the oracle uses to decrypt.

Lemma 5. Let DecO = Dec and let Decl be defined like Dec, except that ¢
instead of cg is used to reconstruct s. Then, with overwhelming probability over
the choice of the public and secret keys, DecO and Decl have the same output
distribution: Let (Tq, T1, (A, Bo,B1)) « Genwa (1", 79, 71), sko = (70, To), sk1 =
(71, T1) and pk := (A, Bg, By, C) with C & Z5*™. Then

Pr  [Vro,71,7 & {10,7},C : (DecO(sko, 7. C) = Decl(ski,7,C)] > 1 — 279

Pk, sko,sk
Proof. If M = DecO(skg, ,C = (c,cp,c1,c2)), then by the consistency check (5)
of Dec = Dec0 we reconstruct some s where
e:=c— Aswith [e| < j
A to:=cp— (GH, + Bg)s with [tg] < am/2
A t1:=c1 — (GH, + Bi)s with [t1| < am/2

Using the above notation, the computation of Decl(skq,7,C') can be expressed
as

¢i:=¢c;—Tic=(GH,+B;)s+t; — T1As—Tie=GH,_, s +t; — Tie.

Decl(skq, T, C) reconstructs the same s if the error term [t; — The is at most
< am. We already know that [t1]| < am/2. Thus, by the triangle inequality it is
sufficient to show |Tie| < am/2 to guarantee the correct decoding of s. By (8),
the probability that this is the case when we chose some e satistying |e| = [’
(for any 8" < B) at randorn, is

Pr [ Tie| < am/2] =1 — 2790,
e,le|=p",T
We need the above to hold fore every small e, not just a randomly chosen one.
Taking the union bound over all 2!°e(MOWm) pogsible e € 77" satisfying |e| <

B = 2\/em = O(y/m) we further get

PrVe, le| < 8: |Tie| < am/2]>1—2 Omitloe(moVm) _ 1 _ 9-0(m)
T,



This shows that with overwhelming probability over the choice of T; the same
s, and thus also the same message M is computed by Decl(skq, 7, C'). The proof
that whenever Decl outputs some M # |, then DecO must output the same M
(with overwhelming probability over the choice of Tg) is symmetric.

3.4 Proof of Security

Theorem 2 (CCA Security). If the LPN assumption holds, TBE from Sec-
tion 8.2 is secure against selective-tag weak CCA adversaries. In particular, for
every PPT algorithm A there exist PPT algorithms B and C with roughly the
same running time, such that:

AdVTBE (A) S 6’/7’] . AdVLpN (B) —+ AdVLpN (C) + negl(n).

m—n.m.p n.m+£,p

Proof. Let A be an adversary attacking TBE. The games used in the proof are
given in Figure 3, where G is the same as the original TBE security game from
Figurc 1.

Initialize(7*) //Gy

To, T1, ek) < Gen(a(1™.0,0);
e E s S zy &gy
¢’ = As" +e";

T < BrX™; cf := (GHy= + Bo)s” + The’
T; < ByX™; i := (GHq« + By)s™ + Tie"

sk = (0,Ty);
Return pk := (ek, C)

Initialize(7*) //Gu,3

(To, T, ck) < Genea(1",0,7");
e dpr s fzy ez
c' = As" + €7

T <& ByX™; ¢y = (GH,~ 4 Bo)s* + Tge*

Ti :=Th; cf = Tic":
sk=(0,To); //Ga
sk=(r.T1): //Gs
Return pk := (ek, C)

Initialize(7*) //Gu.s

(To, T, ek) < Genya (17,75, 77)
e < By sty O
c’i=As" e /Uy

< 285 //Gs

T := To: cf = Thc*
Ti:=Ty; ¢} =Tic"

sk = (T*,Tl)

Return pk := (ek. C)

queryDec(7,C) //Gi_5
Il (- =77) Return L
Return Dec(sk.7,C)

Finalize(d) //Gi-s
Return (by = d)

Challenge(Mo, M) //Gi—4
bar < {0,1};

e <& B,[,:

c; 1= Cs* + €5 + Guo(Ms,,)
Return C* = (¢*, ¢cg, €7, ¢5)

Challenge(My. 1) //Gs

. s
c; & 74
Return C*

Fig. 3. The different procedures of the games 1 to 5. G; is exactly the same as Grpr,
where the message-independent part of a Challenge query is already pre-computed in
Initialize.

From G; to Go we switch the hidden trapdoor tag of trapdoor T from 0 to
T*.

Lemma 6. There exists a PPT algorithm B such that

PriGA = 1] - Pr[G4 = 1]] < | Pr/GE

real — 1} - PI‘[GB = 1”
<3m-Advrpn,, ., (B),

corr

where games Greal and Georr are defined in Figure 2..



Proof. We describe algorithm B who simulates Gi in Gpea or Go in Gegpr-

Initialize(7*)
(ek, To,e*, Tie*) « Initialize(0,0,0, 7%);
C &z s &g, Challenge( My, M)
c*:= As* +e%; b < {0,1};
T & By € & Bf;;
¢t = (GH,- + By)s* + Tje"; ch = Cs* + e+ Ga(M,,,)
ci :=(GH; +Bq)s* + Tje"; Return C*
Return pk := (ek, C)
Finalize(d)
queryDec(T, C) Finalize(by = d)

If (1 =7*) Return L
Return Dec(sk = (0, Ty),7,C)

The definition of Gca and Geore imply the correctness of the output of
Initialize. e* and Tje* have the correct distribution, too. Hence B simulates
Gy in Gpea) or Go in Geopr. The Lemma, follows using Lemma, 4.

In a next lemma we show that the adversary isn’t able to distinguish whether
the simulator uses the trapdoor Ty or Ty to answer decryption queries. To show
this lemma, we use equivalence of the trapdoors shown in Lemma 5.

Lemma 7. |Pr[GS = 1] — Pr[G4 = 1]| < negl(n).

Proof. We have to prove that an adversary can’t figurc out which trapdoor is
used to answer decryption queries. Otherwise he is able to distinguish G5 from
Gs. Lemma 5 already shows that Dec has the same output for two different
trapdoors with overwhelming probability, if the tags related to the trapdoors
are not queried. In our case, 7y and 71 are either 0 or 7*. The adversary is
not allowed to query 0 ¢ 7 and 7*. Hence he has only a negligible chance to
distinguish Go and Gj

From G3 to G4 we switch the hidden trapdoor tag of trapdoor T from 0 to
7*. Tts proof is analogue to the one of Lemma 6 and therefore omitted.

Lemma 8. There exists a PPT algorithm B such that
| Pr{GA = 1] - Pr{G = 1]| < | Pr[GE,, = 1] — Pr[GE,, = 1]
S 3m - AdVLPNm,n,m,p(B%

where games Grea1 and Georr are defined in Figure 2.

In game Gs, the last game, we make the challenge ciphertext independent of
the plaintexts M, and M;.

Lemma 9. There exists a PPT algorithm C such that

|Pr[G} = 1] — Pr[G§ = 1]| < Advipw, ..., (C).



Proof. We give a description of C and show, that he simulates G4 and Gg cor-
rectly. C receives a LPN challenge (A, C), (ba,be) where (ba,be) = (As +
e1, Cs + e2) or uniform.

queryDec(7, C)
If (1 =7*) Return L

|n|t|a||26($T ) Return Dec((7*,Ty),7,0)
Ty, T1 < B™;
By :— ToA — GH, - Challenge(My, M)
B, :=T|A - GH,; by & {0,1};
o+ bA: ) )
) o . ¢y = bc + G (M
Th :=To; cp:=Thba; Rr)eturncC* ()
T3 :=Ty; ¢} :=Tiba;
Return pk := (A, Bg, B4, C) Finalize(d)

Finalize(by = d)

Now we analyse if C simulates correctly. First note that A and C are uniformly
distributed, as required.

LPN Case: bp = As + e; and bg = Cs + e3. To show that G4 is simulated
correctly, we have to show, that the distribution of ¢* is correct. We implicitly
set s* = s, e] = e; and e; = es.

c":=ba =As"+e]

¢y :=Tiba = (GH,+ — GH, - + TjA)s" + T{e] = (GH,+ + By)s" + Te]
c; :=Tiba = (GH,+ + By)s™ + Tje]

ch:=bc + Ga2(My,,) = Cs* + e + Ga(My,,).

Uniform Case: cj is independent of M;,, since bg is uniformly distributed
and hence be + Ga(Mp,,) is uniform, too. In this case, C simulates Gs.

In Gs. the challenge ciphertext is independent of the message and hence from
the challenge bit b5,. The best, an adversary can do now, is to guess by, and
output the guess.

Lemma 10. Pr[G) = 1] = Pr[GA = 0] = %



Combining the Lemmas 6-10 concludes the theorem:

AdVTBE(A)
1
= |Pr[Ghpg = 1] - 3
1
S PI'[GA = 1] —+ 3m . AdVLPNmfn,m’p(B> — 5’
1
S PI'[G§ = 1] + ncgl(n) +3m - AdVLPNm—n.m,P(B) - 5)
1
< PI“[GA = ]_] + ncgl(n) + 6m - AdVLmein.m.p(B) — 5)
1
< |Pr[Gf = 1] + Advipn, ..., (C) + ncgl(n) + 6m - Advipn,, ..., (B) — 5
< 6m - Advipn,, .., (B) + Advrpx, ..., (C) +negl(n).
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A IND-CCA Secure Encryption

There are generic constructions to transform a TBE to an IND-CCA PKE. [20]
is based on one-time signatures (OTS). The other one is based on a message
authentication code (MAC) and a commitment scheme [21].

To transform a TBE to an IND-CCA secure encryption, we do not use a OTS
based on LPN like in [8], since this transformation would be too expensive. This
would cause a large tag, since the the verification key of the OTS is the tag.
Further, the size of the ciphertext grows with a bigger tag and the ciphertext
will be signed with the OTS. In order to use this approach a collision resistant
hash function is necessary to shrink the ciphertext to the message size signed by
the signature.

More efficient is the technique based on a commitment scheme and a MAC
[21]. LPN-bascd cuf MACs have a large sceret to which we have to commit [22].
This commitment is used as the tag for the TBE. A large secret key will cause
again a large commitment, large tag and even larger ciphertext. The MAC is used
to create a tag for the ciphertext of a TBE. The advantage of this transformation
is, that we do not need a collision resistant hash function.

In the commitment and MAC-based transformation, the MAC has to be
existential unforgeable given one tag query for an arbitrary message. A pairwise
independent function fulfils this task in a less complex way and with a smaller
secret compared to LPN-based MACs. But now we have to shrink the size of the
ciphertext to the domain of the pairwise independent function. A collision resis-
tant hash function leads to an efficient transformation of a TBE to an IND-CCA
PKE. As alternative to a collision resistant hash function, we could also use an
almost pairwisc independent hash function instead of the pairwisc independent
hash function. As commitment scheme, we use the simple and efficient construc-
tion of [23]. Their commitment scheme is perfectly binding and computationally
hiding.

B An IND-CPA Secure Public Key Encryption Scheme

The following three algorithms describe an IND-CPA-PKE = (Gen, Enc, Dec).
The scheme is a simplified version of the TBE to achieve just IND-CPA security.
An IND-CPA adversary plays the Gppg without having access to geryDec. This
makes the proof and hence the scheme much easier, since there is no need for
having access to a trapdoor to answer decryption querics. Further an cfficient
error correction code G is required to reconstruct the message. This code corrects
up to am errors with 4¢ < o < 1 for Bernoulli parameter p = \/c¢/m, and maps
the message space M into Z5. The dimensions n, m —n of the LPN secrets (with
n = O(k?)) controll the security of the scheme.



Gen(1¥) — (sk, pk). The algorithm picks A & Y/l | & Bf)xm and sets C =
TA. The private key is T and the public key pk := (A, C).
Enc(pk, M) — C' = (c,cy). Sample e; < By e & Bf and s & 71 and set

c:=As+e; and cy:=Cs+e+ G(M).

Dec(sk,C) — (M or L). The algorithm computes

¢:=(TI)- (c) (= G(M) — Te; + e2).
C2
Output M, which is reconstructed from ¢ by using G.

A SiMPLE TRAPDOOR FUNCTION. By changing the construction a little bit, onc
obtains a simple trapdoor function. A trapdoor T € Z5"*™ output by Gen(1")
can be used to invert the trapdoor function

fT(SvelaGQ) = (AS + e, (C + G)S +62)‘

s is reconstructed by using the error correction of code G. Details can be seen
in the correctness of the PKE. When s is reconstructed, e; and ey are easily
obtained by subtracting As and (C 4+ G)s from the output of the function.

CORRECTNESS. The encoding scheme has to correct an error es — Teq, for
e1,es & B with overwhelming probability. The correctness follows from the
correctness of the proposed TBE. To give an cxample, for message space Z§
and ¢ = m, the generator matrix G of the TBE can be used. This encoding
scheme is stronger than necessary, since it corrects even an error Toes — Tieq
for eq, es & B;”, T, T> & B;’”m with overwhelming probability.

SECURITY.

Theorem 3. If the LPN assumption holds, PKE is secure against IND-CPA
adversaries. In particular, for every PPT algorithm A there exist PPT algorithms
B and C with roughly the same running time, such that:

Advree(A) < (- Adviprn,,_, .., (B) + Advipy, .., (C) + negl(n).

PrROOF SKETCH. First we switch C = TA to a uniform C. If an adversary
has less advantage in the uniform setting, we will break the KLPanﬂLm’p as-
sumption. Then we switch c¢*,c3 to uniform by using a LPN,, ;,4¢, instance
A C,ba,bc and setting ¢c* = ba, ¢ = bg + G(M). Now the ciphertext is

uniform and the advantage of an adversary is negligible.



