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Tradeoff Cryptanalysis of Memory-Hard Functions

Alex Biryukov and Dmitry Khovratovich

Abstract: We explore time-memory and other tradeoffs for memory-hard functions, which

are supposed to impose significant computational and time penalties if less memory is used

than intended. We analyze three finalists of the Password Hashing Competition: Catena,

which was presented at Asiacrypt 2014, \textsf{yescrypt} and Lyra2. We demonstrate that

Catena's proof of tradeoff resilience is flawed, and attack it with a novel

\emph{precomputation tradeoff}. We show that using M4 / 5 memory instead of M we have

no time penalties and reduce the AT cost by the factor of 25. We further generalize our

method for a wide class of schemes with predictable memory access. For a wide class of

data-dependent schemes, which addresses memory unpredictably, we develop a novel

\emph{ranking tradeoff} and show how to decrease the time-memory and the time-area

product by significant factors. We then apply our method to yescrypt and Lyra2 also

exploiting the iterative structure of their internal compression functions. The designers

confirmed our attacks and responded by adding a new mode for Catena and tweaking

Lyra2.
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