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Abstract

Yang et al. have proposed an efficient group key agreement scheme for Mobile
Adhoc Networks. The scheme is efficient as only one bilinear computation
is required for group members to obtain the session key. The scheme is
analyzed for security without random oracle model. However, we prove that
their scheme is not secure. In particular, we show that any passive adversary
(or non-group member) can compute the session key without having access to
the individual secret keys of the group members. Hence, Yang et al. scheme
cannot be used for secure group communication. We also show that, the
scheme cannot be used for secure group communication unless there exists a
central entity, and hence cannot be used for secure communication in mobile
adhoc networks.

Keywords: Key agreement, MANET, Cryptanalysis, Group
Communication.

1. Introduction

Secure group communication among the set of users can be achieved by
encrypting the group message with a key known as group key. The members
of the group who possess the group key can obtain the message. The primary
challenge in secure group communication is key management; to distribute
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the group key efficiently among the group users. Group communication is
also used in Mobile Adhoc Networks (MANET). MANETs have diverse ap-
plications ranging from small, static networks that are constrained by power
sources to large-scale, mobile, highly dynamic networks. Security is a major
concern for MANETs. For group communication among the MANET users,
it should be ensured that only the intended receivers get the message and
no adversary has access to the group message. An energy efficient group
key agreement scheme is a demand in MANET, as devices in MANETs are
battery operated and become unusable after the battery dies out. Therefore,
energy of the nodes need to be used optimally. Also, MANETs are decentral-
ized (there is no central server managing the group communication). This
property of MANETs poses a challenge on group key agreement research for
wireless mobile ad-hoc networks.

Group key management schemes may vary for different scenarios. There
are centralized group key management schemes [1] which have the inherent
problem of a single point of failure. Decentralized schemes [2] also exist with
a few number of controllers for the users. However, these schemes would not
prove efficient in MANETs. Diffie-Hellman protocol [3] can be used on a one-
to-one basis for group key exchange. The two-party Diffie-Hellman protocol
has been extended to multi-party protocols [4, 5, 6, 7]. In these protocols,
one of the users has to carry out heavy computation, and hence it is not
suitable for ad-hoc networks because of the extensive power requirements.

Yang et al. [8] have proposed an efficient group key management for
MANET. The scheme is efficient and any group user need to perform only
one bilinear operation to obtain the session key for the group communication.
Yang et al. have compared their scheme with some of the existing secure key
agreement schemes in [9, 10, 11, 12, 13, 14] and shown that their scheme
is efficient. Also, they have analyzed the scheme for security and provided
the proof of security under q − BDHI assumption. However, we show that
the scheme by Yang et al. [8] is not secure. Precisely, we show that any
non-group user can get the session key of the group.

Rest of the paper is organized as follows. In Section 2 we briefly explain
the Yang et al. [8] scheme. In Section 3, we comment on the security of their
scheme and show that their scheme is insecure followed by conclusion.
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2. Yang et al. Scheme [8]

In this section, we elaborate the group key agreement scheme proposed
by Yang et al. [8] based on Identity Based Encryption System (IBES).

2.1. Bilinear maps

Let G1 and G2 be two multiplicative cyclic groups of prime order p and g
be a generator of G1. The bilinear map, e : G1 ×G1 → G2 has the following
properties:

1. Bilinearity: For all u, v ∈ G1 and a, b ∈ Zp, e(ua, vb) = e(u, v)ab is
easily computable.

2. Non-degeneracy: e(g, g) 6= 1,

3. Symmetric: e(ga, gb) = e(g, g)ab = e(gb, ga).

2.2. System Model

Let U = {id1, id2, . . . , idN} be the group of all N possible ad-hoc members
that can form MANETs. There is a Private Key Generator (PKG) whose
job is to set up the system parameters, authenticate the identity of the users,
generate the private key for each authorized user, and distribute securely the
generated private keys to their respective users. The scheme consists of four
phases: Setup, Extract, Encrypt and Decrypt.

1. Setup: The PKG will generate the Master Secret Key MK and the
public parameter PK for the system.

2. Extract : The PKG will first verify the identity of the user idi and then
will generate the corresponding private key sidi , if the verification of
the user idi is successful.

3. Encrypt : Consider a situation in which a group of users S = {id1, . . . , idn}
have been selected to be the receivers using their wireless devices. There
is a need to establish a session key (or group key) K for this group.
The broadcaster will generate an encapsulation header Hdr for the
group key K, after knowing the identities of the receivers. Then, the
broadcaster will broadcast (S,Hdr).

4. Decrypt : After receiving (S,Hdr), the intended user with the identity
idi ∈ S, i = 1, . . . , n , will be able to compute the group key K with
his/her corresponding private key sidi . Any user with identity idi /∈ S,
will not be able to get any information about K.
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After the group key K is set up for the dynamic ad-hoc group, the message
M will be encrypted using K to obtain ciphertext C by using an efficient
symmetric encryption algorithm like AES or DES. The ciphertext C can be
decrypted by the users who has the key K.

2.3. Yang et al. Scheme

1. Setup: Security parameter k is chosen along with N , which is the
maximum number of MANET members of the system. PKG chooses
the group G1 with order p. Also defines bilinear map as defined in
section 2.1. Let the hash function be H1 : {0, 1}∗ → Zp. Randomly
chooses a generator g of G1 and β, λ ∈ Z∗

p. And, computes U = gβ, V =
gλ. PKG output the public parameter PK = (g, U, V ). PKG keeps
secret the master secret key MK = (β, λ).

2. Extract: PKG authenticates a user with identity idi and computes the
private key for the corresponding user. PKG chooses randomly ri ∈ Z∗

p

such that H1(idi) + β + riλ 6= 0 mod p. PKG computes the private

key sidi = (si,0, si,1) = (ri, g
1

H1(idi)+β+riλ ), and securely gives to user with
identity idi.

3. Encrypt: W.l.o.g, suppose the set of receivers is S = {id1, . . . , idn},
n ≤ N . The broadcaster chooses randomly a session key K ∈ G1 and
randomly chooses τ ∈ Z∗

p. Broadcaster computesHdr = (C0, C1, C2, C3)
where,

C0 = Ke(g, g)τ , C1 = gτ
∏n
j=1H1(idj), C2 = U τ , C3 = V τ

and broadcasts (S,Hdr).

4. Decrypt: The user with the identity idi ∈ S receives (S,Hdr) and
computes as below to get the group key K.

K =
C0

e(C

1∏n
j=1,j 6=i H1(idj)

1 .C2.C
si,0
3 , si,1)

3. Comment on the security of Yang et al. Scheme

In this section, we show that the scheme of Yang et al. [8] is not secure.
Precisely, we show that the non-member of the group can get the session key
of the group without possessing the private key of any of the group member.
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Suppose, w.l.o.g let S = {id1, id2, . . . , idn}, n ≤ N want to form a group.
The broadcaster chooses a session key K ∈ G1 and randomly chooses τ ∈ Z∗

p.
Broadcaster computes Hdr = (C0, C1, C2, C3) where,

C0 = Ke(g, g)τ , C1 = gτ
∏n
j=1H1(idj), C2 = U τ , C3 = V τ

and broadcasts (S,Hdr). By following the Decrypt method given in the pre-
vious section, the user with identity in S can get the session key K.

Now consider any non-member (any user of U such that the identity of
the user is not part of S) of the group or any outsider (passive adversary A).
The adversary A has access to (S,Hdr). A does not have private keys of
any of the user in S. However, A can obtain the session key K as below.

K =
C0

e(C
(
∏n
i=1H1(idi))

1 , g)

=
K.e(g, g)τ

e(g
τ
∏n
j=1

H1(idj)∏n
i=1

H1(idi) , g)

K =
K.e(g, g)τ

e(gτ , g)

=
K.e(g, g)τ

e(g, g)τ

So, adversary A can obtain the session key K without possessing any of the
private key of the users with the identity in S.

This scheme cannot be used for the group communication. The problem
is in the design of the scheme. Any broadcaster (obviously who is a part
of the MANET), will not have a public component which is the function
of private keys of the users in S. Unless, there is a PKG involvement in
broadcasting the session key, the scheme cannot be secure. If PKG is brought
into the system, then it violates the basic idea of MANET. Also, PKG has to
communicate with each user after every join and leave activity in the group
which makes the scheme inefficient. Also, this scheme for obvious reasons
does not support forward and backward secrecy requirement of the group
communication scheme.
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4. Conclusion

In this paper, we have commented on the security of the group key agree-
ment scheme proposed by Yang et al. We have shown that any non-member
or passive adversary may have access to the session key of the group, making
the scheme insecure.
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