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Abstract. A Hidden Vector Encryption (HVE) scheme is a special type of anonymous identity-
based encryption (IBE) scheme where the attribute string associated with the ciphertext or the
user secret key can contain wildcards. In this paper, we introduce two constant-size ciphertext-
policy hidden vector encryption (CP-HVE) schemes. Our first scheme is constructed on composite
order bilinear groups, while the second one is built on prime order bilinear groups. Both schemes
are proven secure in a selective security model which captures plaintext (or payload) and attribute
hiding. To the best of our knowledge, our schemes are the first HVE constructions that can achieve
constant-size ciphertext among all the existing HVE schemes.
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1 Introduction

Embedding policy-based access control into modern encryption schemes is an interesting but challenging
task that has been intensively studied by the cryptologic research community in recent years. Typical
examples of such encryption schemes include Attribute-based Encryption (ABE) [1-4] and Predicate
Encryption [5,6] schemes, which can be treated as special instances of a more general notion called
Functional Encryption which was formalized by Boneh, Sahai, and Waters [7].

As a special type of functional encryption, Hidden Vector Encryption (HVE) schemes [5, 6, 8,9] allow
wildcards to appear in either the encryption attribute vector associated with a ciphertext or the decryp-
tion attribute vector associated with a user secret key. Similar to ABE schemes, we name the former
Ciphertext Policy (CP-) HVE schemes and the latter Key Policy (KP-) HVE schemes. The decryption
will work if and only if the two vectors match. That is, for each position, the two vectors must have the
same letter (defined in an alphabet X') unless a wildcard symbol ‘x” appears in one of these two vectors
at that position. In this paper, we focus on the construction of CP-HVE schemes.

Related Works. All the recent development on functional encryptions can be traced back to the earlier
work on identity-based encryption which was introduced by Shamir [10] and first realized by Boneh and
Franklin [11] and Cocks [12]. One important extension of IBE is hierarchical IBE (HIBE) [13], which
allows users at a level to issue keys to those on the level below.

The notion of Anonymous IBE was introduced by Boneh et al. [14] and later formalized by Abdalla
et al. [15]. Compared with the normal IBE, anonymous IBE supports the additional feature of iden-
tity /attribute hiding. That is, except the user holding the correct decryption key, no one is able to link
a ciphertext with the identity string used to create that ciphertext.

n [16], Abdalla et al. also proposed another extension of IBE called Wildcarded IBE (or WIBE for
short). WIBE is closely related to CP-HVE except that the former does not consider the property of
identity /attribute hiding when it was introduced in [16]. Abdalla et al. proposed several WIBE construc-
tions based on the Waters HIBE [17], the Boneh-Boyen HIBE [18], and the Boneh-Boyen-Goh HIBE [13].
Recently, to address the identity hiding problem, Abdalla et al. also proposed an anonymous WIBE in
[19].

In a predicate encryption system [5, 6] for a (polynomial-time) predicate P, two inputs (besides some
public parameters) are required in the encryption process, one is the message M to be encrypted, and
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the other one is an index string i. A decryption key is generated based on a master secret and a key index
k. The decryption key can successfully decrypt a valid encryption of (i, M) if and only if P(k,i) = 1. IBE
can be treated as a special type of predicate encryption where the predicate function simply performs
an equality test, while for HVE the predicate function will ignore the positions where wildcard symbols
‘x” have occurred when doing an equality test.

After the notion of hidden vector encryption was first proposed by Boneh and Waters in [5], several
HVE schemes [6,20-22,8,23,9] have been proposed, most of which are key policy based (i.e., the wild-
cards ‘x” appear in the decryption attribute vector). One common drawback in many early HVE schemes
(e.g. [5,6,21,22]) is that the ciphertext size and the decryption key size are large (linear in the length of
the vector). In [8], Sedghi et al. proposed an HVE scheme that has constant decryption key size and short
(but still not constant-size) ciphertext. In [9], Hattori et al. introduced a formal definition for CP-HVE
and proposed a CP-HVE scheme based on the anonymous HIBE proposed in [24] and the wildcarded
IBE proposed in [16]. Hattori et al.’s CP-HVE scheme also has a linear cipertext size. To the best of our
knowledge, there is no HVE scheme proposed in the literature that can achieve constant-size ciphertext.
Our Contributions. We propose two ciphertext policy hidden vector encryption schemes with constant-
size ciphertext.

e Our first proposed scheme (CP-HVEL) is constructed on bilinear groups with a composite order
n = pq where p, ¢ are prime numbers. The security of the scheme is proven in the standard model
under three complexity assumptions: the Decisional L-composite Bilinear Diffie-Hellman Exponent
(L-cBDHE) assumption, the L-composite Decisional Diffie Hellman (I-cDDH) assumption, and the
Bilinear Subspace Decision (BSD) assumption.

e Additionally, we also construct our second scheme (CP-HVE2), which is built on bilinear groups with
a prime order. We note that our second scheme is more efficient compared to the scheme converted
from CP-HVE1 by applying the conversion tool from a composite order to a prime order bilinear
group. Our second scheme is proven under the Decisional L-Bilinear Diffie-Hellman Exponent (L-
BDHE) assumption.

We highlight the differences between our schemes and the previous HVE schemes in Table 1. A more
detailed comparison among these schemes is given in Sec. 7.

Table 1. A Comparison on Ciphertext Size and Key Size among HVE Schemes

| Scheme | Type ‘Constant Ciphertext Size|Constant Key Size‘
| Katz et al. [6] | Key Policy ‘ No | No ‘
| Shi, Waters [20] | Key Policy | No | No ‘
|Ivovino and Persiano [21]| Key Policy ‘ No | No ‘
| Sedghi et al. [8] | Key Policy ‘ No | Yes ‘
| Lee and Dong [25] | Key Policy | No | Yes |
| Park [23] | Key Policy ] No | Yes \
| Hattori et al. [9] [Ciphertext Policy] No | No ‘
| Ours | Ciphertext Policy]| Yes | No |

2 Preliminaries

2.1 Bilinear Map on Prime Order Groups

Let G and Gt be two multiplicative cyclic groups of same prime order p, and g a generator of G. Let
e : G x G — Gr be a bilinear map with the following properties:

1. Bilinearity : e(u®,v%) = e(u®,v*) = e(u,v)® for all u,v € G and a,b € Z,.
2. Non-degeneracy : e(g,g) # 1

Notice that the map e is symmetric since e(g%, ¢°) = e(g, 9)* = e(¢, g%).



Decision L-BDHE Assumption. The Decision L-BDHE problem in G is defined as follows: Let G
be a bilinear group of prime order p, and g,h two in_dependent generators of G. Denote 797(17 L =

(91,92, -+, 9L, 942, ---,g2r) € G2L~1 where g; = g for some unknown a € Z,,. We say that the
L-BDHE assumption holds in G if for any probabilistic polynomial-time algorithm A

[Pr[A(g, h, T ga.Lse(gre1, 1) = 1] = Pr{A(g, 1, T g.a,L,T) = 1]] < e(k)

where the probability is over the random choive of g,k in G, the random choice o € Z*,, the random
choice T € Gr, and €(k) is negligible in the security parameter k.

2.2 Bilinear Map on Composite Order Groups

Let p,q be two large prime numbers and n = pq. Let G,Gr be cyclic groups of order n, We say
e : G x G — Gr is bilinear map on composite order groups if e satisfies the following properties:

1. Bilinearity : e(u?,v®) = e(u’,v®) = e(u,v)®. for all u,0 € G and a,b € Z,,.
2. Non-degeneracy : e(g,g) # 1

Let G, and G4 be two subgroups of G of order p and g, respectively. Then G = G, x G4, Gr =
Grp X Gr,q. We use g, and g, to denote generators of G, and G, respectively. e(hy, hq) = 1 for all
clements h,, € G, and hy € G since e(hy, hq) = e(gl, gb) = e(g9*, g*°) = e(g, g)P1** = 1 for a generator
g of G.

Below are three complexity assumptions defined on composite order bilinear groups: the decisional
L-composite bilinear Diffie-Hellman exponent (L-cBDHE) assumption, the L-composite Decisional Diffie-
Hellman (L-cDDH) assumption, and the bilinear subspace decision (BSD) assumption.

The Decisional L—cBDHE assumption:

Let gp,hﬁ(@p,gq ﬁGq,a £2Zn .
«

L 2
Z:(gp7gq;h}lg§;7gg agp 7"'7gpa )a
T =e(gp,h)* , and R < G,

We say that the decisional L—cBDHE assumption holds if for any probabilistic polynomial-time algorithm
A
[PrA(Z,T) = 1] - Pr{A(Z, R) = 1]| < e(k)

where €(k) denotes an negligible function of k.
The L — cDDH assumption:

Let gp <% Gy, gg, R1, Ra, Rs <~ Gy, q, B <& Z,

L L+1 L+1
Z = (9p,9¢:95,---.95 .95 Ri,g5 PRap)
T= ngRg, and R+ G

We say that the L — ¢cDDH assumption holds if for any probabilistic polynomial-time algorithm A
[Pr{A(Z,T) = 1] - Pr[A(Z, R) = 1]| < (k)

where €(k) denotes an negligible function of k.

The BSD assumption:
Let gp < Gy, 94 <+ Gy

Z = (g;mgq)
T GTJ,, and R + GTJ,

We say that the BSD assumption holds if for any probabilistic polynomial-time algorithm A
[Pr{A(Z,T) = 1] - Pr[A(Z, R) = 1]| < (k)

where €(k) denotes an negligible function of k.



2.3 The Viete’s formulas

Both of our schemes introduced in this paper are based on the Viete’s formulas [8] which is reviewed
below. Consider two vectors v = (v1,va,...,vr) and 7 = (21,22,...,21). Vector v contains both
alphabets and wildcards, and vector z only contains alphabets. Let J = {j1,...,4n} C {1,..., L} denote
the positions of the wildcards in vector @. Then the following two statements are equal:

v, =z Vv, =xfori=1...L
L & o (1)
> U H(l-])—;% [T —J).

i=1i¢J jE€J jeJ

n
Expand [] (i —j) = Y. axi®, where a; are the coefficients dependent on J, then (1) becomes:
jeJ k=0

L n L
> v ll(i—j)= kZ::Oak ;zzk (2)

i=1,i¢J JEJ

To hide the computations, we choose random group elemen H; and put v;, z; as the exponents of
group elements: H;*, H*. Then (2) becomes:

L i T, i n L ik
1—[ Hi HJeJ( J) _ (H Hil k)ak (3)

i=1,i¢J k=0 i=1

Using Viete’s formulas we can construct the coefficient ay in (2) by:

-y, = (=1)F > Jindis s 0 <k <. (4)

1<i1<i2<...<ip<n
where n = |J|. If we have J = {j1, j2, js}, the polynomial is (z — j1)(x — j2)(z — j3), then:

az = 1

as = —(j1 + j2 + Jjs)

a1 = (J1je + j1js + j2Js)
ap = —j1Jj2J3-

3 Ciphertext-Policy Hidden Vector Encryption

A ciphertext-policy hidden vector encryption (CP-HVE) scheme counsists of the following four probabilis-
tic polynomial-time algorithms:

e Setup(1*, X, L): on input a security parameter 1¥, an alphabet X, a vector-length L, the algorithm
outputs a public key PK and master secret key MSK.

° Encryption(PK,?,M): on input a public key PK, a message M, a vector v € Y] where J*
denotes X' U {x}, the algorithm outputs a ciphertext CT.

e KeyGen(MSK, ?) on input a master secret key MSK , a vector 7 € ¥y, the algorithm outputs
a decryption key SK.

e Decryption(CT, SK): on input a ciphertext CT and a secret key SK, the algorithm outputs either
a message M or a special symbol L.

Security Model. The security model for a CP-HVE scheme is defined via the following game between
an adversary A and a challenger B.

e Init: The adversary A chooses two target patterns,

% = (’[}071, V0,25 - - - ,U07L) and E - (U1,17U1,27 Tty ULL)

ko

under the restriction that the wildcards ‘*’ must appears at the same positions.



e Setup: The challenger B run Setup(k, X, L) to generate the PK and MSK. PK is then passed to
A.

e Query Phase 1: A adaptively issues key queries for o = (01,...,01) € X, under the restriction
that & does not match % or ﬁ That is, there exist 4, j € {1,..., L} such that vy, # * A v ; # 03,
and vi ; # * Av]; # 0;. The challenger runs KeyGen(MSK,?) and returns the corresponding
decryption key to A.

e Challenge: A outputs two equal-length messages M{, M. B picks § + {0,1} and runs Encrypt(PK, vjﬁ,
ME) to generate a challenge ciphertext C*. B then passes C* to A.

e Query Phase 2: same as Learning Phase 1.

e Output: A outputs a bit 3’ as her guess for S.

Define the advantage of A as
AdvSHVE(R) = Pr[g = 6] — 1/2.

4 CP-HVE Scheme 1

In this section, we present our first CP-HVE under composite order bilinear groups. Let 7 denote the
attribute vector associated with the ciphertext and 7 the attribute vector associated with the user
secret key. The expression of these two vectors is designed based on the idea The Viete’s formulas. To

[T (i—3)
do encryption, we represent each component of the vector o by (g¥i)i<’ where J denotes all the
n

wildcard positions and is attached to the ciphertext. Notice that [] (i — j) = ari® according to the
jeJ k=0
Viete’s formulas. In the decryption process, based on J, the decryptor can reconstruct the coefficients

A [T (i—3)
ak, and generate [] gz”k“k = (g*%)7€7 for each component of 7. In this way, whether v; = 2; will
jeJ
not affect the decryption if i € J.
» Setup(1¥, X, L): The setup algorithm first chooses N << L where N is the maximum number of
wildcards that are allowed in an encryption vector. It then picks large primes p, ¢, generates bilinear

groups G, Gr of composite order n = pg, and selects generators g, € G,, g, € G4. After that, it
selects random elements:

g, f,v, v ha, ... hp, By, R w € Gy,
Rg7Rf;Rv7Ru',Rh1,---,RhL,Rh,’l,---,Rh’L EGQ,

and computes :
G =gRy,F = fRf,V =vR,, V' =v'R,,
Hl = thh17" '7HL = hLRhLa
Hj :h’thi,...,H’Lzh’LRh/L,
E=e(g,w).
Then it creates the public key and master secret key as:
PK = {gpvg(vaFv‘/vV,a (Hla- --7HL)7(H{7'- -aHIL)aE}7
MSK:{paQ7g7,f7U7U/a(hla'"7hL)a(h/15"'ah/L)aw}'

» Encrypt(PK, M, v = (v1,...,vr) € X% ): Suppose that o contains 7 < N wildcards which occur
at positions J = {j1,...,jr }. The encryption algorithm first chooses:

S €R Ly, and Zy, Z3, Z3, Zs €r Gy.
Using formulas (3) and (4), compute ag for k =1,2,--- , 7, and ¢t = ag. Then set:
Co =M - E*,C1 = Gi 21,Cy = F* 2, ]
¢y = ([Tvay S ™z, 00= ([T vy B
J= (it i), o
and ciphertext CT = {Cy, Cy,Ca, C3,Cy, J}.

)% : Z4a



» KeyGen(MSK, 7 = (21,...,21) € XL): The key generation algorithm chooses r1,7],re randomly

in Z,, and computes:

L L ,
Kao = w([] hyo)™ (T] (A7) v") [,

i=1 =1
L L
, Kiq = hZip)ir | AR /ir’l,
K g Ky = g iy = g, | Ko = (LB (LT (0)=0)

Ko = (I h2vo)™ s (1 ()=o)

i=1 i=1

The secret key is SK = {K1, K2, K3,K4y0,...,Kan}.
» Decrypt(CT, SK): The decryption algorithm first applies the Viete’s formulas to compute

ar_p = (-1)F > JirJiz -+ Ju, 0 < k<7

1<i1 <ip<...<ip <T

and then outputs:

e(K1,C5) - e(K2,Cy) - e(K3,Cs) Cy

M = —
6( H Kz,kka Cl)
k=0
Correctness:
Lo LG50
e(K1,C3) = e(g™, ([T VH; )= )@ - Z3)
i=1
I s ki (i—ip) s kél“’_j’”"i
- ﬂl:lle(gvv) “0 : e(gvhl) “0
, L o TG
e(K2,Cs) = e(g™, (I V'(H")j)= )20+ Zy)
k=1
57’1 11—[ (i—3g) 37"1 g (i—Jg)v;

e(Ks3,Co) =e(g™, F*Z3) = e(g, f)™°.

L . L ‘
([T K1) = e(wro ([T [T o™ esni s onyrs (T [ () osaonyi frooe, 6 2)
k=0 k=01i=1 k=0 i=1
=elgw) ™ ~e(g. f) - [] elg. hi) “0 e(g,v)” 0
i=1
L o .El“‘-"k‘)‘i o ST_g it ay,
[Te(g, b)) w0 e(gv))
i=1
L sry k§1(i7jk) sry kﬁl('ifjk)z,;
=e(g,w)® -e(g, f)* - [] e(g,v) “0 ~e(g, hq) @0
i=1
arf M1 G-g orf 1 G=gn)=s

(gv ) “0 : e(ga h;) a0

’:1@

1

2



Then we have

e(K1,C3) - e(K2,Cy) - e(K3,Ca)

L sr1 T (i) ot T Godpve orl T (=3 orl T Gi=dp)vs
k=1 k=1 ’ k=1 ’ k=1

= H ( ) “0 ’ e(ga h7) 0 ’ H €(g, v ) “0 ’ e(ga hv) “0 )

= i=1

(H K, C1)

L o1 T (=3 omi I Gmdzi p orf T (=) orf T (=312
= H €(g, ) “0 ’ €(g, h7) 0 H (gv ) “0 ’ (ga hl) “0

i=1 i=1

@
—~

gaw) ! e(ga f)sr27
and can recover message M by:

e(K1,Cs) - e(Ka, Cy) - e(K3, Co) - Co = elg, f)™" - M -e(g,w)® _ M
e(I1 KZ,’?N Cy) e(g,w)* - e(g, f)°r=
k=0

Theorem 1. Our CP-HVE Scheme 1 is secure if the Decisional L—cBDHE assumption, the L — cDDH
assumption, and the BSD assumption hold.

We prove Theorem 1 by the following sequence of games.

Gamey : [Co, C1, Ca, Cs3, Cy]

Game : [Cy - Ry, C1, Ca, C3,Cl4)

Games : [Ry, C1,Co, Cs, Cy)
[
[

R Cl,CQ,R3,C4]
RO) Cl) 027 R37 R4]

Games :

Gamey :

where R, is a randomly chosen from Gy, Ry is uniformly distributed in Gr, and Ry, R3, R4 are uniformly
distributed in G.

We will prove the following Lemmas. Notice that in Game, the challenge ciphertext is independent
of the message and the encryption vector, which means the adversary has no advantage in winning the
game over random guess.

Lemma 1. Assume that the Decisional L—cBDHE assumption holds, then for any PPT adversary, the
difference between the advantages in Gameg and Game; is negligible.

Lemma 2. Assume that the BSD assumption holds, then for any PPT adversary, the difference between
the advantages in Game; and Games is negligible.

Lemma 3. Assume that the L—cDDH assumption holds, then for any PPT adversary, the difference
between the advantages in Games and Games is negligible.

Lemma 4. Assume that the L—cDDH assumption holds, then for any PPT adversary, the difference
between the advantages in Games and Gamey is negligible.

4.1 Proof of Lemma 1

Assume that the Decisional L—cBDHE assumption holds, then for any PPT adversary, the difference
between the advantages in Gamey and Game; is negligible.

We assume that adversary A’s advantage has a difference € between Gamey and Game;. The simulator
B will use A to solve the Decisional L—cBDHE problem. B is given a challenge instance Z,T’ of the
problem, where Z = (g,,94,h, g5 - - - ,ggL,ggL+2, e ,g32L) and 7" is either T = e(g,, h)"‘L+1 or R €p
Grp.

In the rest of the proof, we denote W(7') = {1 < i < Llv; = *} and W(¥') = {1 <i < L|v; # *},
and VV(7)|;< as {i € W(¥)|j <i <k}



e Init: A declares two challenge alphabet vectors v_g} = (v51,---,v5,) and v_iz = (v 4,...,v] 1) under

the restriction that W(v—f)z) = W(v—iz)
e Setup: In this phase, B generates:

R R
’Yayvyladja {ulaui}16|L| — vaRngf;Rv;Rv’thm . 'aRhLth’lv .o ';Rh’L — Gq

Then B flips a coin u € {0,1} and sets:

L+11*

L ¥ ’
G=gpRy, F=gVRy,E=elgs,05 g)), V=94 Il o» "Ry, V! = g¥ Ry,
€W (07)
L+1—i ) )

{Hi=gy~° Rh’i}ieW(u?L)’ {H; = gﬁRh,i}ieW(v—f)a {H] = g% Rn i}y

Then the corresponding elements of the master secret key are: g = g, f = g;f’, {h; = g;)“’o‘url_i }ieW(ﬁ)’ {h; =
d n
L+1 1 *

gz}lew(v A =gy =g o=g0 T g ™

v:eW(?u)
The master key component w is gng*‘”. Since B does not have gng, B cannot compute w

directly.
e Query Phase 1: A queries the user secret key for 0_5 = (01, 09,...,0,) that does not match the

challenge patterns. Let k € W(QE) be the smallest integer such that oy # S
B needs to simulate the user key generation process. We start from Ky ;.

L . L ’
Kao = w(][T b7 o)™ (" [T (hy)7)1 [

i=1 i=1
v+ T altis 7@;’1‘
aL+1+a'y ("i_aLJrlii)”i ui\o; ieW(rﬁ) r1(,, L INzZi\T| fro
=g, ( 112 9p ' Hz (957)7" - gp D" TT(RG)*) ™ 2.
W)k W)k =t
L
def L+1 Nt
gy g Ty
1=
where
— L41—i,% L+1—i
X = Za O e Z (u; — « Yo + Z U0
W) LA W (o)l
Since i
Z (u; — altt Yo + Z Ui = Z ( ol t-ig ) —l—Zuzaz
Wi W)k W0l =1
and recall o; = vy, ; for i € W(v?t) Uand oy # vy, .- Hence, we have

X = aL+17kAk + ZW(Z)‘#A aLJrl Z ;1 + 27 1 %i0i + Yy

. —ak ~
where Ay, = v;k — 0. Then we choose 7}, 7,9 randomly in Z,, and set r; = A;'; + 1. K40 can
be represented as

Ky
Z —altlithys
— AL k L
k > 1”7‘7 +y
L+1 L1 iEWEDIE o (—=i=
_ +ay —« B2 k41 k o; rl / I\No; To
- gp ' gp “9p ) U h ! U h ¢ . f
= =1
Z —altloithys
Ak k 725 1”7‘7 +v. L
WL, a”( ) / AL 2
=9, 9p “ Gp th th -f .
i=1



For k =1 to N, we compute

L+4+1—1
y+ >« + 1“;4 R
oF —akik

. L
o L+1—i o i\ PE€EW (v},) ik o l:fo
K= ] @ I @) -9 : TR | (A ik

Wl Wi =t

Other elements in the key can also be simulated:

k . ’
Ky =gyt = (g5 )7/ - gpt Ko = g K3 = g2

e Challenge: A sends to message My, My to B. B generates Z1, Zs, Z3, Z, il G, and then sets using
Viete’s formulas

Ar—f = (—1)k Z Jin Jin - - 'jikvo <k<T
1<i1<i9<...<ip <T

Let t = ag. It creates ciphertext as:
C() = Mb-T’-e(gg,h)’V,Cl = hl/t 'Zl,CQ = hw 'ZQ,

L T L T
Y+ “il’;,i IT Gi—3x) y'+ > “;U;,i IT (i—jx) 1
i=1 )k:l i=1 )k:l t

Cs = ((h )t - Zs,Cy = ((h 7.

T =T = e(gp, h)O‘L+1, where h = g for some unknown c¢ € Z;, then

L+1 L+1
Co =My - e(gp, 9,)"  -el9p,9,)" = My -e(gp, 9, ) -elgy,95) = My EF,

C) = (g;)l/t -7 = Ge/t. Z{,Cg — (g;)w -y = F°. Zé,

L
Y+ wivn i I (i—j) . = I G—5x) .
b N A )i Z5 = ((VHH;M)IC=1 I Ve - Z8,

C3 = ((9p
i=1
’ ZL: ’ T L i
v Wi T (k) . v T G=dk) o
Ci=((gpy = Jr=1 Ve Zy = (V' ] (HDv = Vi - Z).
=1

Hence, A is in Gamey. Otherwise, if 7" = R, = e(gp, h)("L+1 - R}, for some random R}, € Gr , then
A is in Gamey.

e Query Phase 2: Repeat Phase 1.

e Guess: A output b’ € {0,1}. If b’ = b then B outputs 1; otherwise B outputs 0.

Let Advp(k) be the advantage of B to solve the L—wDBDHI problem, and Adv§*™® (k), Adv§*™ (k)
be the advantages of A in Gamey and Game;. Then we have

Advg(\) = |[Pr[B — 1|T" =T] — Pr[B — 1|T" = R))]|
= |Pr[B — 1|Gameg] — Pr[B — 1|Game4]]
(5 + AdvG™ (k) — (5 + Adv§®™ (k)]

= €.

4.2 Proof of Lemma 2

Assume that the BSD assumption holds, then for any PPT adversary, the difference between the advan-
tages in Game; and Games is negligible.
We assume that adversary A’s advantage has a difference € between Game; and Games. The simulator

B is given a challenge instance Z,T” of the BSD problem, where Z = (g, gq) and T” is either T £ Grp

or R <& Gr. B simulates the game for A as follows.

e Init: A declares two challenge alphabet vectors.



e Setup: B follows the setup algorithm and creates the public key and master secret key using g, and
9q-

e Query Phase 1: A queries the user secret key for 7. B simulate the key generation algorithm
honestly by using the master secret key.

e Challenge: A sends to message My, M; to B. B flips a coin b £ {0,1} and returns a normal
ciphertext of M, with the exception that Cy is multiplied by T7. If T/ = T £ Gr,p then A is in
Gamey; otherwise, if T/ = R & G, then A is in Games.

e Query Phase 2: Repeat Phase 1.

e Guess: A output b’ € {0,1}. If ¥’ = b then B outputs 1; otherwise, B outputs 0.

Let Advp (k) be the advantage of B to solve the BSD problem, and Adv§*™* (k), AdvG*™ (k) be
the advantages of A in Game; and Games. Then we have

Advg (k) = |Pr[B — 1|7’ =T] — Pr[B — 1|T’ = R]|

= |Pr[B — 1|Game;] — Pr[B — 1|Games]|

=[(3 + AdvG ™ (k) — (5 + Adv§™* (k)|

€.

4.3 Proof of Lemma 3

Assume that the L—cDDH assumption holds, then for any PPT adversary, the difference between the
advantages in Games and Gameg is negligible.

We assume that the adversary A has difference € in the advantages between Games and Games. We
use A to solve the L—cDDH problem. The simulator B is given a challenge instance Z, T’ of the L-cDDH
problem, where Z = (gp, g4, b, g5, - - - ,ggL,ggL+l .Rl,ggLHb Ry) and T” is either T' = gg -Rgor R+ G.
B simulates the game for A as follows:

e Init: A declares two challenge alphabet vectors % = (v§,15- -+ vg,,) and 3 = ({15 -+, v} ) under

the restriction that W(%) = W(ﬁ)
e Setup: In this phase, B generates:

R
77yaylvw7 {ulvug}lE\L\ — Zn’
R
w +— Gy,
Rg,Rf,R{),RUI,Rhl, - ,RhL,Rh/l, - ’RhlL S Gq.
Then B flips 1 € {0,1} and sets:

G= ngng = Q}Dpr,E = e(ggcivlgngg)v

Lt1 alti=iyx L+1 abti=iy-

V=9 Ri)-g5 Il o “"Ro=gy gy Il 9p "' Ry,
€W (v)) €W (v7)
Vi — g k=i ‘R
gp H gp v’y

ieW(?‘L)

i — .L+1il _ "
{H7 = 91 @ Rhﬂ} EW(Z)’ {H7 - g; Rhﬂ:} EW(?L)’

Lyl—i

=" Buibigpary U= 90" Bitic g2

L+1—1

1 . — _ R 1 — O
The corresponding master secret key components are: g = gp, f = g5, {hi = g5~ }ieW(Z)’
I _ L1 ’ L+1 aL+1—iv* .
L= Ui I Ui T I Y _ +y i
{hi = 9p }ieW(v_f)’{hi = 9p }ieW(v_i)’{hi = 9 }ieW(ﬁu)’v = 9% B—g 9p ’
1€W (v),)
, L=y . ) LAl—i
v = 9y I gg i Notice that the master key component v is g;’fLHer I gg hoi
€W (v}) €W (o))

Since B does not have gz‘LH, B cannot compute v directly.

10



e Query Phase 1: A queries the user secret key for 0_5 = (01, 09,...,0,) that does not match the

challenge patterns. Let k € W(Uju) be the smallest integer such that oy # s
B first simulates K4 ; as follows.

Kio = w( I g0y ([ ()oY
i -
af Tyt B of T
Sul T e )
W (o)} W (wh)k
(T g T (gt gy TR ey e
Wk Wl
(g gy
where
X =olt 44+ Z ozLH_’v;’l—i— Z (u —oltt Yo + Z ;0
€W (@) Wil w (oIt
and
Y=y + aF s 4 (u) — oo, + Z uio;
€W (v]) W)k W)k
Since i
Z (u aL'H_z)o + Z e Z ( OéL+1_70')—|-Zu70'7,
W)k W)k W(wl)lk =
and i
Z (uf — "1y + Z uo; = Z ( ozLHﬂU)—FZu;U?,
W(on)lk W (wh)[E Wil =

and recall o; = vy, ; for i € W(j) ! and oy # vy, .- Hence,

X = aL+1 + aL—i—l—kAk + Z aL+1 7 * + Zl L U0 + Y,

W(v ,L)\Hl
Y=o MR A+ Y o o ZH woi +y.
(Chlm
N ) ok N
where Ay = vy — Ok B then randomly chooses r1,7],r2 in Z,, sets 1} = (Zk” + r}. Hence, we
have:
(1le+ ’\/
T
Ky =w(gy )™ (gp) A L. fTe
+—Yr1 N
_ Ak \r Y \r! r
—w(gp ) (gp ) - [
‘ S, altioitkgr
( alHl=k A, +Z_(u )\kL+1 L+1_1UZ,¢+Z?:1 wigity W(vu)\k_+1A 1, (Zﬁ?’:luévﬁy')ak)
— k k T1
= w(gp 9p
L
(v H (RY))E - fre.
i=1
Also, for kK =1to N, B sets
s (¥L+1—i+kv;:i
L+1 kAk+ZW(u )‘L OzL+1 1 * +Z1 1 Ui oty _ W(U[L)‘k:+1A ! _(Er’ic=1“’i”i+yl)”k P
- k k r11
K47k = (9 9p )"

L i
(H ()oY

i=1
And other elements can also be simulated as follows:

ls
Ak ri+r]

Kl:gpviQ_gp =9p KS:Q;Q-

11



e Challenge: A sends two message My, M1 to B. Then B generates Ry <£ Gr, Z1,725, 73,724 <£ Gy
and sets using Viete’s formulas:

Ar_f = (—l)k

2

1<11<i2<... <t <T

jiljlé j?kvo S k S T.

Let t = ag. B creates ciphertext as:

Co = Ro,C1 =TVt Z1,Co =T - Z5,
L T L s
ry+ 3" uivy, T (i—jk) 1y + 3 wivy  TT (i=dk)
Cs = (g5 " Ra)(@ S NS TN g oy = (@RS 2,
If7 = gggg some unknown c € Z,, then we have
Cr = (gp9)"/" - Z1 = G- 7,
Cy (gpgq)w Zo = Fb : Zéav
oL+l TIJr_Z uv, II[ (i=dk) 1
Cs=(((g5 "Ra)gpgg) = "))e= )t Zs
L T
L1 llJrZ wivy, ; T1 (i—3dk) _» C(ytz: wivy i) T (i—jx) 1
=(g" g = )=t ) - ((Regg T Jemr )
I -
IT (i—dr) s
=«vIIWHM1jky 7z,
y+Z ujvy, H (i=Jr) 1
Cy = (((gh95) P Tz,
L T L T
y'+ 3 ujvy H (i=Jk) b y'+ > wivy ; T1 (=) 1
= (((gp) = g )h= )T (((gg) = ) )t Z

L

— (L)

=1

IT (i—jx)

k=1

)2

and CT is in Game,. Otherwise, if T = R = g, gc for some V' € Z,,, ¢’ € Zg, then

DENNE

+y+Z Ui w) H(z DN

: Z?n

)7

Ci=(gy9)"" 2 =6"/" 77,

Cy= (g5 gc )" Zo=F" 273,

o= (g™ )
(g By %Hl
= (5" t

L
ARTAS SR
Ci=(((ghgs) = " "=

L
!’ 7 *
Y+ uvy

i=1 k=1

= (((9)

~—

L o
o G50
) k=1

where § = b — I/ is uniformly distributed in Z, for R chosen randomly from G, and hence CT is in

Games.

e Query Phase 2: Repeat Phase 1.
e Guess: A outputs b’ € {0,1}. If b’ = b, then B outputs 1; otherwise B outputs 0.

)5k1;[1(i—jk) 1 VHHU H(7 Jk)ﬁ
1_[ (i—3k)

II[ (1_Jk) 13 ’
— ) 7

"
Zsy,

)%.24

y +Z vy,

- (((g5)

)% : Zzlllv

12

II[ (i—3k) 1
) k=1 )t

c (y—i—Z vy, ;)

(RQQq

4

H (i—jr)
)k

1
0

s



Let Advp(k) be the advantage of B in solving the L—cDDH problem, and Adv§*™(k), Adv§*™% (k)
be the advantage of A in Games and Games, respectively. Then we have

Advp(k) = |Pr[B — 1|T' =T) — Pr[B — 1|T" = R]|
= |Pr[B — 1|Games] — Pr[B — 1|Games]]

= 10+ ARG () — (4 -+ Ado§e (k)
€.

4.4 Proof of Lemma 4

The proof for Lemma 4 is almost the same as that for Lemma 3, where we generate V' as the role of V
in Lemma 3. We omit the details of the proof here.

5 CP-HVE Scheme 2

One straightforward approach to obtain a new CP-HVE scheme under prime-order bilinear groups is to
apply the conversion technique introduced by Lewko [26]. In this section, we present a new prime-order
CP-HVE scheme that is more efficient than the converted scheme.

» Setup(1¥, X, L): The setup algorithm chooses N << L to be the maximum number of wildcards
that are allowed in an encryption vector. Then it generates other system parameters including:

e:GxG— Gr,

L + 1 random elements V, Hy,...,Hy, €r G,
Then chooses randomly generator g, w, f € G,
Y =e(g,w).

The public key and master secret key are set as:

PK = (Ya Va (Hla'"7HL)7g7f7paG;GTae)a
MSK = w.

» Encrypt(PK, M,V = (vi,...,vr) € ¥%): Assume that ¥ = (vy,...,vr) contains 7 < N wildcards
which occur at positions J = {41, ..., j-}. The encryption algorithm chooses s €r Z,, and computes
using Viete’s formulas t = ag. It then computes:

[f_q G—ix)s
t
)

L
Co=MY*,Cy = g%,Cy = f*,C5 = ([[ VH}")
i=1

(2

and set the ciphertext CT = (Cy, C1,C2,Cs,J = {j1,J2,-- -, Jr})-

» Key Generation(MSK, 7 = (z1,...,21) € X1): given a key vector Z = (z1,...,21), the key
generation algorithm chooses r,r; €r Z,, then it creates secret key SK as:

» Decrypt(CT, SK): The decryption algorithm first applies the Viete formulas on J = {j1,...,j-}
included in the ciphertext to compute:

ar—p = (—1)F Z JirJis - - - Jin, for 0 <k <7
1<i1<i2<... <3, <T

13



and then outputs:

e(Kl, Cg) . (KQ, CQ)

M = - Ch.
(H K35, Ch)
Correctness
L ) ﬁ(i—jk) s
e(K1,Cs) =e(g", (([[ VH )= )@)
i=1
sr f:[ (i—=3g) sr f:[ (i—jk)v;
L k=1 k=1
= H e(gv ) “0 ! e(ga Hz) “0
=1
(Kz, Cs) =e(g™, f ) = 6(9 e
(H K34, Or) = e(wro(T] H Hp sy itanyr frica gig )
k=01i=
) ) L ar 11 (i-dg) ar 11 Gi—dg)z
sag sriag k=1 k=1
- e(ng) “o - €(g, f) “o - ‘Hl €(g, V) “0 e(gv Hv) “0
i—
I sr 11 G—dg) s T G—dn)z;
S STr1 k=i k=1a
_e(ng) e(gvf) : H@(Q,V) 0 'e(gaHi) 0
i=1
Then we have:
sr 1T G—dg) s T G—dp)vs
L k=1 k=1
. s, a . . al . 1S
e(K1,Cs) e(K2,C2)-Co _ M-e(g.w) 'il;ll e(9:V) ’ elg, i) ’ el9.f) - M
e( H K 7C1) L Srkﬁl(i_jk) M}cil(i_jwzi .
e(gﬂlf)“e(g?f)”lgl:[l6(97V) @0 -e(g,Hy) @0

6 Security Proof of CCP-HVE2 Scheme

Theorem 2. Assume decision L-BDHE assumption holds in G, then our CP-HVE Scheme 2 is secure.

Proof. Suppose that there exists an adversary A which can attack our scheme with non-negligible ad-
vantage €, we construct another algorithm B which uses A to solve the decision L-BDHE problem. On
input (g, ¥ g.ar = (91,92 - - - . 9L,

gL+2s---,921),T), where g; = g and for some unknown a € Zy. The goal of B is to determine whether
T = e(gr+1,h) or not.

In the rest of the proof, we denote W(?) ={1<i< Ljvy; = %} and W(?) = {1 <i< L|v; # %}, and
W ()% as {i e W(V)|j < i<k}

B simulates the game for A as follows:

=

e Init: A declares two challenge alphabet vectors vg € X} and ﬁ € X7 under the restriction that
W(%) = W(ﬁ) B flips a coin p € {0,1}. For simplicity we denote vjﬂ = (vf,v3, -+ ,v}).
e Setup: B chooses N << L, and random values v, y, ¥, u1,...,ur, €r Zp, and sets

L
Y =e(g™, 9% 9"). f =g%,

V=gr I g
ieW(?‘L)
{H; = ura“l‘i} {H; = g}
i=9 ieW (i) V= 9 Tiew?y

"

The master key component w is g“LH*'O"V. Since B does not have g“Hl, B cannot compute w
directly.

14



e Query Phase 1: A queries the user secret key for 0_5 = (01, 09,...,0,) that does not match the

challenge patterns. Let k € W(Uju) be the smallest integer such that oy # s
B needs to simulate the user key generation process. We start from K ;.

L
Kszo=w([[ H7V)"fm
i=1

Lfl—i, «
y+ X oft 1“,1

L+1 o Lt1—d . . _?
=g* T I gme [T (g")-g "% )T
Wil W (o)l
gt e (gX)r g
where
X = Z =iy +y+ Z (ui — oy + Z u;0;
W(oy) Wl W (o)t
Since i
Z (u; — aL+1_i)ai + Z w;0; = Z (—aL'H_iJi) + Zumi
W)l W (o)l Wit =
and recall o; = vy, ; for i € W(vjﬂ) Land oy, # vy, 1.~ Hence, we have
X:aL+1_kAk+EW(U?)‘£ L+1 —1 ;1+E 11‘10'7+y
where Ap = v*, — 0. Then we choose 7,71 randomly in Z,, and set r = —at + 7. K30 can be
ok Ay )
represented as
Ksp
7(¥L+1—i+k~v}* )
> N
_ gaLJrl_,’_a,y ' g_aLJrl _glevv(u L k -gak(iw VH ha, P f
LA1—idk *
A g k ;o 1
— o1 g B VHH‘“ S
For k=1 to N, we compute
y+ > O‘LJA%“ZJ Kk :
—v—,} e L+1—i » L=« i +~k
Kyp=( " A Ve VR O
W(U )E W(v e
Other elements in the key can also be simulated:
Ky =g = (g°) 7"/ g7 Ky = g™
e Challenge: A sends to message My, My to B, then sets using Viete formulas
ar—p = (-1 > JirJiz -+ Ji, 0 <k <.
1<i1<i2<...<ip <T
Let t = ag. It creates ciphertext as:
> IT (i—30)
y+ > uivg, i—J
Co= M, T-e(g® h),Cp =hVt,Cy=h?,Cy = ((h = "= i

)k-l

If T = e(g, h)"‘LH, the challenge ciphertext is a valid encryption of M. On the other hand, when T'
is uniformly distributed in G , the challenge ciphertext is independent of b.
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e Query Phase 2: Same Phase 1.
e Guess: A output b’ € {0,1}. If b’ = b then B outputs 1, otherwise outputs 0.

If ¥’ = 0, then the simulation is the same as in the real game. Hence, A will have the probability % + € to
guess b correctly. If ¥’ = 1, then T is random in G, then A will have probability % to guess b correctly.
Therefore, B can solve the decision L-BDHE assumption also with advantage e. O

7 Performance Comparison

We give a detailed comparison among all the HVE schemes in Table 2. The schemes are compared in
terms of the order of the underlying group, ciphertext size, decryption cost, and security assumption.
In the table, p denotes the pairing operation, L the length of the vector, and N denotes the maximum
number of wildcards.

Table 2. Performance Comparison

‘ Scheme ‘Group Order| Ciphertext Size ‘Decryption Cost‘ Assumption |
[ Katzetal [6] | pqr [2L + DIG] + 1[G ] RL+1)p ] c3DH |
[ Shi-Waters [20] | pqr [ (L +3)IG] + 1G]] (L+3)p [ c3DH |
Ivovino—Persiano[21] P (2L +1)|G| 4+ 1|G7| (2L +1)p DBDH + DLIN
[ Sedghi et al. [8] ] p [ (N +3)[G] + 1G]] 3p | DLIN |
cBDH
Lee-Dong [25] pqr (L +2)|G| + 1|Gr| 4p BSD
c3DH
DPark [23] P (2L 1 3)|G| + 1|G7] 5p DBDH+DLIN
L — wDBDHI
Hattori et al. [9] pq (2L + 3)|G| 4+ 1|G7| 3p BSD
L — cDDH
L—cBDHE
CP-HVE1L pq 4|G| + 1|Gr| 4p BSD
L — ¢cDDH
[ CP-HVE2 P | 8IGI+1[Gr| ] 3p | L-BDHE |

Remark: In Table 2, we do not count the wildcard positions when measuring the ciphertext size. To
indicate those wildcard positions, a naive way is to use an L-bit string, which has the same size as
several group elements when L is linear in the security parameter. When N < L, then a more efficient
way is to use the index for the first wildcard position and the offsets for the remaining wildcard positions.

8 Conclusion

We proposed two efficient ciphertext policy Hidden Vector Encryption schemes in this paper. Both of
our encryption schemes can achieve constant ciphertext size, which forms the major contribution of this
work. We proved the security of our schemes in a selective security model which captures both plaintext
and attribute hiding properties. One of our future work is to extend our schemes so that they can achieve
adaptive security.
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