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Abstract Ku-Chien proposed a low cost and practical solution to password authentication
using smart cards. the security of Ku-Chien’s scheme is analyzed in this paper. it still has
some weaknesses: it cannot resist parallel session attack; it also cannot withstand
masquerading remote system attack. The reason of faults is due to the similar structure of
secure information of login phase and authentication phase. Based on password changing
counter, an enhanced password authentication scheme with better security strength is
presented. This scheme has many merits: freely choosing and changing passwords; providing
mutual authentication; resisting message replaying attack and insider attack; having strong

security reparability; withstanding parallel session attack and remote system attack.

REw BEUAE, 4 e R, 22T

Key words authentication,password,smart cards,security analysis
RS

DOI:

§ & T Be
A AF B
k Supporting info
¥ PDE(570KB)
# [HTML4:3C](OKB)
» 2% CHR[PDF]
v 23k
JIk 55 5 J 5
b AUASCHER EE R AL
b AR A5
b AT R g
r SIHASC
F Email Alert
k SCEE
b R S
HRAE B
v AT A “HOAIE, NS B RE
Rt 1 ARG SCE
WA SCAEF AR RS
- KA

AR
kA4 Ih zhang@ee.buaa.edu.cn

PEH A N T 00 sk




