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Abstract The attack of Distributed Denial of Service (DDoS) has become one of the most
harmful problems in network security, and much attention is given to the defense against it
now. This paper proposes a model for defending against DDoS attacks based on mobile
agent, using the technique of packet marking and mobile agent. This model can minimize the
damage of the DDoS attacks in the ISP domain. The model also has a good anti-attack

character by mobile agent’'tolerant ability and the components can resist the DDoS attack too.

Finally, the implement of the model is discussed.
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