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摘要  分布式拒绝服务（DDoS）攻击已经成为网络最大的安全威胁之一。如何防御DDoS攻击是人们研究的一

个热点问题。文中使用报文标记和移动代理技术，构建基于移动代理的DDoS攻击防御模型，在很大程度上降低

了来自ISP域外的分布式拒绝服务攻击对域内主机的影响。并利用移动代理的容错性，使模型中重要元件具有很
好的抵抗分布式拒绝服务攻击的性能，提高了防御模型自身的抗攻击性。最后讨论了模型的具体实现。 

Abstract  The attack of Distributed Denial of Service (DDoS) has become one of the most 
harmful problems in network security, and much attention is given to the defense against it 
now. This paper proposes a model for defending against DDoS attacks based on mobile 
agent, using the technique of packet marking and mobile agent. This model can minimize the 
damage of the DDoS attacks in the ISP domain. The model also has a good anti-attack 
character by mobile agent’tolerant ability and the components can resist the DDoS attack too. 
Finally, the implement of the model is discussed. 
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