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Abstract Protecting the Certificate Authority (CA) private key is the key issue of the whole
Public Key infrastructure (PKI). Based on Rivest Shamir Alleman (RSA) and (t, n) secret
shared method, the two phrase signature scheme was used to ensure that the private key
never be reconstructed at any time. At the same time, in the process of CA generation,

delivery and usage, even if some part of the CA was broken, the CA private key was still safe,

and CA still could work. At last, the system was realized by VC and Openssil.
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