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信息安全(Information security) 扩展功能 
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摘要  给出了一种基于IEEE 802.1X协议和Diameter协议的校园网统一身份认证系统。通过对EAP-PEAP协议

进行扩展，并且采用Diameter的消息路由机制，该系统能够支持域间身份认证和统一认证令牌的发放，从而解
决了校园网身份认证中用户漫游和单点登录的问题。对于此身份认证系统易遭受的攻击类型作了分析，并提出了
相应的解决方案。 

Abstract  Campus authentication system is a key part of digital campus. After analyzing the 
demands of authentication system, a campus unified authentication system based on IEEE 
802.1X protocol and Diameter protocol was proposed. By extending EAP-PEAP protocol and 
introducing message routing mechanism in Diameter protocol, this authentication system can 
provide cross-domain authentication and authentication ticket distribution, thus solving the 
roaming authentication and single sing-on problems in campus network authentication 
system. At last, some means of attack were analyzed, and corresponding solutions were 
proposed. 
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