VU2 TR R 2E 2008 35 (3): 455-458  ISSN: 1001-2400 CN: 61-1076/TN

HIANTT 8 22 931243 M L7 5 SMS A s

BRAS, 578, TRk

(ML TR R PPN 55 B2 a3 a i msLi =, By v§% 710071)

WA E BRI MR EAAH Y 2008-6-4 #:52 H Y

3 SMSAE TR A 20065 A Ai (K 5 — AN 0 2B g 4k, Tl 40 M SMSARE— 48 4 Ay HH ot 1125 23 (1928 4k
B IR H— A 145 SMSARIAN AT REZE 045 0 - W RSO 2= K (2, @, &, 0), IRAL4BEZ Ja it 2=
SRR (2, a, a, 0). FIFAZMER, EL4RAAREZE %M FIFEAE b, wUTIN T W%, Jaimn T —
B, BT MATREZE S OM 175 SMSARI T, 7R M L THE SMS4 75 322 sup> 103</ sup> & £ 3L,

2<sup>124</sup> I 1 THESMS4 TN LA K 2<sup>89</ sup> 7 AL I C IZAFA S 0], 55 00 25 B A R 2R 3k 2<sup>—
88. 7</sup>.

KT U SMSAL AT REE Ay i
4% TN918.1

| mpossible differential attack on the 17-round block cipher SM $4
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Abstract

The SMS4 is the first commercial block cipher published by our government in 2006.
By analyzing the changes of the difference between input and output pairs in each
round, this paper first presents an impossible differential property for the 14-round
SMS4 if the difference of the input plaintext pair is (a, a, a, 0), it is impossible that
the difference of 14-round output pair is (a, a, a, 0). Based on this property, a new
method is proposed for cryptanalyzing the 17-round SMS4, which is to add two
rounds and one round to each end of the impossible differential cryptanalysis for
the 14-round SMS4. This attack on the reduced 17-round SMS4 requires about
2<sup>103</sup> chosen plaintexts, performs 2<sup>124</sup> 17-round SMS4
encryptions, and demands 2<sup>89</sup> words of memory. Furthermore, the
probability of its failure to recover the secret key is only 2<sup>-88.7</sup>. <BR>
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