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3G authentication and key agreement scheme based on NTRU
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Abstract

The security defects of 3GPP authentication and key agreement scheme are pointed out.To solve these defects a new 3G
authentication and key agreement scheme based on NTRU public cryptography is proposed.In the new schemeuser’ s
identities and security parameters are encrypted by NTRU encryption algorithm to avoid adversary forge or tamper these
information, which enhances the security and reliability of scheme. At same time the new scheme keeps the structure of
previous scheme.So it” seasily to achieve the new scheme by extending previous scheme.Owing to the computing and
overhead advantage of NTRU, the new scheme can be realized in mobile communication environments limited in
computing and memory resource.
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