WL TR R 200844 (27): 31-32  ISSN: 1002-8331 CN: 11-2127/TP

et

3T ECCHIHFE £ i %5 5 14y it

W B, d R, sk E 2
LpoRe: WBrixk 2= pe, B 430079

2.0 PUKF THENLERE, i 430079

Wed H 3 2008-6-12 f& 0] H M 2008-7-30 %) &% fi & A H 3 2008-9-18 4357 H 1)

B AR BRI B 2 B R AT ke SI B AU A8 RN 25 XEE D) RE I —Fh B R A o R 40 TN TR 2L Al 35 i AR
e[ RS — P B SO et e . RS T IR, BT AN A IER AT, A RIERE AT,
i, MR A4S (Brror—Correction Code, ECC) BiifiZiAHFE (Hidden Field Equations) 5%

V5, TSRS R A A i Theg, i BRI R A M A R DA S S EMQN e ) 2 |, HAAIR S
M A%

Kk glig HFEZRY

435

AR

Construction of error-correction cryptosystem based on ECC and HFE

YANG Min!,MENG Qing-shu,ZHANG Huan-guo?

L.International School of Software, Wuhan University, Wuhan 430079, China
2.School of Computer, Wuhan University, Wuhan 430079, China

Abstract

Error-correction cryptosystem can be used to correct transmission errors and encrypt messages.Most of the proposed
such systems are based on linear transformation.They are weak in resisting cryptanalysis because of the lack of nonlinear
transformation in systems.The authors modify the basic Hidden Field Equations (HFE) into anew error-correction
cryptosystem by substituting the generate matrix of an Error-Correction Code (ECC) for thelast linear transformation
of the basic HFE.The new cryptosystem can be used to correct transmission errors and encrypt messages with high
security.
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