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Encryption scheme research based on DNA technology
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Abstract

DNA cryptography is anew born cryptographic field emerged with the research of DNA computing.In this paper, an
encryption scheme is designed by using the technologies of DNA synthesis, PCR amplification and DNA digital coding as
well as the theory of traditional cryptography.By applying the special function of primersto PCR amplification, the
primers and coding mode are used as the key of the scheme.The traditional encryption method and DNA digital coding are
used to preprocess the plaintext, which can effectively prevent attack from a possible word as PCR primers.Biological
difficult issues and cryptography computing difficulties provide a double security safeguard for the scheme. And the
security analysis shows that the encryption scheme has high confidential strength.
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