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Abstract: In this paper, a multi-level and dynamic security access control (MLDAC) model is proposed for CAD
models in collaborative environment. A multi-level privilege model is developed to simplify the process of
permission definition and assignment for enriching the expression ability and helping to realize multi-grained access
control. The dependent relation of permission and the permission state migration are brought into MLDAC for
dynamic authorization management based on the basic theory of workflow. Based on the practice, MLDAC model is
more efficient to control collaborative operations. It meets the characters of design tasks, i.e. divisible, dependent
and interactive.
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i A7 P 29 5 A ) T A J RS T I P A B 2 4 (R 2 W ) B 55 v PR ABE 28 22 ) Jli g A AT TF 9 ) i ) R
Z— T TR B e A S V2 7 I W B i Ui e B AU e Bl e e Bl BUIRE . &
550 U ) 2 i A5 L U Il S R A R 2 A DR B TL R IR R O P9 2%, A S T £ 2 P R e A P AL ) 32
BT BT Wl 0 H IR R G IR A R AV AU P L R B R U e AT BEL o — DI IR &R
G WG E) ALY IR CAD FREE b, %2 4 1] A R OR B A5 B NATT AR HE AR, FE b 7 a8 B0 (1 U ) 428 S8 T 93 ) i
PE ke Ut B B AT R S B F AR = SR AT P se st . AL MR Be v I R A Ak R A G ERAE H

BT CAD Py [R5 vF PR 5 R o P JE 47 0 B ANy T n vk 3L v i 3 — M B — 8 1A G B
P T ISE B 1) 8 T e R e (e S O A 2 — R ) B B BT B R T R A JE IR OGP B B,
T B I S AR AT B B B I S M R — B0 s ol i) AR T, B e 4 ) U7 I S AR TR A R B ) £ R (A
PRBE RS 1) R AR LS PR WA K AT B A T A (R BE B RE AR LA B 08 N R A B R A RE B A TE
T RV ER B ) R Bk 75 3K I L L AR ) B RS B ARG 7 5, N Re 3G H T 2% CAD 7= S BE B I U 1] 48 1.k ok AR
AR T M EFEE N CAD B £ 2 Rk sh A V5 ) #2 4 (multi-level and dynamic access control, f&] 7
MLDAC)E B A SCHE 1 75 B/ 44 DS 90 LAE 5 2 51404k MLDAC #8128 3 19 [ i8 MLDAC AL
Vi 1) 43 I SRS RIPLEEL 28 4 545 H MLDAC [ — AN H S 56 5 e 5 e,

1 HEmRIE

Y IR R AR T 20 Hh4l 70 SEAR, I ) (1 75 SRR R K R SN R G Bt S 11 e &M AE B S (1) 30 24F
TS JE BT 22 iU e o SR, I e e g i B U R 5 8 SRS E B U7 iA] #5l (discretionary access control,
faj FRDAC)~ 3% il 15 17 #% il (mandatory access control, fiif R MAC) F1 3 T~ £ {8 i Uj i) 4% 4] (role-based access
control, fi] FRRBAC).

CADY ) FR 855 v 1 Uy 10 428 BT 5 AT S5 T At S0l 25 45 W, 38 Ak T 18 2 B B A0 301 06 T 7 i S B0 11 22 4 vk
T 0 2 0 5 e 0 K B A SR AR 2L AR T B /K B B AR B R IR B 1 5 4 N AT R 4 WL,
TCVE 2 W (R e T R e SR AL, S B AT T4 T — 285 [T X CAD YR RIS V1 BB 1 22 4 U 1) 25 il B 2.

S5 AN TS () P [ B ISE HP U il 2 R AR 2Ry Shen®% A B HY F) 4 BERR T (editing model)!) 2B 7R £ 1 i) 4
BESEG . EREAT Y RE 80 TV 22 0 BT W TR B (4 e R AL B o AT A R R (WAL PR e L AR A BRI S R AR
BPR A% A Y S B A2 LA 52 2%, B i T2 T U 1) 46 B, AN & A O BUASE 1) ) (R 2R 5% . Bullock 56 A4 H T —Ffr 2 T
25 1) R 3 B B ) 5 il 42 S A 7R ——Space A R U1 A% A8 1 4 51 N3 F (boundary) A5 1 B (access  graph) ¥y ik
o2 I A S S ORRUASE I W R R8I S J A A /D B T DX, A A T DX — AN = I )
255 ) S W6 R () P T 4 DX 3R P A [ 2 UK 4D U 1) 42 ) 5% 2 RS 2R R OE B T 22 AU O RS () By [R) PR B AH T
FEASIE A 1 By [R) PR35 8 0T LAGEAT 2% (A1 K1) 43, W] DL G 9 FH 4038 2 A R 1) SR B A

3 [ 25 T 8 403 — A 8 A 5% 18 T A% S ShyamsundarFl Gadh 2 HY ) 48 2 1 05 BV ABAT TR B — A B 1
(BRI 2E AL AAR) 43 B Jle 35 AN B2 1 RFAE (interface feature), 31—~ 2 (envelope) i AL 3K 7~ AL ZE T DL 2 2235 4F 1)
PR B AR A L (BR), B E 2 A A T L Y A ] A AR ATT PR A U — A R B 4 R R R,
B VEAH I U5 1) 22 L. van der HoevendF A4t T —AN B U7 il # HI ML I CADHEZL (R H SEIAT AR R4 B
FET H 2R A8 10 5 XE TS CADRE IR ) 44 AN 3 43 HEAT 52 35 9 U 1] 4 11 0,

Cera: N2 H —Fh = 4EA Y ) 2¢ 47 0] P 1 B2 B M Role-Based Viewing!'”L & JE F"MAC HIRBACHET
P T S e VU T P R TR A3 R T AR AE (security  feature), SR R 0 M RN G A REAEEAT 2 4 )2
DbR VR, F U7 ) 0 B A8 S AN (] 22 4 J2 O A A0 AN TR 22 4 J2 YRR AIE 1R U5 10 AL BR o) T A [B) 1y s o AR 4 L v vl vl
) H BRI MACH S T 1 vh 38 A 8] (18 U7 m) BB, A 45 15 v 28 A B B AR 025 I ) PR ISR B L ol T 22 4
FRIE R R Gy~ A 0 B 22 AR AR I 22 4 J2 IR PR AR S AR DA 20 T 4G 7 S DR S 12 B TR AN S e 8 25 T R R o e, 3 2
T T 258 RS ) 22 W0 1 0 TR0 0 6, BT S R AR A0 b S e 7 AR 28 (1 B [R5

Bl 7 D 4 0 o3 A 2 S R R AL S S5 it — 20 B Ak, TARR AR SO — MR AL TR 2 E A
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AT 45 U R RS AR — P AT 285 ¥, A D e B RE — E AR 1T ER 22 AN A ST 45 (I 3 R il ol 45 i R AT 45 2 T
A G0 fe /N T AT B0 06 AT 45 18] T BE A7 AE 2 2 MR o R T AR AT B R GE(WEMS)— 38 5 AT 45 952 13 S T % 9t
F U7 i) 7 s R A B 3o A9 1 B A, AT 45 AL — B = G AL W=(TLA,C) R v P L T= {40 W AT 45 0 7 46 <ty 3R
ARG THHAT S ASRAT 25 B2 AU N C R AT AT 25 20 R 85 1 FHUSR 7R AP 2, AT AcT <UL H T 48 K 2 W EMSHE
RBACAHE Ky 2 Uy Il 42 I AL, o T T 0. F 28 B 00 85 1) 52 % 22 AR 1, L A RBAC A A TV A2 7 oK, b i 4
TVRZ2 R TR 1) T AR R G U T 4 R R U2 e AT 45 (4 U7 1) 4% il (task-based access control, fii Bk
TBAC) AT 55 (i 21 1) 1 J58 8 57 22 A A0 AR R S IR 22 A= AL i, 38 Je 52 AR i M R S BUI I OC R 29 SRR RS
MR AR T 25, A5 AT 45 A0 3oL i rp 42 43 50 25 9 ek f) 2 A T LS Ve 25 N B M B T 1) R 45 FR) 7 il 4 1 A 8L A5
TBACHA, A J& 38 3 52 U 3 0C 22 R BT AS S B B A 2 AL AR AR 51N T AR 55 S il 25 TR 25 28 Ak S5 48 8 LA
T KA PR A By T

WIHTHTA,CAD Py Al PR3 Ah 75 BT R4 14 2 A U Il LA, LASE B 7= A 28 D7 ) 2 1) 1) R 1k . 22 2 Kk
AT R A ph 1 U7 s AN AL 0 R A PR R T SR R AT L T AT X CAD AU U il
2 ML 0 B 17 B, B3 T 167 83 5% (0 U 1 42 4. e AR SCHE J2 Yk RBAC AR R L fitkh b 3 ok i S B A 10 0 I
137 22 48 BV 1) 2 IR0 R B o5, 45 B CAD P [FI3REE J2 CAD 7 W B0 R ik e 8 11— B A A 3 A A
B, BB AR G HhE Y. = 4 CAD = M [ B2V 1) MLDAC A5 7.

2 MLDAC &%

2.1 HHBIHA

A GV 1) 425 T ASE 2R (A Uy o) R RO AR ) 2 T A ) B 2 ) A7 AL B 42 T, P 1) s X P B34
TRV AT 9 S B 4] S (i ASC IR £ 358 1 R 42 5, 55 0] Bk — S P RS AT SRR 4 7 AN SRR AL AL
N LR T T A E U IR, AR T R B TR N T A R 2 U5 BB AN R LR T AT OR K,
1172 3 Ay 0 T) 6 IR 30 3o 53 Y 1) A sk e F P B 0 TR AR, 2 B 1 (D) BT .

(a) Traditional direct access control (b) Role-Based access control
(a) k48 HH 5 ) (b) HET A (5 1y ) 42361

Fig.1 Traditional direct access control and RBAC
BT ARG U IR P 5 2 A ) )
AT CAD PhIRPAEE 7R, AT T —Fh 2 )2 X Bh A 1 2 4 V7 7 4% | (MLDAC) B B iZ B AL T )2
X RBAC B/ L BARSE R Wi P 2 P,

ser-Sessions .
Users i

E A User assignment 1

Z UA

& | Sessions-Roles y (UA) Role
e Roles hierarchy
4 A (RH)

Privileges assignment
CEDJPE Myt

Permission

hierarchy
(PH)
Objects

Fig.2 Multi-Level and dynamic security access control model

K2 22 REhA 1% A7
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FHXT T2 28 1) RBAC B MLDAC BRI IN T # t457 JZ (role hierarchy, @ #% RH)FIEL PR 53 2 (permission
hierarchy, [ #% PH)E #. i (4. 53 )2 40 T AR 275 KA A2 PO R AR 3 2045 T CAD 77 i (1 2 2 IX S5 FRR
ROIEINT A A FEARCR) RS VL T AN R B BT AR TR A AR AT TR OC R I B B R AR I T WS B AL R
(static authorization constraint, &% SAC)E P A5 25 A PR 1% 20 K (dynamic permission activation constraint, {i]
R DPAC)E HE, [/ I 3B 5|\ T BB AR Z5IE £ (permission state migration, & R PSM), LB N & 7= fb W v FE 1Y
AR A H IR A
22 AXEX

MLDAC % FEAFEN . /e AR M. Wit HMSUEE R, N2 &R 1T .

EX 1T EWEE). 7 S 1) 6 S0 84 5 T P [A) e vt i B £ 2, D R 6 Gt 4 7 i A L 4
P —F4E,i8 4 ob, HVob,obeD. 752 @ H 0b AT LLZE CAD /= SRS $h 1 AHRRAE . Ak ali 2
T 1A 55

EX 20 MEEBRIEFE). ARG R OP) s — AN FRAR, I (i BEAN J0 28 #8288 78—l mT LUK X 4 5 it )
A op. 41 R ocOP,MIFR 0 h— AN EAE 4R

TE X 303 1B AL PR, 7 [B) X BREE). 7 il AN PR 4R 2 4 4 Dx2OP (1 148,30 K PP [l AN TC 2 8 7 — PR, 30 K
p(ob,0). 5 — AN BLER AT G o 547 AT 32 B, 3L H M B X, 75 ocOP H.obeD, s 1) B FR p(ob,0) € P, 2 7 X % %
ob A] AFHAT A 1 £ o ) 4% T4 A

EX A ABE AE). MO BBRAER — 240 R 440 NRBIRS2] M B 45—t &
R —Ff A, rE— AR A, R VreR, A rcP.

EX 5(AtdkK). Vr,reR, R rcry, MFRr gk, Rl 2 gk & O R H r— &R, Hdr B A 6,
T O OGO RS — Tl 7 (partial orders)% &, HL A5 B [ P (reflexive). 4% i VE (transitive) Al 54 FR 7
(anti-symmetric).

AR o 2 R T — NGBS SR B ) B AR D7 e R T 0 B M AT Y A R 4 2R
)T B, v] DATE © A B Al B ORI A . 30 b 4 78 2 18 e 389 In A2 A B AL BR 25 58 ST fh (o0 2K e il
AN A A1 b 7K (R — 52 AR R AR T 73 SME AV 2 T 4k Bl — N ff gk ak T 2 AN S0 64, 2 T AR R AR TIL T 5
HAERIRIZEERE .

WA B r gk 7k T 1 o, e G ACBR A ro OB BR 5 47 AR BBR 2 R Bl r=roudr. 0 Fr gk 7K T 2 AN M tor ..., T,
Wr=r,ur,uU...uryuAr.

EX 6(AF). XLV RI PR ST T — e M G B A AR N AR A 83 R 35 2 BN L P IR R BE ) B
P A8 P 26 .

LE [ B BR8P D 75 Vb ) 23 1 (session) H AN TR 7= i T R 00 e v T 3 dd ik 44 = n DA i
— PSR T A A A T A A R [ I P DG — A A AR A L B AT A YL I U ) A RR, B ke, — AN P T
JH VO 5G40 22 715, Bl u=(designer_name,session,team,roles). H: 41 ,designer_name b ¥ 1 & 1) 4 7 ,session iy T [A] &
il team 4 JiT J& ) /N2 roles iy T SG IR A 8 8 e U 38 1T RETE 2 AN A [R] LA 20 M\ S5 AS [) £ €8 19 1A 3K I, X AN 1
HEEDWNRERFERH S AE 1 s, 8T Tack 4 A [7] 43 1% (session, Fllsession,) Fl A [7] T 75 41 (team;,
team,,team;) " M A [\ 1) A 4 8, 3 3 AR R AS TR IR 7 (U, Uy, Us).

Table 1 The definition structure of users

F= 1 I E LR

User Designer Session Team Roles
u; Jack session; team; r,r,rs
U, Jack session, team, r,ry
U Jack session; team; r,rs

SR, A session "R, BB rk L BELAIL AR K — AN S8 EAT T AR, X AT LU i User-Sessions(US)
SO TARAL team 24— FlRe SR AT e R 474 7 A T Pk sl VA R team (Bl BLOGIC— A Ay (0 4,
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TR I% A 2R A R B BLAT R S 1R (o 4 DR P I B 2 A (DA AR i SR R T 1 8 X Ah (s 22 A,
H roles(u)=team(u).roles+u.roles.

TE X T(RPRAR 7S, permission state). X EARIEHAT IS FEF AT REL T ARES, 2 peP, UNEAR IR ZS N
p(state). 7 MLDAC B8 Hrig LR 5 Fp BRAR A

(1) HEEHRR A5 (dormant), & 7m — AN PR AL T AR BB IR A

(2) WREIRES (ready), £ 7n— MR YA EME S CE R B L, 58 0 T 1847 1T I SR AHE % LAE;

(3) HALAR A (hold), 3 7 ASL RIS s FH 25 i B8 418 W78 U1 sl DR AL PR A4 86 9 3R 240 R o 2 42 0 A7, A BR 7 38
AT REFE 4 R Gtk ) {538 1T

(4) IZBATRA (running), 7~ — A R D I0RS J5 I AE 18 4T

(5) SERCIR A (accomplished), 3 7x — ML IR 4 IE A AT 52 5E.

3 I BLRARZSIE# (permission state migration, fii 8 PSM)2C R K, 24 H & KRBT B — M AUBR IS, R R 1 2%
FRAE FH 5 40 R0 EL AT 1 A 04T Y P A 0, SRS PR S 98, DU A AL PR E N <3l 28 R A8 2 SR b o A PR
A 08 20 A PR A4 A s HE N I8 AT bR A 2 SR AN R T SO N e A obR A, T S 4 1l A2 B R ST BB R AT
FEHE N IS ATARA 0 ARG AT o HH IR T 4 A BR AT I 4126 A A PR TR 25 A B IR A .

Exception Exception

Dormant

Accomplished

Restore

Force/Resource

Permission conflict/

Resource unavailable unavailable

Fig.3 The relationship of permission state migration
K3 BRI (PSM) R & K

E X 8(XPR 3k &, permission relation). X284~ [RIABR 2 8] (1946 6 5 2R AR 38 AR PR AT 14 1 []GE, 7T DA
NI 3 KRR

(1) [P 5622 A8 AN AR 2 20 [F] 25 B0 AT, R T4 = PSR p oy FH o, TE AT P I, B2 3K po th 4 [R5 04T
RZIRR AN props. A2 KRN — TS O &R, 02 B M ALt R, H b o pa,preps, Mp—ps.

(2) M 06 2, a2 o B R AT A TR ™ 85 1 56 5 D6 &8, B TR B AR py Fpo, A 2p 30T 58 15, A Re
FAVFAT P2, 18 AP —p T KR IE B RV Rt AEXRRIE I3 3 p1—pa,pa—ps, Mp, —ps.

(3) HJFRKER,ZIEARIATAEAE ST R W TAE PR py Ml p,, 72 AT poy I, B SR p A AT, e 2
IR E A pro—pEipo—p B F KR L IE B Pk dEMLatE. X RRPE.

BoHE W HFRR NS LR, E GBI 280 AT RS TE I, 40 75 B3 7] B E Ak e v el B v 4 B G AR Al
FE55 55 T80 AT AR B A 550 20 B4 4 58 XN T+ 2K 3R, Rl op(A) > —op(B);, LA — AN N R fig g L rp 4t
AN A R BVHRAE . [F) 25 ¢ RN OC R A 3l 00 &R, B B T AR B AR R AT IR, J5 S0 B 4a) iR, %
f:part, FEEE GearTeethy, 1 61 7 4 04 5 1L GearBase,, i 61 1 2 Ji Bl

create(GearTeeth,,)—create(GearBase,,).

EX (A IMZE role conflict). X ZFEVr,,reR,WHEIAp, ery,p,er, H.p o—po, WFR A G 5 M s, id
Hrioan AOMRK R RIE A Rt AL R

TE X L10(BHSIRINAR,SAC). K EFTEM OB M EY 70/556 DL 5 A 6 1) S R vh 05 25055 i
BRI B 5 28, LART 1 A (b A7 B BB P SR TR AR B b S A1 €. a0 18] 2 o, SAC 76 7 f 8. 43 TiC
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(user assignment, {8 B8 UA)IEFEFI A 550 2 8509 Be vl i A 40 R 7R FHL.SAC A3 P /N2 R HE N -
(1) A ERURA L JF:VreR,Vpi,p;er,pimp;, i A2 pifl pj AN .
(2) HFP AR MRZEYue U,V reu, rr, i 2 rfilr A 5.

Holes;;

GearTeeth,,
GearBase,;

60% LOD GearBase,;
Extrusion;g

Extrusion,,

Part,; Part,

(a) Original assembly model (b) Simplified assembly model
(a) JRUAHREHC AR Y (b) I AE 5 e A A 2

Fig.4 Assembly simplification based on role’s privilege
B4 5T A BB R ke O A T ] £
E X 1L(FHZSIRMIE LR, DPAC). & S48 1L U R AT v BRI 5] R AR A5G 28 A8 45 #1100 6 20
S WA I BUR G 3 E SCRT R, AEBCBR AR P BUPR pi e PRI 4% 1 D pita P A FE A PR py 2 IR A5G AR (14
Eh,mA PR
activate(p,)= [ Jrelation(p;, p;) )

pjeP.pi#pj
FH P 76 5 1 b R R AT AR PR I, A A 0T 4% 1 BB A AT LA BT A 6T DGR IR B BREE AR 2 ol ff B
[ %2 7 # P (authorized permissions, fi] #X AP), Wil /£ 31 4% 2F I8 BCFR 42 Bk 2 0 1 €8 19 ] $AT AL B (enable
permissions, ffi FREP). Xl i, £ 18 80 T AT B2 £ 16 092 T R B 14217 1 5 B,

Fig.5 The activation of role permissions of users
Kl s A R BB

23 ZRXIPRIEE

B U T A B %) 5 SCRT 4R, — F 9 7 ) A B2 o ASE 2R 6 52 1) — 4845 p(ob,0). 24 T ST 2 25 1A B 45 2 38
2.2 R T R BRIR A &, TR bk, U 1) AR PT LA IR B = JC4H p(ob,0,state).

SR, 75 HE 2 CAD 7= iR I 1) 2 A s, MLDAC K FH— 7 22 2 IR A PR AR TR BIDKs 5 1) B R 43 P AN 2
R, )2 A JZBLR (part-level permission, & #% PP), )2 ARk /2 R (feature-level permission, fij #x FP), 4 —
AR FLAT AN [ 1) 58 SCFH 8 Pk AW V1 252 48 W HT AT B 4 384 J2 AL B (component-level permission)2 26 22 ), (H 3R
AR, G e v S5 AR PR i SR BAR 45 52 3 FH AN TR . DRI bk, R AT AT R4 S0 47 D e K R B B 7 T 4R, 3 ]
LI A2 KB40 B FH 75 SR AUBRR S  state A& AR AT J2 OB R AR AT 1 — AN 1k, e D% i AL PR PR 0% 8 15 5 5 (8,
75 BAF 5 JE BB 5 b s T BRRIR A I R 1.
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231 FfFERUHR

T E R AT LA s Xy —A = g4 (part,mode,value), 7, part F7- BB B4 (1 LE AT % mode IRk 15
i 2 g oI LR s SR HU(READ) A 4 5 (EDIT) Rl 38, value S 3R AE U5 10 R RE 1 1 49 Ll 3l

FE W R T BREE v ok T sk 20 485 78 5000 A% B et I ORAIE W3 [R] 12 1376 30 1) 22 A A0 1 7% AR 1 7 IR TRIAL
B AR HEAS R 41715 2 2K (level of detail, i AXLOD) A% AL i LOD ] Fi — AN 15 43 B K 7R by 17 58 4 il el ik o)
R DL 38 4 A PR value B AF 2 Uy 1n) A5 2 (1 LODREAT %5 48] 3 W . 77 S Br S H vh B B value (i 488 B ) LA T
AL HAMAT A A7 5 SR B
232 FRIEEBUR

B0 M R A1 A R A W] 5 Xk = 76 4 (feature,mode,value), i 1 mode 1 value 5 22 4 A K s S i 7% S
AH IR, T feature 2 7 AN SR A 1R AIE 0T 42
233 BUREERIBL T

R YA Fk g SCAT LAAS 3] E A AL R R AT E BAE 3 45 K000

I 1. 5 AR s SCrh value (REUE TS A 0%~100%.

U 2. 787 SR vh b g AR R A A T AR G A 4 B R A 100% LOD 875 ), w] AN FR Ak 12 45
RUPRAT A 4015 23 0 BB A 0% LOD #5888 BRI bk, 55 & 15 1F 1 B SR8 S, G 48 U7 1) A2 B PR 11 value fE BB
H 0%8% 100%, AN FCVFA7AE S IR 5, H iff p.mode==EDIT, then set p.value=0% or p.value=100%.

B 3. 7 [ — AN BUBRHEPSH L6 AR [ 4 6 % obj (part/feature) R AH 7] U 17 £ 5 mode(READ/EDIT) HI AL
MR fo i A4 — A Jiff p,.obj==p,.obj,p,.mode==p,.mode, and p, €PS, then p,«PS.

B IRAR AR Sy LB 2 A ) Z2 A )2 B PR FIRTAE J2 A R P 38 R X T 45 78 AL BR BE P S, PSo(featurey,mg) E 7~
PSo ok TR i featureo 7 s a4 xUmg T [ U7 n] AR, 5 4 party ok 5 ik featureo T J& 1 25 £, W PS(featurey,mo) 1) 7
Hidfmr:

set PSy(feature,,mgy)=(featurey,my,0%)

for each part-level permission PP; in permission set PS,

if PP;.part==part, and PP;.mode==m, then
PSy(featurey,my).value=PP;.value
Break //f% H AV — AT 240 2 AR G 2).
next PP;
for each feature-level permission FP; in permission set PS,
if FP;.feature==feature, and FP;.mode==m, then
PSy(featureg,m,).value=PF;.value
Break //fg20 JL SuvF— N DL RC F0 R AR JEBUR GBI 2).

next FP;

WA — A ] 5 P AS Z A 418, PD={part,,part,}. & — A F A A7 TR AL 4 1, part,={extrusion,,
holes;,,...},part,={gearteeth,o,gearbase, ,extursiony,,hole,s,...}, I & 4(a) BT WA E — o, i H - g iz
HY part; J & extrusion,g,holes,; # f BT F 45 4E ) 100% LOD, R fé % 4 part, ' [4 gearteeth,y,gearbase,;,
extrusiony,,hole,s #M ¥ il KR 4E, 1 BLiZ L part, 7 gearbase,  BF 1k (1) 60% LOD, U £ (4 rA BREEPS, () & X4

PP=(part;,READ,100%) FP,=(extrusion,;,READ,0%) FP,=(holes,;,READ,0%)
PP,=(part,,EDIT,100%) FP;=(gearteeth,,, EDIT,0%) FP,=(gearebase,;,EDIT,0%)

FPs=(extrusion,,,EDIT,0%) FP¢=(hole,;,EDIT,0%)
PP;=(part,,READ,0%) FP,=(gearbase,;,READ,60%)

PSi(r)={PP,FP,,FP,,PP,,FP;,FP,,FP;s,FPs,PP;,FP;}
FEDP IR B vk R G0, 2R Gl I AT (1 2 53 3 3 B RS € v (KB BRAR J JL A g1 n B 4(b) BT N 4k
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ML AT,
234 Z 2 DR BERY 14 5

N2 2 IR R AT (1) 5 SCRIH S0 R v DA R AT R 4 AR5

(1) BOANE B R, BB E PS AN A7 X AT i 45 AL 1) 45 4F AL R, 3X m DU AL R o 55 o 4] 46 4K 1 £ set
PS,(featurey,mo)=(featurey,my,0%) % H.

(2) FRAEZ BB XS T 224 AR 2 — Bl 46 0C &R I A 2 B0 OC & B XS T A R 42 PS={(part;,mode,v, ),
(feature;;,mode,v,)},lIPSy(feature;j, mode)=(feature;;mode,v).

(3) BRI Rt vl I AL JT 3. CAD TAF— & AT A% 2 IR AIE, S A SR 73 J2 my AR R b ] AL A BR (1) <&
ST R I R A PRI 255 g

FiAH A Fpart &4 100 MEFE {feature feature,,....feature oo}, & X —N HBE LI A 14 4E 10% LOD
(IR, A% e A RASE 20 5 B X B AR A feature; 737 8 X 100 AMFFAEJZ AL FRFPj(feature, READ, 10%). 18 i A fi
a3 J2 ) R B — A R A 2 LR PP (part,,mode, 10%) BI R 401 &% 7 b 5 il b A4k S BR A PR U) A i 52 ECAHR AE
features (K AF ] 4077, L 75 P BL il b 71358 SC— AMRFE JZ AR FPs(features, READ,0%) Hl v, {1

PS={(part;,mode,10%),(features, READ,0%)}.

(4) TJ LA IA K G AR AE 19 U 1) BB, LA A2 7 B v K 20 2 AR A e . S A BRI 1 9 L 2 e o
) AT A, DR G 0 3 T 5 AR b T 08 I PR R AUE, B 3 3 T 5 T SRR A R AR

WA AR 4E 2 PS={(part,mode,10%)}, 1| % 7 PSTEmode i 2 T %f part 24 o FT G 45 A4 10% LODEI 7 7] AL
PR A Uty B %0 fEpartfy 100 NRFAE {Fi} (i=0~99),t 1 ZI I T 50 ANBHHFAE {Fi} (i=100~149), I PSHL PR ANH iE
FFIRA 100 AFEAE, 1T H AR IE -8 80 0 50 AMRFE.

3 IR HI R AR FOA IR

MLDAC #5852 —ANBE ] FREE AR 3 7 U7 inl 45 AR Tl 22 2 UK 1R R PRUASE 7R 2 41 22 67 145 1) B 78 £t
FOHLH AR AR T U ) 4 (R S 72 0 3 AN B ACBR 3 BE S A R A S i R 2 2 AR A 4
3.1 BRAED

BUR Bl AR AR 4 2 e X AR EE . P i

(1) BLIR 43 JZ 7€ X (permission hierarchical definition), 3 % /& MR 45 7= Wb A Y 1 T BE 4 A ST & 1 W IR B
[ 0] 7= il A5 2R 3R AT 1) 43, 23 ol w2 ST 75 B 1 A JE A R VR AiE JE A PR b 3l et T DA et o #4453 4E OP
1) 1, T F — St 4 ob,op) R 7 8 B A 58 SCIN, BT LASE 58 CORREEE 2240 2 B PR, AR 5 T AR i FH P LA 7 22 5 A
L BE (R AE 2 A PR AE B PR 8 SRS 38 T AR P R 4 A (R (R 2D o I L e O 28 2k o SCAREAIEASL B 1) (19 44
W00 ZR . — W U /D BCR AR AR ) 5L 0 0 28, R I AT DA — A4 885G 8 0T HR 2Rk it Si B BB ] 1) 44 i % R

(2) AR 53 Bt (permissions assignment, fif FX PA), 3 B AR HE A 7] FH 7 189 15 AT 25 A PR ) Fé A BLOG &
K€ S B OCHE B R AR PA 1T LA 2 M (28 R 515 ) B AR P (1 5C R, AT H = Jn 4(r,p)#R /s AR 7EAL R 43 i
Tl R A 2 FRAREAE JE AR ) B R DGR, AR 1k A R R PR AR B 58, B 3per and po—p’ WA GRS p’ /I
St

3) Hrfta il vULR R4 U SA645 R 0k R/ H e du,nFE s a2 4
DI R O i b 58 55 & B B 3reu.roles and re—r AR GER r' /3 BC4A 7 .
32 ABMRHE

P TEAT B AR B A BB B, 75 227 R S BB 43 B S5 At 20 25 S0s AH B A PR IX 7E. MLDAC 5%
TR R IR F GG AR, H OB R B RS N Iz AT RS . R gl il Wik 3 AN R BER B 1T
PR 552 (running list)” “EEA A R & K (waiting list)”F15¢ AL PR 55 K (finished list)” 43 510 3% R4 M7 4 T84T
RES ORI 58 BOR S AR, LAkl By S ISR 1) 20 2 30 .
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W 6 FroR, 24 FH 7 i SR BT AN B p i, 15 5855 F 7 54 $E47 36AIE (authentication), ) W7 2L & 75 H AT AL
B A A €0, S SR S5 P 0 2, U S SO BRR 28 D <t 28 IR 2 (ready ), 775 T, 360 00E R UL 423 [T AR s v SRR p 1)
WO % 11 activate(p), il i LL OIS 454 activate(p) 5 R 402 AL SR E R, A WTALR p (130 4% A4 2 75 06 2, R
& MR P AR AT BE AR p, T 3 e HOIR 2 2 <32 A IR ZS (running)” S 111 4242 &) Running List, 75 W46 48 ] 37
SR, I B OB < AL AR A (hold)”, K5 & N %5 42 J5) Waiting List 15 AL PR p AT 58 HE Ja , 508 FOAR A D 58 1
HR7A (accomplished)”, 344 & 42 7 Running List 5% % Finished List; 244 BRI BB BRI AT I8, i 2R H 30 5
LR PAT R, R AR p B A < HEARIA A% (dormant)” A1 Hi 4% &) Running List; 41 3 45 AT 45 41 3 H 1) H: i
ABR PR BT 4 P AE EAS I 2045 203096 A2, W 52 (restore) AT A L, O B SO HOR Al “Is 7R, L Waiting List
# % Running List.

Exception
Authentic- uccess Success
ation Ready Activation Running }—H Accomplished ]

Failure
Failure

Restore
Hold

Waiting list Running list Finished list

Fig.6 Detailed permission states of an activation step of role privileges

Ko EBRahsHs SRR TH

3.3 MRS IAE

FE R B vt i R v, 2 AR R R AR AR A, AT 55 T A 2 H A A AR A I, v B 5 5 52 P 1) £ A L )
BUFR I 230 K RIS PR 5l 25 1 H ol Rt A PR 50 25 ) e A 5 PR 2 G 3o P — 30 7 23 A2 A 5 mP BN T e A
R o A AN o 5 P A s XA R e e AR e B B s L

4 ZEHIRGE

9T B 0E MLDAC B (1 ) 47 1 Je FL e, FRATTAE B 3 IF R (W W [R)RE AR 8 2 2 5 48 (collaborative feature
modeling prototype system, i # CFMPS)H i ] MLDAC #71. CFMPS R I I 45 35 /7% ) ity 45 K60, T A3 I s 204 R o
R AR IR 45 38 SE IR 25 23 a4 42 R e — 17 Wb A, 20 7 i DA JIR 5% 28 SR B0 it RS 20 1) ) 50 B T A 2
R S5 A FE  MLDAC #E8Y , Re fik 3 70 4 A= S 2R 20 g, H R G S5 M T an 1) 7 s

N 1)

Server 4//—' Client 1

|| Client2

\\‘ Client 3

Feature - \
” Product

modeler A Client n

\ -~/ \ J

Fig.7 The system structure of CMFPS
Kl 7 CMFPS R4



2304 Journal of Software 3kfF 4% Vol.18, No.9, September 2007

FESEAS U ) o2 1 v B 55 4 WA LT 7 i B PR & Rk i R 22 5 N B I A SR R AT A8 55 90 T, T 2R AT
BURRSE SCy A e SCE AL T SCE AL 2 T AL P [R] B v 3 A b o BT 28N BLRR B A I, 1 ks it
i I LA R K 7 2RI A3 55 4% s I 55 4 X 48 11 P A 53 0 00, 0 B PR P 5 s 3 A I 458 41 PR PR A S
AR I i AR 2 BB AT RS A AL B BE AT 2 25 W0, T SRt A2 2% 1 I PAAT AR 2 5 A, -0 & 2R 5080 s 5t
BRGS0y A A AR I 5 AT BURR (K B A T A

223 BriiE, MLDAC R AT LUAR G 396 A2 Bp 7] CAD B vl (¥ 5 5K, T LSy st Al B 28 8 S BB AU 1) — Sk 5
I RN URIE R RS AT e 1B ZAaihdT.

5 & g

24 ) U Ol ) B e 0 DB Tl R, BAT PO U ) 42 560 75 0% e T 52 B B Rl B, AR AN e 5 42 3& T CAD B
[ B 358 (1 0k 7 SR, I FRATTAR T — AL 180 CAD B[R Bk 3R 85 1) 22 J2 Wk 3h 2 ¢ 4V 1) 45 4l (MLDAC)
B AZAE R CAD ™ Wi B 1) 22 J2 DA R e B 17— P 22 J2 K K AL B 20, D A AR B 5 SR 373 i
RERE IR I 2 TR R IR RE g, SEHL T A (1 22 R R U i) 2 e 2 TR TR R R A B S AL )
MR R 2R AL BAR ASTE R B, 5B 1 BB AR 3 A0S K 8l 2 T B XA & BETHE S5 T I 20 TR s AN A2
LR RN T 1] 45 SR 1 SR #4 tH T MLDAC #5828 DL Sk RBAC A58 28 Sy S, b5 4 4 1) v i 428 s St
TG, ERR T BAT)Z U RBAC BERY IR — D)0 sl (A1 SR I B 23 25 Jis IR g /N AU D) A 38 A5 20 AR

(1) SCHF 2 KL RO B DT 1) 32 SR ML ) A% Z8 i U7 4R BB BT 78 22 % 18 CAD Wi Al Bevk AR5 20 T 7™
it 2 UG R R R TR, T MLDAC BERLER XS 22 220k CAD 7™ il AR 1, B2 1 T 20 )2 ORI 2R 5 22 I 2, 4
() e v S Ak BN 5 BETE I RE AT e v i P RS PR 42 .

(2) SCHPAURR B 25 50T AL D[R] Be vk A% b 7 (07 ) BB AT 7™ it S 78 2 I 21 42 4L (9, MLDAC 714 3 1o
T3 2B B R . BCBR ARPIR AT AS S BL T P B v i B v B35 1™ it A 2R f) 28 A T 22 A, DLl 2 i i 2 v
ERERSEI PR L A B A3 A PR I I 45 AR D) (K O G 2R 2o, W] SO BAT I ek s AR DR PR BT
VEREAT A e A2 ), LAORUE AT 55 IR A 13 R AT RBIs LEASU D i .

(3) SCHRFRFAIAR A FLMLDAC 858 1o ffy €4 4k 2K F1 22 5 PEOC RS0 T 56 T 1t P A 44 3l 5 |
N A4 (team) % G2 N ™ R4 BEL g 88 38 S T T AE T RIS PR 2 TR EAT AR HGH .

(4) FAT L 22 A E B B A HOOC 2R B L A C R B A5 B0 B 445 i MLDAC R A B4 1 %
St I, e A BRI R (.

SR1M, T MLDAC AR IE R AR Z 0 AR AR R 28 249 SRR BRI 8 45 S BB AR SR 3% 7 i, L
Hh s AT RUR )2 A5« B AR AOG AR 1R 5 SCRABRAR 28 1R 5 SCRF T PR R 0 - B2 ™ il B v oK,
IR R AT AR R BB, 10 ELA S BRSO, 0 I TE R B E S BURHOBR Rph 5 BURCIRZSE R
LA DRI, T BT A R AR B, LA 50X 26 T A P R LA DR 5 B AR A SO R I 2 )2
DR 2 B 6 CAD 45U A 4 AL AR Y, O AN B T2 I Y T A K 20 11 77 o R 20 ) B 25 A7 10 KR A
Pe A5 R BEAT DA AE LU (KIBIF T A, BATTRE B X0 3 2 i) 2 T SR A KB 9.

BOst R T SONA SR T2 SRR

References:

[1] Gladney HM, Worley EL, Meyers JJ. An access control mechanism for computing resources. IBM Systems Journal, 1975,14(3):
212-228.

[2] Ohbuchi R, Masuda H, Aono M. A shape-preserving data embedding algorithm for NURBS curves and surfaces. In: Proc. of the
Computer Graph Interface 1999 (CGI ’99). Washington: IEEE Computer Society, 1999. 180—-187. http://citeseer.ist.psu.edu/
273603.html

[3] Praun E, Hoppe H, Finkelstein A. Robust mesh watermarking. In: Proc. of the 26th Annual Conf. on Computer Graphics and
Interactive Techniques (SIGGRAPH’99). New York: ACM Press/Addison-Wesley Publishers, 1999. 49-56.

[4] Ohbuchi R, Takahashi S, Miyazawa T, Mukaiyama A. Watermarking 3D polygonal meshes in the mesh spectral domain. In:
Watson B, Buchannan JW, eds. Proc. of the Graphics Interface. Ontario: Canadian Information Processing Society, 2001. 9—17.


http://citeseer.ist.psu.edu/

Ek ZARRIIRET CAD B¢ % B R AL R4 2305

[5] Zhang XY, Peng W, Zhang SY, Ye XZ. Review of watermarking techniques for 3D polygonal models. Journal of Computer-Aided
Design & Computer Graphics, 2003,15(8):913-920 (in Chinese with English Abstract).

[6] Shen HH, Dewan P. Access control for collaborative environments. In: Proc. of the 1992 ACM Conf. on Computer-Supported
Cooperative Work. New York: ACM Press, 1992. 51-58. http://citeseer.ist.psu.edu/59575.html

[7] Bullock A, Benford S. An access control framework for multi-user collaborative environments. In: Proc. of the Int’l ACM
SIGGROUP  Conf. on Supporting Group Work (GROUP °99). New York: ACM Press, 1999. 140-149.
http://portal.acm.org/citation. cfm?doid=320297.320313

[8] Shyamsundar N, Gadh R. Internet-Based collaborative product design with assembly features and virtual design spaces.
Computer-Aided Design, 2001,33(9):637-651.

[9] wvan der Hoeven A, ten Bosch O, van Leuken R, van der Wolf P. A flexible access control mechanism for CAD frameworks. In:
Proc. of the Conf. on European Design Automation. Los Alamitos: IEEE Computer Society Press, 1994. 188-193.
http://citeseer.ist.psu.edu/186662.html

[10] Cera CD, Kim T, Han JH, Regli WC. Role-Based viewing envelopes for information protection in collaborative modeling.
Computer-Aided Design, 2004,36(9):873—-886.

[11] Shi ML, Yang GX, Xiang Y, Wu SG. WfMS: The manage system of workflow. Chinese Journal of Computers, 1999,22(3):325-334
(in Chinese with English Abstract).

[12] Crampton J. A reference monitor for workflow systems with constrained task execution. In: Ferrari E, Ahn GJ, eds. Proc. of the
10th ACM Symp. on Access Control Models and Technologies (SACMAT 2005). New York: ACM Press, 2005. 38—-47.

[13] Thomas RK, Sandhu RS. Towards a task-based paradigm for flexible and adaptable access control in distributed applications. In:
Proc. of the 1992-1993 ACM SIGSAC New Security Paradigms Workshops. New York: ACM Press,1993. 138-142.
http://citeseer.ist.psu.edu/184664.html

[14] Thomas RK, Sandhu RS. Task-Based authentication controls (TABC): A family of models for active and enterprise-oriented
authentication management. In: Proc. of the IFIP WG11.3 Workshop on Database Security. 1997. 11-13.

[15] Deng JB, Hong F. Task-Based access control model. Journal of Software, 2003,14(1):76—82 (in Chinese with English Abstract).
http://www.jos.org.cn/1000-9825/14/76.htm

[16] Wang XM, Zhao ZT, Hao KG. A weighted role and periodic time access control model of workflow system. Journal of Software,
2003,14(11):1841-1848 (in Chinese with English Abstract). http://www.jos.org.cn/1000-9825/14/1841.pdf

[17] XuF, Lai HG, Huang H, Xie L. Service-Oriented role-based access control. Chinese Journal of Computers, 2005,28(4):686—693 (in
Chinese with English Abstract).

[18] Fang CH, Peng W, Ye XZ. Network-Centric geometry modeling technology. Journal of Computer-Aided Design & Computer
Graphics, 2005,17(5):879-888 (in Chinese with English Abstract).

B Hp 325 2 Sk

[5] 5K 3=, 5K =70, e A% 3D WA Eew /K BN STk e F SEPUA B BT 5 P B 4% 241, 2003,15(8):913-920.

[11] SR BoLf5, 1 B3 A ) WIMS: AR B R 48 7 SEPLA%,1999,22(3):325-334.

[15] MR Bl PRI 3L TAT 55 (A0 ) 2 h B AL 3K 1244 ,2003,14(1):76-82. http://www.jos.org.cn/1000-9825/14/76.htm

[16] AN W) 0K 55 4 6 5 ). T 0 U2 0 4 KA €55 0 O3 B T i 250 6 042741, 2003,14(11):1841-1848. http://www jos.org.
cn/ 1000-9825/14/1841.htm

[17] VP06 000 e, 8 % i S T o) TR 45 1 A €20 ) 42 BRI 90 BB 4% 41 ,2005,28(4):686—-693.

(18] Ty A& s, w2 4, A LU 25 D vt i U3 BB R oF AL B e vt &5 BT 27 2 41,2005,17(5):879-888.

FEEA97T—), B AL T AL 1,
EERIF AR K LA 3 R P IR B R
©hr,

SHE(1973 —), 55, 1 L BIBIE5T , E SR
FUATIE A =4 CAD, I 2% ) 7] ¥ vk, AHL
ATH,3D BK .

I+ & #E (1966 —), 5 1 - Bz 1 L4k 7
Ui, 3 BEE ST AR Ay CAD, LAl it 7Y, el B
EUG A, A W15 B, GIS, i 2 N

3311970 —), %, 1 -, Bl #0832 T 5T
AR VLB B 5 AR 2L CAD.



http://portal.acm.org/citation

	相关研究工作
	MLDAC模型
	模型概述
	相关定义
	多层次权限模型
	零件层权限
	特征层权限
	权限集的权限计算
	多层次权限模型的性质


	访问控制策略和机理
	权限分配
	角色权限激活
	权限动态调整

	实例系统
	结  论

