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Abstract: After the analysis and comparison of the existing vulnerability analysis methods, a new vulnerability
model of distributed systems based on reliability theory is proposed. First, it models vulnerabilities of distributed
systems from the aspects of security-related factors. Then it utilizes the model checking method to build
Vulnerability State Graph (VSG) of distributed systems to depict the complete process of exploitation of
vulnerabilities. Finally, it introduces reliability theory to perform analysis and quantitative evaluation of
vulnerabilities of distributed systems, which provides a theoretical evidence for security enhancement.
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Advantages of vulnerability state graph

Tablel Comparison between reliability parameters of products and those of distributed systems

1

Reliability parameters of components

Reliability parameters of distributed systems

A product (composed of several components) fails

A system goes to an unsafe state

A component fails

An atomic action is executed

A component’s life indicates the duration from its
first working to failure, noted as T

An atomic action’s cost includes the time, resources, knowledge level
and rights needed to execute the action, noted as C

Life T obeys the exponential distribution function:
F()=P{T<t}=1-¢*

Cost C obeys the exponential distribution function:
F(H)=P{C<c}=1-¢*

A is the failing rate of a component, 1_ E(T) is the
A

mean of the component’s life

A is the succeeding rate of an atomic action,i= E(C) is the mean of

the action’s cost

A component’s reliability function R(t) indicates the
probability of accomplishing a prescriptive
operation under a given condition during the time t:
R()=P{T>t}=1-F(H)=e*

An atomic action’s reliability function R(C) indicates the unexecuted
probability under a given condition with the expense of cost C:
R(c)=P{C>c}=1-F(c)=¢*°

The reliability of a product means the ability to
complete a prescriptive operation under a given
condition during a given time

The reliability of a distributed system means the ability to maintain
security under a given condition with expense of a given attacking
cost. This value reflects the vulnerable extent of the distributed system

Let Ry(t) be the reliability function of a product,
00,
then ES(T):IO Rs(t)jt shall be the mean of the

product’s life

Let Rg(C) be the reliability function of a distributed system, then
ES(C) = J.M RS(C)JC shall be the mean of the attack cost of the system
0
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Table2 The set of actions of distributed denial-of-service attack
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