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Abstract: Distributed systems could be more secure with distributed trust model based on PKI (public-key
infrastructure). The format of certificate may be different among different PKI systems. Those differences may
disturb some applications performing verification of the certificate chain. In this paper, how those differences work
during mutual verifications is analyzed with the new concept “certificate-format-compatibility”. Moreover, a new
distributed trust model based on bridge CA (certificate authority) with high compatibility is designed out. Using this
trust model, the mutual connections between entities in different trust domains would not be affected by the
different certificate formats.

Key words:  certificate format; compatibility; bridge CA (certificate authority)

PKI(public-key infrastructure)

, . CA(certificate

authority) , ,
; ; CA(certificate authority)
: TP393 A
, Weimerskirch  Thonet Ad-Hoc ,
, . PKI(public-key
infrastructure) (23] . CA(certificate authority)“®
PKI , ,

» Supported by the National Natural Science Foundation of China under Grant N0.60403006 ( ); the National

Grand Fundamental Research 973 Program of China under Grant No.G1999035801 ( (973))

Received 2005-02-16; A ccepted 2005-09-05



1819

CA
, CA . , CA ( )
PKI X.509(¢- : :
.X.509 : ,
; ; C ( )
) ,X.509 , . ,
CRL (certificate revocation list) CRL Distribution Point  X.509 : (SHOULD) ,
(MUST). CRL Distribution Point , fullname
X.509 Directory Name , , . openss|0.9.6h ,
openssl0.9.7d . , openssl
, X.509 , ,
. PKI1 X.509 ,
: ( )-
C(x,y):
B, B b, :
b B =b A
, B A, C(B,A)=1; , B A C(B,A)=0.
C(B,A)=C(A,B)=1, A B .
A , B a A ;
A . , A B )
, A C(B.A=1
2 CA
CA . CA
) CA
;N , N , -
c? N , CA ., CA
, CA , CA
CA )

CA



1820

CA ,

BB A B
1) C(A,B)=0,C(B,A)=1.

2) C(A,B)=1,C(B,A)=0.
3) C(A,B)=0,C(B,A)=0.

4) C(A,B)=1,C(B,A)=1.
ssL

41

BVA (bridge VA).

Journal of Software

SSL
SSL

SSL

CA

SSL ,

(double-bridge).

VA.BVA
VA.VA ,
BVA, BVA

Vol.17, No.8, August 2006

SSL (secure socket layer) ,

A

SSL

VA (verification authority)
, VA
VA
) . VA



CA

BVA )

Fig.1 Theframework of double-bridge
1

VA BVA ,
VA

,BVA
VA; , VA
BVA

4.2

BVA . SSL ,
VA1, 2 VA1l
BVA; ,

VA2, , VAl

VA2
VA2,BVA VAl

, BVA

.BVA VA

VA2
BVA VAL
VA1l ,
BVA
, VA  BVA
SSL
BVA
, BVA

1821
BVA.VA
.BVA
VA, ,
VA
.BVA VAl
,BVA
, CRL
VA1 BVA VA2
, SSL
,SSL
VA BVA
VA BVA
BVA VA
; , VA
VA  BVA
VA BVA
VA BVA

VA BVA ,



1822 Journal of Software Vol.17, No.8, August 2006

VA BVA

Verification
messages

Server
certificate *

chain

certificate

chain Server certificate chain

Client - Server
New certificate chain

Fig.2 SSL sessions with double-bridge

2 SSL
, VA , ,
, X.509 , ,
, X.509
,BVA VA )
BVA . BVA , ,
, BVA , )
. VA )
, VA , SubjectName  Extension
VA BVA. , VA
VA , BVA VA
BVA VA VA ,
, BVA , BVA .,
6
CA

PKI



CA 1823

References:

(4
(2

[3
4
(5]
(6]
(8l
(9

[10]
[11]

[4
[5]

Weimerskirch A, Thonet G. A distributed light-weight authentication model for Ad-Hoc networks. LNCS, 2001,2288:341-354.
MaMC, Meinel C. A proposal for trust model: Independent trust intermediary service (ITIS). In: Proc. of the ICWI 2002. 2002.
785-790.

Thompson MR, Olson D, Cowles R, Mullen S, Helm M. CA-Based trust model for grid authentication and identity delegation. In:
Proc. of the GGF7. 2003.

Xie DQ, Leng J. PKI Principle and Technology. Beijing: Tsinghua University Press, 2004 (in Chinese).

Feng DG. Computer and Communication Network Security. Beijing: Tsinghua University Press, 2001 (in Chinese).

Adams C, Farrell S. Internet X.509 public key infrastructure certificate management protocols. RFC2510, 1999.

Myers M, Adams C, Solo D, Kemp D. Internet X.509 certificate request message format. RFC2511, 1999.

Chokhani S, Ford W. Internet X.509 public key infrastructure certificate policy and certification practices framework. RFC2527,
1999.

Ford W, Polk W, Solo D. Internet X.509 public key infrastructure certificate and CRL profile. RFC2459, 1999.

Hoffman P. Internet X.509 public key infrastructure operational protocols: FTP and HTTP. RFC2585, 1999.

Burton S, Kaliski Jr. A Layman’s Guide to A Subset of ASN.1, BER and DER. Redwood: RSA Data Security Inc., 1991.

) .PK1 . : ,2004.
,2001.

a97r7 ), , , , 977 ), ,

, = , ,

(1942 ), , ,



	证书格式的兼容性问题
	桥CA结构的局限性
	证书的格式转换
	双桥结构
	双桥结构的框架
	双桥结构中的证书链验证

	双桥结构的特点
	结束语

