F33EE 11
2004 F 11 H

SIS
ACTA PHOTONICA SINICA

Vol. 33 No. 11
November 2004

3T BB84 HMILIKISCEF QKD FR S 9 F 1 U 57

x| 74 B &7

Rz

R

MEF? Bmial xR

(1 g I K 2205 B B AR 2B, T M 510631)
(2 BRIV K F YR, )M 510631)

W E ATERETTHEASMRALT LA GRRIRGIOLIKT FTZEAT, T EALR
AIEE R R RIAE, 5T H AR LR R ARG XL BIRE A, RA T S RGTHEBREL
G R ARG S0 AT T 5T I T AR R PR iR E 0 EA P TR R D AR R B

ARSI R B BB S B it BB84 B UK I

& .

X4#iE B F B4 BBSA WL b F KL A B Rk

FESES TN911.2 X ERFRIRAD A
0 3|15

BB B CQRDD Bt R H ok 7 [
B EFBENUE I T B T AT Ak 1% H 4y
Bic . MR ER FSR B, G B8 AE X5 C Alice F1 Bob,
GIWT R Eve ) £ 3 % FH H IR A 4a 6k (R 0% 1, 9F HL
AN IEICAFFE, 76 DL B30T & 73 1 10 Ak s a2
daxt 2 AP . AR AR SE R N H SO AR A ]
Rt & 26110 59 WOG Ik AU, A A
(RIEET . DRI 2206 1 1A H BRI T H53RE A v 2% ) B
Wy SR JIT R, SR o7 85 5 0 TG 1) 22 4 ek i 32 31
JE .

A7 SO SR CL i 18 T ARSI T EL S
AR BRI GIWT )8 . S IOR AT B AR
(R BRY U5, BRIk A 99 WO G Ik pp AR . B SE
A A BFE R OGEE, ALK Alice #11 Bob H
(2 bR UE G 2T, 76 1550 nm 3015 & 1 H 0k R 5
oy =0.25 dBkm ™', HOG ML % F =
10~ Cnnt 0 S LR GEF IO S ¢ A2 ] 52 R
FU G0 E AN W] Be A G BR M BOR BE J7, K Eve
HISEBRFEARFE 1 0 : 1) Eve 0] UL H B EEN Alice Fil
Bob [¥ 702 AN 715 1 A 22 35— Bk g8 A i A
U5 . 2) Eve G T U E0E% ORI 5% 0 1, (H )2
ANBEHEAT AR PE CONDD F58300, 10 A BEAE 476 7
P PRI PR 1S A A1 52 B 1 I PR e A & A LA iy
HHAT . 3) Eve ANu] B LA HIGEF, 7F 1550 nm 1)
BEE CL 3 — B8 0.25 dBkm ™', ATE &
Eve 1l 5 8 mi B AR B8 J7, K H MOG LT HFE R BN
a; =0.15 dBkm .

“E K 973(2001CB309300 ) # B & s~ 91 W ( 1999703501 ) %
By A
Tel:020— 33351640
A5 B #:2003- 09— 26

Email: jingfengliu@ 163. com

i Eve ({1977 i1/
1 XTHFEITSH

WOt AE T AL TARR, P AR EOE AT
Al

_ -tz 2 o
la) =e nzoi/nTIM @D)
EATE ) PRI DT HILEN
2n
p(n)=<a|a>=|al' e e (2)
n!

é\lalz =M )I_I\IJ

PCnow) =Ilﬁe_" (3)
XA VAR 34T . B Alice [7] Bob A& Hi i 6 T A& A
A A HET A& FLIE WG . FIERDLE
(IFRAFE, BOCEF AL AL R F, 23X Bob #RM A
ARG 23 Ak

POl = S PCp) CF (1= F)" " =

(ub)" F)mef’w (4)

m!

WA BFERDGET A, o671 20 A 5 A AR
AT A28 7 BRI

N IRATIR G FE 2 03 A AR 73 K506 T I GE Ty
A, W T, 73 RS TEIE 3 BRSS RCE N AL T
lo) | CRARRFRBIE 5) MIIE 1 #EAR S . 1
FARN0), NI 2 BEAN . SRR AR5 15 5

Alice1 i 3Eve

2 I-2 4Bob
Bl 2RE
Fig.1 Beam splitter



11 34 GBS . R T BB84 RN SR QKD AR EE B3 T 5T 1357

la) , ®10), =n§0/g|n>l®|o>2—>n§0@-

_;Zlocili>3®|n—i>4 (5)
c. M H LA SRR R L MANE B IE 3
SV 4 A AH T ST FEAE, S aE 3 BmiE 4
MM IR A, W oe, =L CACL =) 17 ik
(5), fE30IE 3 A4 j ANE TR A
PG = 1( i;o<jl3®<m—jl4)( w;/;féocilz%@
|n—i>4)|2:20pm|cj|2 (6)
R =R R 18
1034 1818 # A6+ b i g A B ko e
B/OEH2AETF . WEE 3 b AR A ke R
H
P, = 0.Zzpul_’:i:lcilz =l +e F—e M eIV (7)
D) HHIIE 4 6T, Eve HA A 23 A #
B HOGT, RAE X FRAE L ) R 2 N
Pzzilpnlcnlz:e_“’\—e_" (8)
3) HAAEIE 3 AT, LB 728 Eve #
i, RA PG DL ESR
P3:ipnlcolzzef"(l*“—ef" (9
A6 AR A IR A A e, AR IE 4 e
RN B @ N6 IR N
P[i,(l—)\)M]=e”‘“’“L“<1i_'—m (10D
EEM AV SRR e Ui 7 13 = e 1 B2 (T K D R M S
oA, WAUE 36 7 H)
2 ETBRAFHEREAGHARM
HAKREE
7£ BB84 1%, Alice [f] Bob & & T &/t
T4 ADMAES, ENTRIE AN w4, K 2, &1
BEBNIH V), Im/4), | —m/4). HKRN

)
/4y

|-7/4)
B2 BBS4 Hhilay4 ME
Fig.2 The four states of BB84 protocol

lm/4) =C2) "CIHY +1V))
| —q/4) =2 7' CLVY = 1H)Y)

(1D

V) Im/4) P SRERFE 1, TH) | —m/4) # T
BARERET 0. Alice Al Bob FJ X PU AN 1 A& 57
EHOM M A A &% HE. BT (1 H),
IV YRl —qr/d) 5 | w/4) )52 P 4040 B AL ) = 1
A, HIAUE B, Eve AN 0] BE 4018 Alice K ZEGT
(1 F AR AR WA 01308 ' i v 5L A A B 1) 2 1)
1k 0. (HAEMSZ 0 A1 1 LI MERAH S . Eve 1)
B IERHEES p, =10) (01, = 11) (11, 5
TA10) F11) 4 Eve G Wr I, & T 1H) , 1V)
KRN

10) =cos @I H) —sin 01V)

[1) =sin @1 H) + cos 6|V>]
10) FII1) WS -0 R m/2 —0) T E T & . B
TERY ) e 54K 0 43 Eve SR1G10(5 B it 5K, 0
jﬂ%ia‘%%ﬁ[s&wj
FCO) =1/4L I{Hlp, |H) = (Vipy| V) | + |{Hlp, |H) -

(12)

(Vip, V)| +|<%|p0|%> o —%lpol —%> | +

|<%|p] |%> y( —%|p,| —%> 17 =1/2Ccos 26 +

sin 260) (13)
AT LASK Y, 24 0 = m/8 I, Eve % 1§ 24015 5 10 57
WP R HLA S P = cos® 0= (1 + ), sk
2 2

RTE XA B K% P =0. 8542, Ll T3
10) R 1) g & FeATT %038 ) Breidbart E0°7, L} %
(RIRE =533 24 0 AT 1.

Eve TR B4 R FH10) HAZ11), 5
Jo FEI AL 10) 311) & 45 Bob. W13 Alice & 1%
| H) 5 Bob, Eve HEAT#kM & IF HAF 2055 0 1%
NP, ARJEHEN0) f A& K % Bob, Bob 17 1] g L%
FEFETAIV). (HiE Eve BATHELL 1 - P FUMER
RS 1, R E R T4 11) K4 Bob, Bob 4y
PLP IHER B & TV, A Alice & H A&
TNl A EE L, s KR . H
DL BT AT 4 Eve 0] BE T B0 05 26 B AR A
EIEC

D=C1-P){0lp,10) +P{1lp,I1) (14)
L p, = 1HY <HI, Wi n 45 2
D=2P(1 -P) (15)

= e Ly i g i i B, (B
2

%m%ﬁ@m%50=%

W Alice 1 Bob KR ILAETIEIL M EHP A 1/
4 (1, B4R L 5 Eve TEGTWT . Eve & T Bk
H CAEGI T, S0 o T A, AR PSR, Eve



1358 T

¥ W 33 &

L I A
by 1=¢
P(g)—2(1+ﬁ)+ 5 (16)
S I B A 172 (AT RERE R . A Ae af
RESEUAR RN D(E) =¢/4, AR (16 HE P 5
D MR RS

P(D) :ﬂ0+% (17)
2D =1/4 T K, &€ =1 B4 38 kb 63 Wr
3 ETILMRAGHGWASE

K3 52 Eve GiWre B &, 1T Alice DG IA
JEFLIE (R 50 U8 1 2 6 5 B A 70 A1 1) 55
WOk . R — 85, Eve MG HEMAS
H R 2306 T I F S LR IX IR A0 Tl . AR
Ty AL EE Alice 5 Bob iR . #F A H G
T W22 22 011 K R A A TR AR B A SRS
"""""" —\\Origiga\lline

/ZBreldbart basis:

[Aliee ]+

1 Bob '
Eve'sling!

H3 Eve WGk E
Fig.3 Eve's set-up for Eavesdmpping

I3 WORE 5 4% 5 38 18] Bob 4 A1 25 ik ph ok
1—e ™V K ikl &3 Eve (156 2F )5 1)1k
Bob M A A4k (1 45 23 ik vk o 1
A Eve BIOCLT ISR . WK b A% G R 20O

1 _e—ﬂ(l—/\)Fﬁ

Eve

—ull - Fg
—e™* 5 Fy

e (18

Sy PR LK i

D AR B A H AN T MR (7D (AL
Eve 105707/ 2 15 75 6 5 16 38 9 oo 3 2 T, 7
P Eve T REAAHAE A IH %

oLy 2

P(D=" =" (19)
P, Eve F% 5L (82

corect nPP(D—1/4)

LT e R (20)

2)Eve I Was AT MG 2D T, XJLD:?E(S)EI’J
AR, WU 5 8 4338 1) Bob FR) ke, PRI Ay 3 ]
Alice F1 Bob )i 126 5 £ T it G165, {WEE/JE/K/*}?@
2, 3R AL AR 22, AT 3 F I L R R
&, i Alice A1 Bob REMLI 2 (11765 2
D(&)qyP,

T Z e HI-NFg 2D
LEIXFEOL T S Eve 55X A5 7 AR A

correct 77P P I:D(f)]

2 T HinFy (22)

LH P =2DC&) +1/2.
L5 UL B PRSI, Eve 5500 B T (MR R

e _ PP (D=1/4) 4P PTDOT

1 — e #1-DF:

PP (D=1/4) +P,P[D(&)]
1 _e—ﬂ,<l—/\)
Alice 5 Bob T LT AL SIAAE N F oy A T
1 Bob 73 2 HDOG 7 E gt AMECT -1 F, =
Fp . AEUESAT R, 4 TG Alice F1 Bob (M5,
Eve N A] BE K P Alice 55 Bob HJRIEZE |
i (23) 13

“/7+2 Ne [,L(

(23)

Po rect

Mat(21 )T%H,Ahce 1 Bob £E 7 326 Ji5 1 %% 6H A W %%
B (R %y

D=D(er w™ (25)
W (25), Eve 7] LFS RS 2, JF B o 30 4015
AKE L, tha24) 5 H A E B Y LR .

4 Alice 1 Bob BYBATEIEHE

4 Eve KA HI15 B /N T+ Alice #1 Bob (1) HAH
SAE, B ICA, B) = 1CE) , Ul Alice 1 Bob #f nJ #1) H
R IR AR ST % oy Pl I, 5 0t AN T g
FAFIHLERIEA . ST e FR{E 18, Alice F1 Bob
) A ot

ICA,B) =1 +Dlog,D + (1 =D)log,(1 = D)(26)
Arh D BRI, En 5 Kt

ICAB) =31 -2D) (27)

Eve i HIAS MR R 0 C1 — PR, T 5 W 2 (145
58-S
ICE) =L¢[1 -2(1 -

>[D<§)—%](24)

Pty ] (28)

Alice Fl Bob %2 13 3] St =2 [1) % £ i3, o1 BR 1 4% £
ICA, B)>](E) 5(27).(28) i 155
D<1-por (29)
EEH RN '5(25>ﬁﬂ?% Alice F1 Bob FT it %52 1)
PHCES W)

FE-Fap F\B

2+ 2[e™™ ' -1]
D < (30)
4(1 +f)
H A WL, Alice F1T Bob Rﬁ%iﬁ%iﬁ):%%%ﬂ
i p g2l Y S
4C1 +y2)

MR IR SR SRAG A #8457
Alice A1 Bob £EAN[F] ) ~F- 121 5 5~ B0 AN [7] ) 1% 4
T P RERESZ (K 5 KW 2 2 [, o R ) R A A



11 pupe=

LT BB84 #1152 b QKD R0 457 Wr il T 5T

1359

M2 2T, Alice FlI Bob gt B8 I8 1 £ %5 i 2 AR 3K
B FH AR E D, S IEOA AT A %42, 47 Eve
AFAE IR A5 IR A e e T

21
W T
19 ‘:;__}\ ]
18F N
Ay ~
1 N
316 NN T
15¢ —/4:01\\\
|
B3F T ,u:0.8 ---------
cepsl T T e
120710 20 30 40 50 60 70 80 90 100
L/km
W4 BERS5EHRKERTHYLTHRIEZA

Fig.4  Bit disturbance with transmission length and

average photon
oA
5 Zhig

AR SCHE T S i 18 03 G 2R G0 AL ) ik g
PO K P AN O T, BT B A TE
ANJE T PFEIX AL S s [0) 8, R H 73 R 67 Wr 15 3R =
RGIWT SRME A4 G 1 T7 Z00R T 9 [ BT 45 T
Alice F1 Bob 711 126 J&i (1) %5 9] v T BE #5252 (1) e K A%
R AR F TR R BRI Alice 1 Bob W] LA
FIWrAE 515 8 P 5 A 57 W A7 AE, A R A
Eve HAE3RAGH 705 BIRUE S P& 4] 22 4 1
S0k
1 Bennett C, Brassard G. Quantum cryptography: Public-key

distribution and coin tossing. In proceedings of the IEEE

International Conference on Computers, Systems and Signal

10

Processing, Bangalore, India, New York: IEEE , 1984 . 175
~179
Bennett  C. Quantum  cryptography
nonorthogonal states. Phys Rev Lett; 1992,68(21):3121 ~
3124

Ekert A. Quantum cryptography based on Bell’ s theorem.
Phys Rev Lett,1991,67(6) :661 ~ 663
Ekert A, Huttner B, Peres A, et al.
quantum-cryptographical systems. Phys Rev ( A), 1994, 50
(2):1047 ~ 1056

Liitkenhaus N. Security against eavesdropping in quantum
cryptography. Phys Rev(A), 1996,54(1):97 ~111

Fuchs A, Gisin N, Peres A, et al. Optimal eavesdropping in

using any  two

Eavesddropping on

quantum cryptography. I. Information bound and optimal
strategy. Phys Rev(A),1997,56(2):1163 ~ 1172
Félix s, Gisin N, Stefanov A, et al. Faint laser quantum key
distribution: eavesdropping exploiting multiphoton pulses. J
Mod Optics,2001,48(13):2009 ~2021
PARA. O B A b R BOR KA AR
11,1992. 304 ~308
Li F L. High Laser physics. Hefei: University of Science and
Technology of China Press, 1992. 304 ~308
P, R4 %, XEE. QKD 47 g BB84 Pl I Breidbart
ST L ) B4R, 2002,51(5) :961 ~ 965
Yang L, Wu L A, Liu S H. Acta Physics Sinica, 2002, 51
(5):961 ~965

Bennett C, Brassard G, Smolin J, et al. Experimental
quantum cryptography. J Crypto,1992,5(1):3 ~28
W . AR BB AL, 16 nt: b BT A MR R A% R,
2002.72 ~77
Zhou M Q. Information theory foundation. Beijing: Beihang

University Press,2002.72 ~77

Eavesdropping of Practical QKD System Based on BB84 Protocol

Liu Jingfeng', Liang Ruisheng', Tang Zhilie*, Wei Zhengjun®, Chen Zhixin®, Liao Changjun', Liu Songhao'

School for Information and Optoelectronics Science and Engineering, South China Normal University, Guangzhou 510631

Department of Physics, South China Normal University, Guangzhou 510631
Received date:2003—09-26

Abstract Practical implementations of quantum key distribution systems use attenuated laser pulses as the signal

source rather than single photons. The channels used to transmit are lossy. On the basis of above two points, a

combining eavesdropping strategy of intercept-resend and beamsplitting is discussed in terms of eavesdropper’s

technology requirement. At last, a maximum disturbance bound is derived for a given mean photon number and

transmission length. Eavesdropper can be detected with the bound.
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