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Abstract It is a common belief that IPv6 could defend against random-scanning worms due to its
huge address space. However, a new type of worm, V6-Worm, possibly propagating in IPv6
network rapidly, is presented in this paper. Based on the analysis of the scanning strategy of
Simple Epidemic Model (SEM) and Two-Factor Model (TFM) are

established for simulating the propagation of V6-Worm. The simulation results of SEM show

V6-Worm, two models

that V6-Worm can propagate more rapidly in the IPv6 network than the random-scanning worm
in the current IPv4 network. Furthermore the simulation results of TFM show that V6-Worm
can counter the worm defense strategies better than the random-scanning worms. The results also
indicate that the percentage of vulnerable hosts is the key factor affecting V6-Worm's propagating
capability. Some defense strategies are discussed focusing on preventing address leakage and re-

ducing the percentage of vulnerable hosts.

Keywords IPv6; Internet worm; worm scanning strategy; worm propagation model; worm de-

fense strategy

:2006-02-07 :2006-06-02. (60243001.60574087) , “ 7
(2003AA142060) (6970025) . . ,1981 . E
. E-mail. tliu@sei. xjtu. edu. cn; 1-t@vip. 163. com. , 1969 s s

, 1955 s s

. 51981 s s . s . 1975 , s



1338

2006

1988 Morris ,

b b

Code Red,Slammer,WS32.Blaster, Witty

, [1~4]
—IPv6"], : 128
’ 1) IPV6
£6.7] . ’
, IPv6
[8] .
Weaver .
30 [9.10] .
1Pv4
D Code
Red  Slammer , WS32.Blaster
1P
[11,12]
1P , 1Pv6
64 s
IPv6 . s
IPV6 ’
IM sl

, IM

’

(Simple Epidemic Model, SEM) ., Kermack-
Mckendrick el

, Code
Red , (Two-Factor
Model, TFM)
[14] .
1Pv6
, 1Pv6 —
V6-Worm, s
1Pv6 ,
1Pv6 ,
:IPv6 ., IPv6
2 V6-Worm
;3 V6-Worm ;4
2 V6-Worm
2.1 V6-Worm
1Pv6 128 64
, ;64
, [s] .
,IPv6
I DHCPv6 )
S DHCPv6
). ,
(Router Advertisement, RA) .
1
2 , 31 1Pv6
(D-Link DES1024R) 1Pv6
( NE40) CERNET?2
( ). V6-Worm
A RA )
1P (all-node) (FF02::1),
1P V6-Worm

RA ,



8 : IPv6

1339

e < s s
(FE80:: D)
( : D)
A
?
»la
>
Y >
A4
;
)
1
R J-aliva, un Pratve.l [ il
13330 RAL=FF rvertdseeeat
1 M i3l Maloiwexzo Tslenegr e
(Duplicate Address Detection, DAD) i P}:igr‘,gn, d
1z | ghba

( Multicast Listener Report,

MLR) (Neighbor Solicitation,
NS) [16.,17] .
, 1Pv6
CERNET2
it
DES1024R
2 1Pv6
3 b ’
:MLR 1P
s NS (target address)
. V6-Worm
1Pv6 ,
RA ,
, V6-Worm
1P ,

V6-Worm

HHUR)

MalTicezs

[EERIR TR
o Mz ghbo
3 Fel?s Malzd
> r2d ghbo
E] = Hed ghbo
3 Lri20lre2ffiSessicT4b RNl Eefutd
3 43 124 ghln - i
3.0042 81 % mMeighbos o doiTaticor
TLONGROT RN D hett i meet sFhi Mil=icr== If=tener ~fpnrt
3 RA
’
, M 15 DNS
S IPv6
,  V6-Worm 1Pv6
y 1Pv6 .
’
V6-Worm
2.2 V6-Worm
V6-Worm  IPv4
5 V6-Worm
IPv6 . ’
, V6-Worm
’ ’
DNS e
’ ’
V6-Worm,
1. , V6-Worm
1Pv4 .
Flash ,



1340 2006
) ko ,
) B, A
, p=1—(1—1/N)*>
e : =1—[1—k+8/N+tkese (h+s—1)/
, (2 ¢ N?)—-ee]
, H ~k * §/N (D
) t, I,
, Flash V—I().
. V6-Worm s A ,
1Pv6 A ( )
’ ’ (V—Iw]p. ¢ , t
, V6-Worm t+5 ,
) t t+0o ,
’ IOV—1)]p.
) ) t+6
R [G+) =IO+ « [V=I] +k+8/N (2
0—>0,
2. » V6-Worm Al /dt =1 « [V—I()] + k/N
=G« I() « [V—I()] (3
G ,
3 V6-Worm G=k/N (4)
t=0 , I1C0), (3
,V6-Worm .
’ Code Red I(‘):1<o>+[1\(/o—)1<g>]e*GVf )
:SEM TFM, V6-Worm V6-Worm ,
1Pv6 1Pv6 ,
3.1 RA s
: @D .
@
1) . [18]7 gA
16 3 .
s (3) V6-Worm
dI() /dt=G « I(t—&) « [V—1(1)] (6)
N ; , ,
\4 0, V6-Worm
; ) G, =k/0.
1) t ; 3.2
S t , )
V=S +I1); , SEM )
k . (5],
5 V6-Worm @D) . ,



8 : IPv6 1341
R (7 9 (6),
, dI()/dt=G() « I(t—&) « S(t)—x + I(1)
) H aom
(2) ,
, dI(t)/de=G(t) « I(t—&) « S(t)—x + I(1)
. dX (@) /dt=p « S@) « [I(H)+Y ()]
dY (&) /dt=x « I(1)
,V , G)=G0) « [1—I)/VO) ] (1D
V(). : V)=V —Xw—YW=Iw+SW
, X(1); V) =V,; I(0O=1,; S(OO=V,—1I,
, G0)=Fk/0Q; X(0)=Y(0)=0
Y (), V)=V =X —Y ).
A YO 4
dY (&) /de=x « I(2) )
4.1 SEM V6-Worm
S, V6-Worm
) ., X , SEM Code Red (
S(t) ; , ) . Code Red
) , X k=1358/min"""), 5000
[I(H+Y ()] B ( 2" 1P )
o X(0) 1000000 A ( 2% IP )
dX()/dt=p+ S@) « [I(H)+Y(D)] €)) o, 10%
1Pv6 (IPv6
) G(@) ARDIR V6-Worm £
GH=GW) « [1—I)/ V()] (9 2s, Code Red k
" G () 1) . 7=0  358/min,  SEM 4
,G(1) )
500 — 10— E —
> i ; s
sool L d e BT I U AU ra—
’/’ E i ':"
R e e R A B T SR SN N L —
200 fr-reseesseies AR A /.’ -----------
100573 Vi 2r RS D Voo
'j - e —-— Code Red ,’ - CodeRed
% 1 2 3 1 05 7 = 6 8
(min) (min)
(@ B B A
4 V6-Worm  Code Red
B »Code Red 90 %% o http. //www. geohive. com/global/geo. php xml =
3. 079min. 99% ec inet%)xvs/ll:ec inet, . 267541177 .
3. 957min; 1Pv6 , 5000 7.8%, A 1000000

6%.



1342 2006
V6-Worm , 1 .
0. 423 min 0. 495 min, 4.2 TFM  V6-Worm
13.74% 12.51%. V6-Worm
A , Code Red 90 % , Code Red 1Pv4 (
6. 425 min, 99 % 2% 1P ), Code Red
7.549min; IPv6 s s TFM . N =
V6-Worm 10000000, V,=1000000, I, =1, 7=3,u=0. 06/V,,
0. 702 min 0. 774 min, A=0.05,Gy, (0)=0.8/V,. 5(a)
10.93%  10.25%. . IPv6 ;
SEM V6-Worm Code Red
, V6-Worm , 4) Gvs (0)=2340/V,,
Code Red  1Pv4 , 5(b)
10 : (=T 10 s
LS RS LT (R 9k B
8 e e 8 \\ P - _gi,)i """
T S S S o7 B R PP
<6 o R E— 26 \\","' -----------------
4
3
2 i
1 :
00 36 60 90 120
(h) (h)
(a) Code Red (b) V6-Worm
5 V6-Worm  Code Red
, ,Code Red 429 V6-Worm
t=27.5 , 5 1()
394600 Vo 39.46%; e v,
V6-Worm t=1.1 , G+V=k+V/N=k-p az
24 e=V/N
878100 V., 87.81%, 2.28 k P V6-Worm
. Code Red 3.3.2 sp
236600 , , 6 .
V6-Worm 11100 s 100% ,V6-Worm
Code Red  4.7%. Flash —
TFM : V6-Worm ; 0 ,
Code Red, 2 5 o=
4.3 V6-Worm 0.023% (2% 1000000
V6-Wom , ), V6-Worm  Code Red
o, 4.2 ,
V6-Worm Qv = N = :
10000000, Qv =2 = V6-Worm
4294967296, (4) N ; V6-Worm



8 : IPv6 1343

; 10
X 8-
<l
4 -
2
0 Flash Worm
) — 50 100
i S 10
[
75 o 301
h N *0.02(3)'0‘
120 Code Red
6 V6-Worm
4.4 V6-Worm : ’
V6-Worm (6) (11 , s
V6-Worm NS s
, 1Pv6
4.4.1
V6-Worm 1Pv6 4. 4.2
’ RA ’ 4- 3 .
s V6-Worm ,
s . V6-Worm N
RA , RA o N
s V6-Worm @)
(@D RA . s
’ 9 ©-
. , Windows
, RA ) LSASS “Sasser” , 1800
b b 3 % [Zoj .
(2) RA . s s
s RA .
s RA (2) s
. . (AVCCN) 2
) RA . ’ ] {0
, s , V6-Worm
1Pv6 IPSec, .
IPSec , . (3 0 K

3 ) N.



1344

2006

s V6-Worm
IPV6 ’

V6-Worm ,
:IPv6

. IPV4 1)
V6-Worm s ,

1Pv6

1Pv6 ’

1Pv6

1 Spafford E. H.. The Internet worm program: An analysis. De-
partment of Computer Science, Purdue University, West Lafa-
yette: Technical Report CSD-TR-823, 1988, 1~29

2 Moore D. , Shannon C., Brown J.. Code-Red: A case study
on the spread and victims of an Internet worm. In: Proceedings
of the 2nd ACM SIGCOMM Workshop on Internet Measure-
ment, Pittsburgh, 2002, 273~284

3 Zheng Hui. Internet worm research[ Ph. D. dissertation]. Col-
lege of Information Technologies Science, Nankai University,
Tianjin, 2003(in Chinese)

( . Internet L 1.
s , 2003)

4 Shannon C., Moore D.. The spread of the witty worm. IEEE
Security & Privacy, 2004, 2(4). 46~50

5 Hinden R., Deering S.. Internet Protocol Version 6 (IPv6)
Addressing Architecture.
Task Force., 2003

RFC 3513, Internet Engineering

6  Wagner A. et al. Experiences with worm propagation simula-

10

11

12

14

15

16

17

18

19

20

tions. In: Proceedings of the 2003 ACM Workshop on Rapid
Malcode (WORM’03) , Washington, 2003, 34~41
Zou C. C. etal. Routing worm:; A fast, selective attack worm
based on IP address information. Electrical and Computer Engi-
neering Department, University of Massachusetts: Technical
Report TR-03-CSE-06, 2003
Kamra A. et al. The effect of DNS delays on worm propaga-
tion in an IPv6 Internet. In: Proceedings of the IEEE INFO-
COM 2005, Miami, 2005, 2405~2414
Staniford S. . Paxson V., Weaver N.. How to own the Inter-
net in your spare time. In: Proceedings of the 11th Usenix Se-
curity Symposium, San Francisco, 2002, 149~167
Staniford S. etal. The top speed of flash worm. In: Proceedings
of the 2004 ACM Workshop on Rapid Malcode (WORM”’ 04) ,
Washington, 2004, 33~42
Zou C. C. etal. On the performance of Internet worm scanning
strategies. Electrical and Computer Engineering Department,
University of Massachusetts: Technical Report TR-03-CSE-
07, 2003
Wen Wei-Ping et al. Research and development of Internet
worms. Journal of Software, 2004, 15(8): 1208 ~ 1219 (in
Chinese)
( . . . 2004, 15(8):
1208~1219)
Mannan M., Oorschot P. C.. On instant messaging worms,
analysis and countermeasures. In: Proceedings of the 2005
ACM Workshop on Rapid Malcode (WORM’ 05), Fairfax,
2005, 41~50
Zou C.C., Gong W. B., Towsley D.. Code red worm propa-
gation modeling and analysis. In: Proceedings of the 9th ACM
Symposium on Computer and Communication Security, Wash-
ington, 2002, 138~147
Droms R. et al. Dynamic host configuration protocol for IPv6
(DHCPv6). RFC 3315, Internet Engineering Task Force,
2003
Thomson S. , Narten T.. IPv6 stateless address autoconfigura-
tion. RFC 2462, Internet Engineering Task Force, 1998
Narten T., Nordmark E., Simpson W.. Neighbor discovery
for IP version 6 (IPv6). RFC 2461, Internet Engineering Task
Force, 1998
Yuan San-Ling. Study on the epidemic models with delays
[Ph. D. dissertation]. School of Science, Xi'an Jiaotong Uni-
versity, Xi'an, 2001(in Chinese)
( . [ 1

s , 2001)
Zou C. C. et al. The monitoring and early detection of Internet
worms. IEEE/ACM Transactions on Networking, 2005, 13
(5): 961~974
Zhang Yun-Ka et al. Analysis and prevention of “ Sasser”
worm. Computer Engineering, 2005, 31(18): 65~67(in Chi-
nese)

( L ” , 2005, 31



8 . IPv6 1345
(18): 65~67) Jiaotong University, Xi'an, 2005(in Chinese)
21 Chen Xiu-Zhen. The method of holoinformation security chec- ( . [
king and evaluation for computer networks [ Ph. D. disserta- 1. s , 2005)

tion]. School of Electronic and Information Engineering, Xi'an

LIU Ting. born in 1981, Ph.D.
candidate. His current research interests
include network security in the next gen-

eration Internet.

ZHENG Qing-Hua, born in 1969, professor, Ph. D. su-

pervisor. His research interests include natural language

Background

The research presented in this paper was supported by
the National Natural Science Foundation of China under grant
No. 602430013 The National High Technology Research and
Development Program (863 Program) of China under grant
No. 2003AA142060; The National Outstanding Young Inves-
tigator of China under Grant No. 6970025.

The current research project is one of the research
thrusts of the Ministry of Education Key Lab for Intelligent
Network and Network Security (MEKLINNS) with its mem-
bers from inter-disciplinary areas in systems engineering,
computer science and engineering, and circuit and systems.
The main tasks of the MEKLINNS include organizing and co-

ordinating the research teams, undertaking research projects

processing, network security and theory of E-learning.

GUAN Xiao-Hong, born in 1955, professor, Ph. D. su-
pervisor. His research interests include network security,
system optimization and scheduling.

CHEN Xin-Qi, born in 1981, M. S. candidate. Her re-
search interests include network security in the next genera-
tion Internet.

CAI Zhong-Min, born in 1975, Ph. D., lecturer. His

research interests include network security and data mining.

on intelligent network and network security. The current fo-
cuses of MEKLINNS include:
Theory and applications of complex networked systems;
Networks and information security;
Networked and remote education;
Parallel and network computation;
Networked data acquisition and information fusion;
Network security chips and boards.
Through the close collaboration among the members of
MEKLINNS. significant progress has been made in develo-
ping an integrated network security system with defense-in-

depth strategy.



