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Abstract The hybrid Role Based Access Control-Domain and Type Enforcement (RBAC-DTE)
access control model has recently been given much attention due to its different level of protect
mechanisms. But no published literature has discussed administration of multiple roles in the hy-
brid RBAC-DTE policy. From the aspect of privilege and access right, this paper proposes an ap-
proach to dividing roles and domains that roles are more coarse-grained than domains, and intro-
duces a static-inheritance relationship between domains. This method for multirole administra-
tion in the hybrid RBAC-DTE policy solves the problem of sharing access right set among proces-
ses in different domains and the problem of controlling policy code size, especially, supports the

principle of least privilege sufficiently.
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As a fundamental and critical step during a high-level se-
cure system development procedure, a security policy model
is an abstract of the security policy describing a site’s securi-
ty goals. Security policy models, such as BLP secrecy mod-
el, Biba integrity model, Role-Based Access Control (RBAC)
model and Domain and Type Enforcement (DTE) model,
have gathered much attention in the past. Unlike BLP model
and Biba model, RBAC model and DTE model each do not
explicitly indicate the security goals of their own policy.
RBAC model and DTE model can provide broader secure pro-
tect for the systems because they implicit the secure goals of
the systems and both are neutral. RBAC model establishes
the relationship between users and roles and restricts the op-
erations available to a user according to the roles assigned to
the user. Different roles perform their own specified system
functions. DTE model being an extension of Type Enforce-
ment (TE) model establishes the relationship between sub-
jects and domains, and restricts the operations available to a
subject according to the domain assigned to the subject.
Thus, RBAC model is a high-level abstraction model, but

DTE model is a low-level model. In 1997, Hoffman firstly
described an implementation of RBAC mechanisms on
LOCKG6, a secure operating system developed at Secure Com-
puting Corporation. According to Hoffman’s opinion, DTE
can be viewed as an intermediate layer of abstraction between
roles and individual permission bits in the operating system.
Since the work of Hoffman, much work has been done in hy-
brid RBAC-DTE policy model research and application, like
Dynamic Authorization Framework for Multiple Authoriza-
tion Types (DAFMAT) presented by Chandramouli and the
famous Security-Enhanced Linux (SELinux) system released
by the U. S. National Security Agency (NSA).

For a high level secure system applying the hybrid
RBAC-DTE policy, multiple roles are usually required to
perform complicate administrative tasks. Administration of
multiple roles turns to be more complicate and more difficult
due to the special role-domain relationship of the hybrid
RBAC-DTE policy. However, there has been still no public
discussion on the issue. Therefore, from the two layers of
privilege and access right. the authors separately discuss ex-
isting problems raised by multirole configuration and further
propose corresponding solution for multirole administration
in the hybrid RBAC-DTE policy. The work aims to imple-
ment effective multirole administration under the principle of

least privilege.



