28

(2]

Vol. 28 No. 5

2005 5 CHINESE JOURNAL OF COMPUTERS May 2005
( 230026)
; (TUPLE-SPACE)
(RMAS-CMAS) ARP . ;
ARP ;
TP393

Model Checking Strategy of Mobile Agent Based on
Technology of Collaborative Detection

LI Hai-Ying CHENG Hao YE Wei-Quan ZHUANG Zhen-Quan

(Department o f Electronic Science and Technology , University of Science and Technology of China, Hefei 230026)

Abstract The mobile agent model achieves the goal of collaborative detection of network intru-
sion when attacks occur in a vast region. The architecture of service cluster(RMAS-CMAS) is de-
scribed as well as mobile agent for detecting ARP attack via the concept of Tuple-Space. To check
the effectiveness of the system detection logic, model checking strategy enables us to build dy-
namic spaces tree from initial configuration to terminative configuration which is used to analyze
packets of ARP attack. Transference of collaborative detection system configurations, dynamic re-
compose of modules and message parallel transfer mechanism are ratiocinated by calculation of
nested spaces tree. Study of model checking strategy can eliminate the redundance configurations

which exist in the model design and help to improve quality of the design of mobile system.
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