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The Matrix Characteristics of the Cryptographic Properties of
a Special Kind of k-Order Quasi-Bent Functions
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(Department of Information Research, The PLA Information Engineering University s Zhengzhou 450002)

Abstract  In this paper, the cryptographic properties of a special kind of k-order quasi-Bent func-
tions are studied by a new kind of method, which is denoted by the matrix method. The crypto-
graphic properties of the k-order quasi-Bent functions, such as balancedness, correlation immuni-
ty, propagation criterion and the highest algebraic degree can all be easily decided only by the dis-
tributions of 0 and 1 in the character matrix, which is different from the spectrum method and the
auto-correlation method. The method proposed here can also be used to construct the k-order
quasi-Bent functions with good cryptographic properties, which is more effective and much simp-

ler than the spectrum method and can be carried out easily.

Keywords partially-Bent function; k-order quasi-Bent functions; characteristic matrix; correla-

tion immunity; algebraic degree

M QAR 2P 4 G BRSO AT g A QRO s IR

1 51 & LRV JE AT — 2 WY 9 K S S 8 P A — S TRBI B
1 1 1 S BT 1 2 — 2 o i B 2 9 T S AR I T 0 T R 1 T O g AR

BEAT NG L VAR AR O TAE R Y] AVRALE eRR (H il T S8 W 2 (R AR — E 1Y
WA AE L G a2 k. BRTREARFR WY R" Y, Iﬁt%&iﬂﬂ%ﬁﬁ%ﬁﬁﬁ%%%
Wl 7k R A S A L et — R 50 bs YR GRECH — X, P, Bent BB 3K

Y F 359 :2003-04-17 ;& S ks Y 2 H 4 .2003-07-15. BRER LT, L, 1974 4F A4, 1, YRIW, 32 B 01 9% J 18] Jy M 38 4 3 76 25 65 2% v 1 17 7
E-mail: tengjihong@263. net. 33X F , 4, 1970 45 W05 28, PRI, 32 B 0F 58 75 170 o0 M6 256 40 1 7 6 50 2 v /4 07 . ZEHEER, B3, 1945
AR O T A S, RSO O AR R, A, 1962 A B RIS RS Y O .



544 it = Bl 2 £l 2004 4
PR AR LR M A R 2, BRI AR P B R B i KL B HEN] IR SHE B sE GF" (2), 1<<W ($)<[, f(2)

ek LN PS BT A oy %fﬂﬁﬁfﬂuﬁl_ml_ SRUEE R
ATz BN L B I pR BSOS B A A AR OGS
FEME, B T 9K 4b Bent BRELAY X — K &, 1992 4F,
Carlet & T #84 Bent BEE! AOHE 2, X 2 R 4 AT
PLEAT S M R G B R R — i R i L
T AR5 5 34> Bent pRECER 7T LI 33 Bent L;Z_Jﬁl
SR AR I DAL B S P B A 32 B T RR
K B HCH AR AR T T £ B U Bent R éﬁlﬂ’]’f%
S, B Bent PRECFIES 4 Bent pREL R B K
M PR, B LA Bent BREUT A B A 1Y %5 15
%@ﬁﬁ:ﬁﬂqu%‘fi\*ﬁééﬁﬁiﬁ%. AT K IR
FIE 2 3% 45 1 19 AT 48 K Hash 8 % — HAVAL
P 1 SR 3218 v BT 3k B ) % 5 R BT — I AR R 2 7
JG 1 B 48 Bent BRZL . PR o3 288 ok B0 HL A LI 0 L
FRE A E, BT LA b B2 X6 3 28 pR B0 1 %% A 1
HEAT IR B 5%, 40 P 4 M AE O S g v LT bk
S TR eR R P AR DG A g A R e
FE AT DL 3 ) Walsh 35 5k ZI %) -2, T 2% R bR
B B 5 B0 B A DGR BCR ST A Il B i
i 5E — A 5B R B A5 0 R T OT R % o R
W) 3= 2R b T K R A Walsh 76 28 3% (6 F0 3 A
O PR BUE R 35 T 1. AR SCH R [a) 1Y O 9 X — 25 ¢
TR & B4 Bent pRACHY %565 1 B AT T A0 A, FR
TR 5T 45 R R W], XX 28 & B #1 Bent oR 40 %%
2 1 T B W58 LT 58 4 il LU A D X GF(2) b
Ry sl A R T (155 S S I T O i I AV ¢
UOBAE X i A DN g A Y fR B 45 s T — b % R

PR I BT T L Y AR ST N B D B L 5y T aE i
AL G 72 B

2 BEAREXER

SCHK[ 1.3 1H Walsh 716 25 1% 1 [ AH G of 248 Hh
T RRBCEAT m W A G G M R 2 0 R O W)
e .

EX 1M, R f() .2 €GE"(2) BA m Bt %
GgE M WERIHE R w e GF"(2), H 1=<W (x0) <im,
A

Sy (w) = 1 2 (— 1)/@tws — .
w€GF"(2)
EX 2. B () 2 EGF (D L IKY Hk

NS EPSTSE ¢
1 e
r(s) = o> 2 (— D)feHotr@ — ()

Rl o, 24 1=1 WL FR f Co) R R 5
HE,

FRGF" (2) WP li5 /() BUEA 1 B s B> B0
S Ry E A,

PRI AL SCERL7 TR 48 1 Tk B4 Bent
PR E LANE

EX 3, R f (). 2 EGF"(2)H b B il
Bent BB IR L E w € GF"(2), f(2) B Walsh

EFR L S7,) (w) =0 o %

e, 24 =0 5,2 JC £ B # Bent RETEL N
Rothaus #&H ) Bent BR%; Y k=1 i, n JT £ Fir 4l
Bent bR ZTED R & 42 1 A9 21 Bent 2L

EFE 1 W (), 2€GF"(2)HM k Hr#l Bent

BRI £ o AR BOR BN 3
W o) REBARAEIE T .
f(x) = a, + E E “Iliz"'f,fT‘d Xi, T s

=1 1=
ic

ik .

S 7,:{12(11,xg,---,x,,):xj:O,j;éil,--',z‘,.},
S,l...,v'_:{x:(xl,12,“',.r,,);.rj:O,j:il,---,i,.}.
1]
@i = >, f(2)(mod2)
re S,1 i
= > D) S;Gw)(— D (mod2),

TES; i wEGF'(2)

i Walsh 76 035 0L 15 79 ¢ & A1 .
@y = (2770 =271 37 S, (w)) (mod2)

1
iy

Z S (w) (mod2).

weS, .,

EEJ:T*H k B U Bent. 5% B0 8 54 55 1, 4
e, =0, FITLL o) AR BOR BOR

r

iE .

I#ﬂr[?]ﬂ%t{jT 2 b B #l Bent pR LYY TE
k.

B3 1. % f(x,y),xEGF(2),yEGF ™ (2)

N 2rk JUAT IR R, f (s ) LATE



4 1

JBE T £0AF 2% b WYL Bent pR AR B 1 B 19 46 B4 RREAE 545

flr,y) =n(x) « y+ glax) (D

Hria(o) = (4, () sy b0 () 0§ () (Ii<r+k)
K r TCAR IR BRE L g ot TTAR R R W) f (2w )
Fk B Bent A R D BELM R n () A
GF () FIGF" " (2) By B 5.

SIEL 1 AT & BBl Bent BRECE A R Y
TSR AR A A OCRRAE .

SIE 27, " fa, 2D e Lk Bl
Bent PR, M XHE R we GF(2) ,0€ GF 4 (2),
#HA

1
22rAk Z

T EGF(2),ye GF T (2)

I’f(Sl 7.\‘2):

22:AL

z€GF(2)

0,

IE 281

) IZL Z (=)@,

+€GF"(2)

3 k Bl Bent &5 5% A5 14 BT RY
%5 B R AE

N7 ITEFAT A LGB 1 r(a) = (8 () s
oo B (o)) B BTAT TR AT [ A5 1 4

¢l (1,(0) > ¢2 (l,<0> ) ¢r\k (1,(0) )
951(1,(1)) ¢2(1'(1)) ¢r+k<1(1))
E= . . .
931 (1,<z"—1> ) ¢2 (I(z"—n ) . S{)”k (17(2"—1> )

PR E N (o) BFFERE FE, Horp 2, 0<<i<<2"—1 &
{1 R, B 8 PR G o 5

PR BT EAE 3.
EIE 3, % () BEWMR (D) WA R EEL,

W fCxyy) & k B4 Bent BRECHI 78 40 00 B 45 1 2
m () WFRERE B E %A A IR 47 1)

WA, S, f(x,y) & kB #l Bent BR
B HALY 2 (0) RGF () BIGFH(2) W ¥, 4
HALY 7o) MAREAE [ E B4 A 6] B 47 1) 2

HEEE,

AN TE AR UL (o) B RRIERE [ E R
B AR AT L B (e, BRI IR (D By
#1 Bent PR%X.

FATH B 45 R EVL B X (W £ B
Bent bR % 00 B 7E — B FR B LR i o (o) Y4

1‘ : 2 (71)n(.z-+.s1>.\2+gu

S</)(u',v):
#Hod {n(x):x € GF(2))

0,
{21,_(1);”(‘1'0””“”O s BAEME— 2 fHF 7 (2) =0

EE 2. W (2 prE L kB
I Bent BREL MIXTAERE 5, €EGF(2),5, €EGF 7 (2),
A

O? S]io

=0

> (=D,

r€GF (2)

S1

ri(sissy) =< 1
B2

W, MEER s, €GF (2,5, €GF (), 1

(7 1)7{(,1'7.\1 )-<y+.x_7)+g (x +.\1 Ytr(x)ey+gla)

s g (0 (—1)Fltsptnto y

2

veGF (2

S #O

_ R,

0

TR 4 BT DR E ) An-P A 1 AR OGS s 1, 9 i L

BARKOR KA
EE 4 B f(2.9).2€GF(2), yEGF T (2)

A (D W £ Bl Bent BREL W /(o) F 119
FEE NI () WRHEH M E W AFETES 0 BT
[F
. f xS R ER
0€GF (2),0/ € GF™™(2),S(,, (0,0 =0, F-H 5l
B2H S, (0,0 =0 HHALYH0 € {n(2):z €
GF" ™M (2)} B HALY = (o) WARFAEFERE E AN AR
420 WAT I HEEE.
EES W f(x.y).2E€GF (2),yeGF ™ (2)
BRI £ Bl Bent BEEC N f(a,y) BB L
B A DG S 28 1 1Y) 70 2R R e (o) I RFAEZE B E v
e TmaEp 1PN EBERT L
. HE L, Sy BAT LB A S
PERI R ZMF R M EERN we GF (DU K ve
GEF™™(2) . H 1=W (w,v) <[, i S¢;, (w.v)=0, T
Mo 2 8 S, (w,0) =0 WRDPLELNE od
{r(x):2€GF (2)} Bl v RTEE W4T 10 & .
UEEE,
T 6. W [f(x,y),2EGF (2),yEGF ™ (2)
EE WX (DB £ Bl Bent BN £, )R L
R HICHE W B 78 2 25 1 2 o (o) W AR IEFE I E P AT
s As=DOFWFM PR 5] m g 0,1 195



546 it " Bl 2 2 2004 4
(IR 1 BB FF R 7 A f (e, ) ANTTRE
. OS2 A, f (e ) W LR HE K 3 A e A EOREL HERE
AL MR XMEER s, € GF(2),5, EGF 7 (2),
H1<W (s 05.)<<l,r,(s;s5,) =0, 0 & B 2 7] Al 4 g:ln:gﬁig.
rr(0,s,) =0 W FEFMIE 7 () WAFIEFE [F E TP AT
s QsDFIMA PR 25 0.1 B3 AT —2% & B 0 Bent R %A 55 A5 24 4 iR /Y

4. RS
EET. W [f(r.y).2€GF(2), yEGF’“’(Z)

B (DB £ Bl Bent BREL W 7 (2, y) fEIAF)
Hoe e AR BB 78 B4 02 7 (o) WY ARAIEJE B E
FEAERAF ) &, Ho 1 AN BOR A7 4K

EW. N E R — SR B (o) AR
Oy RREL 6, (o) (1<Zi<<r-+R) B LA 22, W phy 2 B 1
Al fCoa ) TEH ., £ (xsy) B 5 B 5 e A8 B0k 5k

n=_2r~+hk) K FCE XA IR AFAERA PR

B8, (o) HARBOR BN "= = W 6, () 3K - T

PR BT RE 3k 21 1) B ﬁi;&‘m& MM~ JC PR A 3
m FROBORB) 78 R 2 6, (o) B9 EE & o A7 4k, J

HEMEFRS 1 OB &L W E A7 A5
i) H 1 AN BOR AR TEEE,
EES. W f(x,y),xEGF (2), yEGF T (2)
SN (DAY £ B8 Bent pREL, W /(2 y) B KR
o B T EL AT o s IR UL R 20 o+ b T, MG
() R E R B E TP AT Z im0 5 m &b 1 A8k
FEGLMH [, y) RS IRITPE S A T 2 2,
. Y () BARIEAE S E AT ) 1) B
1 BB g 25 B AR B 1<<i<<r+k, b ()
FEIA BN B AR BB r KRG BD ¢, () (1<<i<<r+k)HY
RBFRHE R PR AT 2y 2y oo BEE £ (y )
R e R R IR R BCR -1 R, BT 3R 2 2,
2,y (1<i<r+k), BIHFH r+k T, UEEE,
B 1. & f(x.y).2€GF(2), yEGF (2)
WM (DI L B Bent BREL, H r=>2,% f(x,y)
T TS 5 A E DU ) (e ) BOARBOR SR -
WL BIAAEAEIE an =l (D) AR BOR BN 41 By 2
J R S 1 ) £ R R
. RER 6 K £y y) TR S i
) 0B 45 I (o) RO AR AEJE [ E P AT 3280 1) 1 o
0.1 MAEOHAE B 7o) B FRESE BE E AT 50 0]

BIF 52 1) R A g o R P JBiE ) AT S o AR 90 A e 19 1P
Jot R LA RE o RO 7 AT A 2 R o T A
P RH S A TR RO AR o v AR B S L TR
PR T — Fof by i AT BE SR IR A P 5 14 A K e
ﬁﬂﬁﬁ{i 1M 24 BRI KA 72 0BG A i, A R 1

PR T LA e i A S B
& % x Wt

1 Ding Cun-Sheng, Xiao Guo-Zhen. Stream Cipher and Its Appli-
cation. Beijing: Military Industry Presss 1994(in Chinese)
CTHA, B EEL AR KN . Jeat . BB Tl b st
1994)

2 Feng Deng-Guo. Spectrum theory and its application in the tech-
nology of communications secret[ Ph. D. dissertation]. Xi'an:
Xidian University, 1995(in Chinese)

QLT 4 E S oy @ R iR RPN E s N AT IR S e e VA
3C VY% VYA TR R, 1995)

3 Feng Deng-Guo, Pei Ding-Yi. The Introduction of Cryptology.
Beijing: Science Press, 1999(in Chinese)

IR, FE . BT A B AL 1999)

4 Rothaus O. S.. On Bent functions. Journal of Combinatorial

Theory(Series A), 1976, 20: 300~305

Carlet C..

Partially-Bent functions. Advances in Cryptology-

o

CRYPTO’92. New York: Springer-Verlag, 1993, 280~291

6 Li Shi-Qu, Zhao Ya-Qun,. The relation between partially-Bent

and Bent functions. In: Proceedings of CCICS” 99, Beijing,
1999, 196~201(in Chinese)

ZHEH, BOERE. 35> Bent BRAUAI Bent BREUHI KGR, WL .58
A3 AF %2 42 ——CCICS’ 99, 4L 5, 1999,196~201)

7 Li Shi-Qu, Liu Wen-Fen, Teng Ji-Hong. The properties and
constructions of k-order quasi-Bent functions. In: Proceedings of
the 7th Session of Communications for the National Youth,
Nanjing, 2001, 939~943(in Chinese)

(I, XU SCOF, B 20, &k B 8L Bent pRAR Y 1 ot A L . TR
557 A E T AR R AR UL H AT, 2001, 939~943)

8 Zheng Yu-Liang, Josef Pieprzyk, Jennifer Seberry. HA-

VAL——A one-way hash algorithm with variable length of out-

put. In: Proceedings of Advances in Cryptology-AUSCRYPTO”

92, Lecture Notes in Computer, Springer-Verlag, 1993, 718.

280~291



4 4 JBE T £0AF 2% b WYL Bent pR AR B 1 B 19 46 B4 RREAE 547

9 Hu Lei, Pei Ding-Yi, Feng Deng-Guo. Construction of Bent
functions. In: Proceedings of CCICS’ 2001, Shanghai, 2001,
249~253(in Chinese)

TENG Ji-Hong. born in 1974, Ph.

D. ., lecturer. Her current interests in-

clude application of probability and sta-

\ tistics in the field of cryptology.

. A
w

ZHANG Wen-Ying. born in 1970, Ph. D. candidate.

Background

The thesis is part of the authors dissertation, which
is titled by “The Cryptographic Criteria of the Cryptographic
Functions”. The aim of the dissertation is to study the rela-
tionship of the cryptographic criteria of cryptographic func-
tions, and hence to investigate some new functions that can
be widely used on the nonlinear combined generator to gener-
ate the key stream in the secure communications. Parts of the
material on tllis direction have been presented at various con-
ferences and in journals.

* Liu Wen-Fen, Li Shi-Qu, Ten Ji-Hong. The proper-
ties and constructions of k-order quasi-Bent functions. In:
Proceedings of the 7th Session of Communications for the
National Youth. Nanjing, 2001,939~943(in Chinese)

* Teng Ji-Hong, Tan Hui-Yi., Li Shi-Qu. Extended
bent functions. Chinese Journal of Engineering Mathematics,
2003, 20(2): 92~98(in Chinese)

» Teng Ji-Hong, Li Shi-Qu, Liu Wen-Fen. The appli-

(M B EE— OEE. Bent AN M. W .5 EMEE%
4——CCICS’ 2001, 11,2001,249~253)

Her current interests include application of probability and
statistics in the field of cryptology.
LI Shi-Qu, born in 1945, professor and Ph. D. supervi-
sor. His current research interests focus on the cryptology.
HUANG Xiao-Ying, born in 1962, Ph. D., associate
professor. Her current research interests focus on the cryp-

tology.

cation of k-order quasi-Bent functions in cryptology and com-
munications. The Journal of China Institute of Communica-
tions, 24(12): 58~66(in Chinese)

As one part of the dissertation, the authors explore a
class of Boolean functions with three-valued walsh spectrum
that includes Bent functions and partially-Bent functions as
its proper subsets. Although Bent functions and partially-
Bent functions play an important role in cryptology, they do
not possess the correlation immunity and balancedness,
which deprive them of the possibility to resist the correlation
attack and statistic attack. In this way the k-order quasi-Bent
functions are better than Bent functions and partially-Bent
functions, and in order to show the application of these func-
tions, we need to show the good properties and effective con-
structions of them. The method here is proposed just to ful-

fill this task.



