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Abstract  Due to its advantages, CDMA technologies are introduced into digital watermarking to
improve watermark robustness. However, there exists the problem that the embedding strength
is usually determined by experience. Noticing the imperceptibility constraint ( measured by
PSNR) on watermarking, in this paper, the authors present the calculation expression of PSNR
in case of CDMA watermarking. The expression for estimating the embedding strength is de-
rived. Furthermore, they analyze the relationship between spread code length and the bit error
rate of watermark, keeping the PSNR constant. As a conclusion, keeping the length of water-
mark bits and PSNR constant, the choice of orthogonal spreading code does not influence the bit

error rate of watermark.

Keywords digital watermarking; CDMA; watermark channel;additive embedding

Fedn . AT 24k 5 1T, A i O R PR AL BT TR RE )
5, BT R A CDMA AR T 45 22 1 O BE AL 2 i 34 1]
P B , S o3 Z 4k, 4 4 i 43 B H] - . RE 544 1
i 3 A B K BN AR — A TR R, AT A Z/AERIEA Y B, s K PR 2 0. B
G gl AR B K e rp Y e R4 E 45, CDMA (A28 28 55 00 1 o i ) A G, AT CDMA R
(Code Division Multiple Access) R A R 24, AT LAAG S50 AR TE B0 7K B R A 2

1 5]

T

WeFs HH . 2004-06-09 s B BCRMCE] H HH . 2004-10-28. AR EAF 2 1 5K [ R B4 3 & T 500 H (60133020) R HARBHE 4 (60172067) |
B RAHEF 2 4 (60325208) T AR A HRF %I & H AT H (04205407) B MBE M LM FE AL H S MEEFHH L LK 4
(20020558038 W . ZFI R, B ,1975 A [+, FEBIR F N5 BRI 58T /KN AR, FH#E. 20,1966 44, 1+, B F 2 NFE
1R BT K ED RS B A Bl A5 5 RO RF S TAE. EARE . T, 1062 4E A4 b SR A ST, B AT BRSO 10O £ IR
B% 4. E-mail: isshjw@zsu. edu. cn.



2 A F R AR T B A B 23 22 I B0 K BN TE P RE S A 269

Ruanaidh % 2 1 2k Al DS-CDMA JE 30H 7K
ERAE B LR RO e XA 2] m J7 5 | AT
CDMA 4§ g 5 , S8 J 8 4 55 J5 1 7K ER A5 L i A %]
K 1% DCT(Discrete Cosine Transform) 78 #e 3 ; Sil-
vestre ZEU 8 CDMA # R i H F DFT (Discrete
Fourier Transform) 3 7K El ; Kohda % 7£ % {0 &
BOKEIH R T CDMA # R ; Vassaux 587 78 25 35
JKEBH 5 AT CDMA $ AR ; SCHR[ 8, 9 J7E B AT /K EP
R T CDMA iR,

HJ2 , HAT3 T CDMA 7K B A5 05 5 AR 2
ok S Y Ok B A A TR BE DL ORGS0, OF
HX CDMA 7K BB 2 42 1 e U7 T 1 i 98 ik L7,

A SCHE 28 W) B i A 5 2RV A DG A I 7K
EPREASR JEJT Tan R TAE. (D i T CDMA %7
JKEIH PSNR {H A 383 3 16 205 (2) 4 5 4k A o
JERAE ST I TSR B (O TR 1A
TR R RGN I T IR FE PSNR EHAF LT 9745
1F B Bt A 0k T 15 i 238 11 52 )

ARICES 2 A A S K BN R G AL 2R
3HATHT T OKER F I RIS 725 4 Wrh abr T
CDMA 7K B} 285 1Y 358 BCAE I ;s Je 5 — 5 45t 1A X
4518,

2 CDMA KEN &SGR

WA TATEMIELHE G (G ={g.(n) |n=
1.2, Nok=1,2,, 1)) PR K 4~ 1E AW 4 1%
VA G(G={g, () [n=1,2,-+ ,N,k=1,2,+-,
K} AR IR HLN , 75 CDMA KEITR G P AT N
BN P 4 B — A9 A,

BWKENEL RS B I WA, &4 R 4T

%93: {bk(j)‘kzlaza"'evazlvzv"'sg . ;H:‘

Lo Ghe{—1.+1) FRaRHE L AH P L H T
55 AIKED 4.

N CDMA #fi% e KEIE S8 €= (¢}, H ¢,
WREIMTF LR,

D

=

K
ci:zbk.igk9 1= 1,24+,
k=1

Hh, g WES G B e ADTTER IS e DR
WS, I, et N 4E 0] 5
CDMA %% L0 Jr 248 o 1A 18 46 1l 3 5

¢V =c”~4qc;,

Horp € = {ef” ) W B AR I A B B 1) 4, € =

fﬂjpwg 2)

{el ) MPJEXT C B IES R ,C= (¢} & CDMA %ifi%
J& WK EE5 o 7K B 5 A i A5 B
FEECT KD R G b /W s i A CH C,, =
C.+n,  ESER A C, & IMEMES o, J5 7= 10
gik.C,, = ) Hl e =+, i=1,2,
.. R
K
M TE 22 7 40 1 ELAR G pR AR VL R a0 R
590 2 3Kk A T 7K B LR
:j+1, Npi T

by (3)
' 1719 ;H\:'_E:

N
Hoep ,vk,,:%(dw”) . gk):%Z () g (n),i=
n=1

12% bl K EI B & AN F P B & Ak ED

FORR oo IR TR, X TIEAS S, AT A4S « =0, H 2,
N T BGEKENRR Y, — B < FRE R R T 0 AYMHEL

JK BRI 2 5 AGE I | AR A SCRY SE 8 b, AT
JK R T AR B R v

3 CDMA KEPRIEEIREB RO

3.1 iREERMHIT
o AR IEME 5 0y (ng ~N(0,6°)) B FFAE K ED
5 B0 B8R A 1R A5, 5 RS RN
pe=Ply. . <clbo,=+1}Plb,=+1}+
P{p..>zlb,;=—1}P{by,=—1} (4)
NG — eV | T A5 7K B F 4R R A DL %% ) 43 A

H P{bk,,=+1}=P{bk.,=*1}=%. SO L3 1o B
BLAZ SR S, T2 bk sy

])e:%EP{%,[éT‘/Jm:‘f’l}+P{yik”>f‘bk.l_:fl}]

P2

(5
T3 —Ji e =i +n, , AT o FBAE R BT
%ﬁacfuw)NN(wa) ,o'). Xﬁﬂ:% k /I\Fﬁjﬂﬂéiﬁag/%a

HI T, = (e - g WIRMFENT M 1, ~

N(%(c,‘-“’) °gk),%).

X g B SR

%@W’&Fﬁ%&“gﬂ+%@&’g)(@

o, el SRR AR AR e 3 = K0, v B AR IR BB R &1
BSR4 CEL A, & 307 43 4 L Laplace 43 1 %), T /&,
1

e+ g AR, K FE, LTS



270 it " . 2% (14 2005 4F
i( w Yo 7( y— as b, =11 ac; (n) KX B Il 2 BAE R B sh.
NG T8 aci” & *{—a, b =—1 EENOMIE
2(7) C(H)—Z/JL }.,ﬁ(?’l),l—l Za"’ganzlazs"'vN
LB X T = T g~ N (e K ) s
(13)
$F b, =—1 E"J"‘%m,rjk,,»Nl\f(_ ’%>. LR X FE R ARk UL, P
. § . g;«(n)e{_lnyl}I%a%uE/J?/\ﬁ])k IE%H‘LE/J T
TR AG TSR e JRE ABRAE b € (— 1.+ 1) 75 1R I 2561 %
1 /N N(x—a)’ R oA, B IE M I 220 5 8 E{b.;} =0,
pe=5nl5- 5z dxt '
20N 2x ,J P 20 } * var{b,.;} =1. fk¥& Linderberg-Levy & B, £l 37
e N(1+a) [A] 4345 B BE AL AR & 2 0] e 30 o A ke e, F
J }d © R ORI . (1)~ N0, K).

ﬁ%l:fﬁ
pe:%Q<«/ﬁ(:—r)>+%Q<«/ﬁ(:+r)) 9

AR o <la, AN, B AE A MRS (G O, # G TR
T g Bt
ATLVE B F B RS E p MUH P K &A%
L HEFKE R A SR o MRS D)3 6 | IE 2 i A
K NAXER.
— W E AN BEE T S T RS
r=0. T2 . [FHEIRILERN
pc:Q(@)
o
BAR, IR S5 I8 02 7 e M AH DK IR AL T 15 2
() AR L 25 5 46T B I —fb AR G A I ) 1 #5
3.2 PSNR &G
K BB AR A a0 A3,

192’...

FA14

(10)

. . R
¢ =c” 4aqc;,, = K

Hor € = (el ) AR 4 3 2% B A o) 4L €,
{ef } X C BB 45 2R ,C={c; } /& CDMA % h%
J5 BKENE 5 o 7K ENE 5 R AR Z.

MG SCHRC10 ], 56 T P4 A8 # /K D PSNR E T
FAERNE S TFHER PSNR{ETPS\IR’%‘!ZD—F
KRS

1D

Trsnr << 2010g1 L LZ
o e |?
= 20log, b vLiLs (12)
Ja’ 2 Ec,»(n
;H\:EF"i:1927"'7§vn:1929"'va[zl,f%R_‘"-yg Ll X

Ly b, 3 G R 14 d5e KK JE AR o D 7K B AR 5 (9 4%

/\gifﬁ, ¢ — {C,'(?’l)‘77:1,29""]\],1.:1927 "7%}9

T T (f (o) ) B A H AR ST Y Bl AL A2
FE5 e TR AR TE] 9 A1, HRAT A BR G 207 1
E{ct ()} =var{c,(n)} + (E{c;(n)})? =K, K ¥F

BRORHE B ,XT?H: ) e, AN AT

lim P{ ZZC (n) — E{C?<n)}‘<e}=
RN i=1 n=1
K
(14)
I VIS CUNES SR
226 (n)—iE{c (n)} = RN (15)

i=1 n=1

é@{N»oom DU 1. T AR

(12) .75

b,,,m
VRN

M AT LLE L PSNR (K H 5K ENE B
FEEL R .CDMA ¥ Wi %K N K EN kR ASRE o A
5,1 5 B A P A K A R R,

Tesng = ZOlOgl()

(16)

4 CDMA KENS#
4.1 HmABEMIT
eSS B K ENE B AR R Y S K N AR
RGFE 60T, i s (16) A A, ik A5 E 5 PSNR
HHEWMT XA,
a*zimlo
VRN
% BLFATT 2 A 256 X 256 /K JE KR “Lena”
Fir“Baboon” VE A M K4 . 7K BN L #5855 51 8 R=
64,128,512, Walsh i3 4E A IE ALY Hihd 5K N=
32, ¥ K=16,ff HH“db1”/NJE ) HL2 F 4
PR TARESAT 1 2S00 (8 5 B 18 bR ny 45 21
ALV A SR BE A B S S PR LB A

Tp WR

an



2 A F R AR T B A B 23 22 I B0 K BN TE P RE S A 271

22 - : . .
—B- oIS, R=64
20F == G , R=64
18t —= ofy i, R=128
. P aff IR, R=128
16} —&- ey BB, R=512
-©- afJ Sl ,R=512
14F
R=64
312
10} SN
8_ ....
6_
4.
36 38 40 42 44 16
PSNR(db)
(a) Lena

B 1 HAREE o WHEIRE S R E R C R

4.2 HBAPR#HHLSH

CDMA #£ K 5 F T 807 K B, — A 5 2 (1 7]
MR P K B o8 K R/ E LR
HEBR R A B4, HAREEA — A 8. K
) K/NS PSNR A A KR

M (16) A H L, PSNR -5 H P 80 K B9 K/
WA KRR, X — wi v LU Bl . R 1 PSNR i i
A A K ER T 5 A R R B e e T K
EN5 5 1Y B fE 1 K/ fH R PSNR 1H 5 7K EDBE 2=
()53 A0 7 A KR, Wk & Ul REKENBE =R HF
AAE IR 2 ANE K ENiR A 2 U2 22 /0 A AR B sk R AL
H PSNR {H#IA A, X B S, P 8K 78 fk
FEATE ] PSNR {HL A9 /0N, 33 AT L3 Ao 52 56 e E 5i2.

& 2 L 256 X256 19K B I Lena” fE Sl
REMR KED HCRR B2 o R=64, 128, Gold
Ve S A, 65K o N =32, 4 1 “db1” /N iy
HL2 T VB TAESAE . fESL g, oKl 32
(-5 Gold 5 4E45 16 A, 1 HL, o T SE LAY 5 (8

T TS 1 PR P B 0y K —
4,8, 16 P 2 o700 5B HOHE T 0k P B

46 T

—e— R=64, K=16
*-R=64, K=8 H
< R=64, K=4
—=—R=128, K=16
*-R=128, K=8 ||
> R=128, K=4

PSNR(db)
B A

6 8 10 12 14 16 18 20 22

Kl 2 HPH K5 PSNREZ &R OKETLER B R=
128,15 N=32, ¥l K=4,8,16)

22 : . .
—8- iR, R=64
20 -+ ally SR {f R—64
15k —B- afy Mg, R=128
P A, R=128
16} S| B ey S, R=512
“y -o- afy il , R=512
14 RN
s 12
10
8.
6.
4
255 33 10 12 a7 16
PSNR(db)
(b) Baboon
PSNR {HZ B %A HIEZK AR,

4.3 ¥IMEBK

XH L AT e 4 PSNR BT, ik
AR FE YRS R AR I RS R = F Z MR E R,

WA 0 AFEIRILE p S KTk ARE o
PR N R o B3 KA BT AR 18 1R
FOFFER L IERH K N 3 R WA B T R AR 5
Tt R RV Ay vk 0 AT LA SR K B ) R . g
52 b AR K BRI ST L AT B OG0 A 4 L
28 H (JH PSNR JE &) 55 A Qi 8% 1 fe A4 K D
0 RV B RN K BN AR o BA RS S A R HL
K N R BE R

MoK ENE B RS R PSNR {8 504 KGR 45 2
i ARIEZ(16) KT ARFI o AN A UF KRBT

ai «/]\T:az m (18)
o Ny ATy o Ny 23 5055 0 AS [ 350 4 A 7 26 19
N B ETER
g2 10) T MK BN B LR B R
PSNR {H | J5 i G B 25 2 B % T v Hr M s o i3
NGECENNERTE LW TR I DN S ER I TR
X H L FAT A S5 {d H “Lena” ., “Baboon” , “Fish-
boat” F1“Pepper” & AE A Ik EZ . B AT T#B & 256 X
256 B K EE G 43 0 AT AN W) i S0 1 A2 2% . FRAT
fEH“db1” /NI HL2 4 1E b T ARSI+ , PSNR
HIEFE N 40. 17db, IE 223505 3% £ 5 WL 1Y Walsh
fith, Hof K 43 3 N =32,64,128. Walsh % J& — Fil
FH 6 35 J5 2 I A BN 9 1E 32 5, 1) XA A R RS L AT LA
A AT 2 X 2" (n W IERE B0 (W 1E 38 Walsh 5. 1E
ST — L IR A R Walsh AR B UEFRATT A9 43
M. FATAKEN ELFR B R=128. P 5 K=16,
TCRE S ) B AR E T 52 365 178 7 B AR S 78 L A X 7K Ep
i LA S A B, FRATT AT T A BT TR Ry e =0,



272 it "

Bl

2 2005 4F

MIEL 3 B SEBG S5 T A 6 T TR FN JPEG
FEAR KL TELA 7 PSNR ERIE ST SR RS K K )
P AFURL I AN BB 035 7K B B e fd . 10k S RE T Y
0. FEE 3CAD A 3ChH, 2 N=32 B, R 2 AR K]

——N=32
. 4 N=64
0-o1 +- N=128
0.4f
S
203
0.2k
0.1}
0 l\\‘! T :' i NI LT R R -
10 20 = 30 = 40 50 60 70 8 90
JPEGJFi H# K (%)
(a)Lena
- N=32
~a N=64
0-5 - N=128 |
0.4
a4
203
0.2
0 50 60 7 80 90
JPEGJF K (%)
(c) Fishboat
0.10
= N-32
0.09 < N=64
0.08F ~-N=128
0.07}
0.06 F
Boost
0.
0.04F
0.03}
0.02F
H *
0.01.-_'._.*«\
0 et
25 30 35 10 45
PSNR
(e) LenaCJi i e 7 )
0.10
—N=32
0.09F 4 N=64
0.08 ~-N=128
0.07F
0.06
& 0.05}
[an)
0.04
0.03f
0.02[F\ .
0.01f . d 4 q o
0 T e S
25 30 35 10 145

PSNR
(g) Fishboat Clin = 7 4 37 )

%A S Gt R I T K ED AR BE AR R A R L
B A i AT BRSO AH L DRAS 5 22 8] B 22 531)
FEARR. NGETH 2 S EJE A TR B R Gk i, i Fh sy
M) 2 T LA 22 6 .

—=— N=32
r 4 N=64
0-or - N=128
0.A4F
&~
203
0 - -
10 20 30 40 50 60 70 80 90
JPEGJFi & K (%)
(b) Baboon
= N=32
~e N=64
0.5r ~- N=128
0AF
&
o3
0.2F
014
. R T T
10 20 30 40 50 0 7 80 90
JPEGJF 2 K F (%)
(d) Pepper
0.20
—=N=32
0.18f @ N=64
0.16}F ~+-N=128
0.14}
0.12f
=010 .
jan] -
0.08 @, PRI Nl
0.06F Lo ]
0.04F [
0.02}
0 25 30 35 10 1
PSNR
(f) Baboon (il & 7 M 75 )
0.20 ‘ : :
- N=32
0.18 e N=64
0.16 -~ N=128
0.14
0.12 ]
£0.10 ]
"~ 0.08 ]
0.06 |
004da
0.02F ',: « 4.:“'”'"" LR B LT T o e SR T
0 25 30 35 10 15
PSNR

(h) Pepper (il i3 #7174 )

A3 RERSYFHEEKZ KR () ~ (DA JPEG IE4H T BRI R ERE ; () ~ () J i 3 M A 5 50 T HY SR 1 fE

5 & i

TERLEfE T, CDMA RGA R, .

Al ZhEE A A R R LR BT AR R P
A JE A BT K BN AR — AN A R, A TR
CDMA AR5 A B 57 K B b, B, H A%+
CDMA 9§ & i ) 7K B i A B30 3 A 0 2 38 o 58



2 A F R AR T B A B 23 22 I B0 K BN TE P RE S A 273

55 1 77 2Ok B R i A SR BE LA A 6 S8, O BT
CDMA 7K B} 2 4t 1 Be J7 1 1 T 9238 L 320,

AL TAEWNT .

(D43 T 3T CDMA & i A 5T 1) PSNR
H R ARE o IERHEEEK N LR K Z 0
MR AEHTRTX =FHMNRERXELX I T
B RS

()R PSNR A 1Y 2820, 44 T K ED i A
SR o BIAGTTEL R JF B B SCI A A5 R R x>
f T2 HE B ERA 1) 5

(3 PSNR 1R A, 15 H . CDMA 7K Ep
ST, P EOA S0E PSNR R 9 K/, T, SE5R
S5 RA ISR T XA B

()BT 404347 CDMA 7K EP{E 38 1912 7 T B
HRL G TEERGERE I BT 458,
TE 45 % PSNR {E A5 DL T ,CDMA IE A ¥ 4 i i K
N BB AS 52 1 45 18 B R A

& % x Wt

1 CoxI.]J., Miller M. L. , Bloom J. A.. Digital Watermarking.
London: Academic Press, 1999

2 Zhu Jin-Kang. CDMA Communication Technology. Beijing:
People’s Post & Telecommunications Press, 2001(in Chinese)
CRITEE. CODMA {7 AR, 60 A RERHL H RFE . 2001)

3 Fang Yan-Mei, Huang Ji-Wu. Image watermarking algorithm
applying CDMA. In: Proceedings of the 2003 IEEE Interna-
tional Symposium on Circuits and Systems, Bangkok, Thai-
land. IEEE Press, Piscateway, NJ, USA, 2003, 2: 948~951

4 Ruanaidh J. J. K., Pun Thierry. Rotation, scale and transla-

tion invariant spread spectrum digital image watermarking. Sig-

GU Li-Min, born in 1975, Ph. D. .
His research interests include informa-

tion hiding and digital watermarking.

Background

This project is supported by the National Natural Sci-
ence Foundation of China under grant Nos. 60325208,
60133020, 60172067, National Natural Science Foundation
of Guangdong under grant No. 04205407, and Funding of
China National Ministry of Education. The project is mainly
focused on the robustness and security of image, audio and
video digital watermarking.

To improve watermarking robustness, many approaches

nal Processing, 1998, 66(3): 303~317

5  Silvestre G. C. M. , Dowling W. J.. Embedding data in digital
images using cdma techniques. In: Proceedings of 2000 IEEE
International Conference on Image Processing, Vancouver,
Canada, 2000, 1: 589~592

6 Kohda T., Ookubo Y., Shinokura K.. Digital watermarking
through CDMA channels using spread spectrum techniques.
In: Proceedings of IEEE 6th International Symposium on
Spread Spectrum Techniques and Applications, Parsippany,
NJ., USA, 2000, 2. 671~674

7  Vassaux B., Bas P., Chassery J.-M.. A new CDMA tech-
nique for digital image watermarking enhancing capacity of in-
sertion and robustness. In: Proceedings of 2001 IEEE Interna-
tional Conference on Image Processing, Thessalonica, Greece,
2001, 3: 983~986

8 Bijan G. M.. Exploring CDMA for watermarking of digital vid-
eo. In: Proceedings of SPIE - The International Society for Op-
tical Engineering, 1999, 3657: 96~102

9  Bijan G. M.. Direct sequence watermarking of digital video u-
sing m-frames. In: Proceedings of 1998 IEEE International
Conference on Image Processing, Chicago, Illinois, USA,
1998, 2. 399~403

10 LIU Rui-Zhen TAN Tie-Niu. A General Watermarking Frame-
work for Optimal Energy Estimation. Chinese Journal of Com-
puters, 2001,24(3): 242~246(in Chinese)

X B b, TRLBR 47 7K B il B A 3T i — PR RE 42, T AL IR,
2001, 24(3): 242~246)

11 Wei Zong-Shu. Probability and Statistics. Beijing: Higher Ed-
ucation Press, 1983(in Chinese)

AT . BERIE 5 B e it B/, b at . & 55 0 M,
1983)

12 Sheng Zhou, Xie Shi-Qian, Pan Cheng-Yi. Probability and Sta-
tistics. Beijing: Higher Education Press, 1989(in Chinese)
O RN O RBL MRS SRS b mEHE
L, 1989)

FANG Yan-Mei, born in 1966, Ph. D.. Her research
interests include image processing, information hiding and
image watermarking.

HUANG Ji-Wu, born in 1962, Ph. D., professor, Ph.
D. supervisor. His research interests include multimedia se-

curity.

of communication have been used, including ECC, Spread
Spectrum, CDMA, and so on. However, the parameters of
such systems were mainly derived by experiments, and the
relationships between robustness and these parameters are
still in question.

Attempting to resolve the problem, the authors have con-
ducted a series of work. This paper presents the analysis on

the factors affecting the robustness of CDMA watermarking.



