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Design and Analysis of Cryptographic Protocols for RFID

ZHOU Yong-Bin FENG Deng-Guo

(State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences, Beijing 100080)

Abstract  Recently, RFID system is being widely considered as a main technology to realize
ubiquitous computing environment, but the features of the RFID systems and the constraints of
RFID devices may bring about various privacy problems. The biggest challenge for RFID technol-
ogy is to provide benefits without threatening the privacy of consumers. This paper reviews the
existing RFID system security mechanisms, with a focus on cryptographic protocols. Weaknesses
or flaws in these protocols are examined. Then a theoretical model and method to design and ana-

lyze RFID protocols within the provable security framework is discussed.
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challenge.

There have been many papers in the literature that at-
tempt to address the security concerns raised by the use of
RFID tags. These solutions are generally divided into three
broad categories: physical protection mechanism, crypto-
graphic protocol and the combination of both of them. The
authors review the existing RFID system security mecha-
nisms with a main focus on cryptographic protocols, investi-
gate the weakness or flaws of these protocols, and then pro-
pose a theoretical model and method within the provable se-

curity framework to design and analyze RFID protocols.



