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Abstract. HAVAL is a cryptographic hash function proposed by Zheng et al. Van
Rompay et al and Wang et al found collisions of full 3-Pass HAVAL. In this paper,
we study the security of 4-Pass HAVAL. By analyzing the expanding of
subtraction difference and differential characters of Boolean functions, we find
collisions of full versions of 4-Pass HAVAL. The form of collisions is similar to
the two-block collisons of MD5 proposed by Wang et al. With fixed carry
method instead of multi-message modification, the computational complexity of
the attack is about 2%°-2% for the first block and 2°’-2% for the second block. We

use this method to find collisions of 4-Pass HAVAL in 3-4 hour on acommon PC.
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1. Introduction
Cryptographic hash functions are important cryptographic primitives and used in

authentication, non-repudiation, electronic commerce and encryption schemes. Cryptographic
hash functions have to satisfy regquirements of onewayness and collision resistance[1-3]. One

such family of hash functions is the MDx family. This family includes hash functions such as
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MD5, SHA and HAVAL.

HAVAL [2] is a cryptographic hash function proposed by Zheng et al in 1992. HAVAL
compresses a message of arbitrary length into a hash value of 128,160,192,224, or 256 bits.
The specification of HAVAL allows for atrade-off between efficiency and security margin by
means of a parameter, the number of passes, which can be chosen equal to 3,4,or 5. Her et al
[4], Kasselman et al [5], Park et al [6] found collisions when the number of passes is reduced
to two. Yoshida et al [7] gave a theoretic differentials attack with probabilities >27% for the
full 4-Pass HAVAL and >2'® for the full 5-Pass HAVAL. Van Rompay et al [8] found
collisions of full 3-Pass HAVAL in ASIACRYPT2003 while the complexity is about 2%°. In
2004, Wang et al [9] proposed another attack to full 3-Pass HAVAL which only need 2’
computations of 3-Pass HAVAL.

In this paper we show a cryptanalysis of full version of 4-Pass HAVAL, using the correct
initial value as specified for the algorithm. This attack also works for all possible output
lengths of the algorithm. The form of collisions is similar to the two-block collisions of MD5
proposed by Wang et al [10]. The computational complexity of the attack is about 2%°-2% for
the first block and 2?-2% for the second block with fixed carry method instead of
multi-message modification. We use this method to collisions of 4-Pass HAVAL in 3-4 hour
using a common PC.

Note: An attack on 4 and 5 passes of Haval was presented at FSE 2006 (FSE 2006 :
" Cryptanalysis of the Full HAVAL with 4 and 5 Passes' by H.Yu, X.Wang, A.Yun, and
S.Park) , which provides a stronger attack on HAVAL than this paper.

We were ill-informed about the result already obtained on FSE2006 as well as the
specific method of this research when independently carrying on our research. In fact
until now we still can't retrieve the corresponding abstract or the full text document
from the FSE2006 homepage and the LNCS database of Springer Press.

Though acknowledging that the publication of the result on FSE2006 is prior to
ours and the specific attack result is also superior to ours, we are still willing to share

our method in this paper with everyone on eprint. My email address: wzy@whu.edu.cn

2. Description of HAVAL

The hash function HAVAL is defined as an iteration of a compression function as follows:
H, =1V, Hj = HAVAL(HJ._l, M J.) , Where 1< | <t. The message is divided into t blocks
M; of 1024 bits each. The 256 bits input is loaded into eight registers (A, B, C, D, E, F, G, H)
and the 1024 bits message block M; is divided into 32 words{ Xo,X4,...,X31}. The compression

function of HAVAL is composed of addition mod 2%, Boolean functions and shift rotation.

The processing of 4-Pass HAVAL involves 128 steps, and each step performs above three



basic operations.

For description convenience, we use following notation:
1. (A B ,G D E F ,Gi H) respectively denote the outputs of thei-th step, i €[0,127] ;
2. Xi; represent the j-th bit of X;, where the least significant bit is the O-th bit, the most
significant bit isthe 31-th bit ;
3. Xi .k denotes keep from the j-th to k-th bit of X;, other bits set to 0. Then the whole 32 bit
of X; can be represented as composing of blocks, for example: Xi= X a1k +Xi k10 ;
4. X« denotesthej-th, (j+1)-th,... , (k-1)-th, k-th bit of X; ;
5. X denotes the result of shift-right rotation of X (32 hits).

For example the first step of the compression function update the value of the A register
in the following manner:

Ao =F1 (IV-B, IV-C, IV-D, IV-E, IV-F, IV-G, IV-H) " + IV-A™1 +X,,

where F; isaBoolean function used in the i-th pass.

3. Differential Analysis of HAVAL

For the 4-Pass HAVAL, four functions are employed by each pass, and each pass has a
different permutation on coordinates. The differential characters of Boolean functions with

permutation in each pass are list as follows. ‘0" denotes input without difference, ‘1’ denotes

input with difference, and aF denote output differential. For example:
aF,(0,0,0,0,0,0,1) = F, (X5, %5, X5 %3, %, %, %) @ F (%6, X, X4, %5, %, %, % 1)
Passl:

F1 (X0 X0 X0 %50 Xo0 X1 %) = X%, D X% B X, % D %% D X,

P11 (X1 X6 X X0 X X1 %0) = (Xg X5 X0 X0 X6 %50 %)

the compositionof f, and ¢,, is F = f, o¢,,, then

(X0 X510 X0 X %0 X5 %) = T1(6a0 (X6 X5 X0 X5 X, X5 %)) = XX B XX D%, ® X%, ® X,

The differential charactersof F, = f, o ¢,, is:

sF(0,0,0,0,0,0) =x,®1  aF,(0,0,0,0,1,0,1) = x,® x, ®1

2F(0,0,0,0,0,1,0) = x, 2F(0,0,0,10,,0)=x,®x ®x, D1
2F(0,0,0,0,1,0,0) = x, 2F(0,0,1,0,10,0)=x, & x, @1
2F(0,0,0,10,0,0)=x,®x  aF(0,10,1,0,0,0) =X, D X, © X,
2F(0,0,1,0,0,0,0) = x, 2F(1,0,1,0,0,0,0) = x, ® %

»F,(0,1,0,0,0,0,0) = X,
»F,(1,0,0,0,0,0,0) = X,



Pass2:

Fo (Xa1 X6 X1 X0 X0 X1, %) = X0 B X X, X D XX, D X X, D %% D X% D X, % © X%, D X%,
¢4,2(X6’X5'X4!X31X21X11Xo) :(X31X51X21X0’X1’X6’X4)

the compositionof f,and ¢,, is F,=f,0¢,,,then

Py (Xs0 %60 X4 %50 %, %00 %) = (04,0 (%50 %6, %40 %50 %0, %5 %))
= X% X D XX X5 D X X D XX D X X5 D XX DX % D XX, DX,

The differential charactersof F, = f, 04, ,is.

aF,(0,0,0,0,0,0,1) = X X © X,
aF,(0,0,0,0,0,1,0) = X% @ X, %, @ X, D X, D X
2F,(0,0,0,0,1,0,0) = x, %, ® X, @ X,
2F,(0,0,0,1,0,0,0) = x,
2F,(0,0,1,0,0,0,0) =x &1
aF,(0,1,0,0,0,0,0) = XX, ® X, ® X,
2F,(1,0,0,0,0,0,0) = X, X, ® X ® X,

Pass3:

f3 (X0 X0 Xy X35 %5, X0, %) = X0 % D XX, D X, X5 D X% D X, %, D X,
¢4,3(X6’X5'X41X31X21X11X0) :(X11X41X31X6’X0’X2’X5)

the composition of f,and ¢,, is F, = f;04,,, then

Fa(Xes Xo0 X4 %50 %00 X0, X0) = T3 (6,5 (X0 %6 %40 %55 %, %05 %))
= XXX D XX D XX, D X %5 D X X D X%

The differential charactersof F, = f; 04, ;is:

aF,(0,0,0,0,0,0,1) = X, % © X,
aF;(0,0,0,0,0,1,0) = x,
2F;(0,0,0,0,1,0,0) = X, % @ %,
2F,(0,0,0,1,0,0,0) = x,
aF;(0,0,1,0,0,0,0) = x,
aF;(0,1,0,0,0,0,0) = x, ®1
2F,(1,0,0,0,0,0,0) = X,X, ® X, ® X

Pass4:

Fa(Xsr %60 X4 X0 X0 X3 X%5) = XX, X @ X, X, X5 D XX, X D
X%, D X, X D XX, D XoXs D X5Xs D X, %5 D X, X D X%, D X,

D10 (Xer X60 X X X1 X3 %) = (X5 Xas X X0 %0 X1, X5)



the compositionof f,and ¢,, is F,=f,0¢,,,then

Fa (Xss X6, Xas X5, %5 %1, %) = £, (B4 (X%, %55 X405 %55 %5, %, %))
= X% X5 D X%, X, D X, % X5 D X, % D X, %, D X, %
X, X5 @ X X5 D XX, D XX D X, %, D X,

The differential charactersof F, = f, o ¢, ,is.

aF,(0,0,0,0,0,0,1) = X,X, ® X% ® X ® X, D X, © X, D X,
aF,(0,0,0,0,0,1,0) = x,x @ X,

aF,(0,0,0,0,1,0,0) = X%, ® X%, X, @ X,
2F,(0,0,0,1,0,0,0) = x, ®1

aF,(0,0,1,0,0,0,0) = XX, ® X, @ X

aF,(0,1,0,0,0,0,0) = XX, © X, %; ® %, ® X, © X,
aF,(1,0,0,0,0,0,0) = X,% ® X, ® X, ® X
aF,(0,0,0,0,1,0,1) = %X, D X, X, © X X @ X % © X D X, D X,

4. Differential Attack on 4-Pass HAVAL
Theorigina initial value IV of HAVAL is:
IV = 243f6a88 85a308d3 13198a2e 03707344 a4093822 299f31d0 082efa98 ec4e6c89

We select acollision differential with two iterations as follows:

H,=1V,H, =HAVAL(H,,M,),H, = HAVAL(H,,M,)

H,'=1V,H,'=HAVAL(H," M, "),H,'=HAVAL(H," M, )

AH,=0— AH, =(0,0,0,0,2*,0,2",0) - AH, =0, where AH, =H,'-H,

The first block input differential is A Xg=+2'%, A X44=2*!, and the second block input
differential is A Xg=-2", A X;6=2%. Thedetail differential pathislist in Tablel and Table2:

For the each block, there are two inner collisions: inner collision | (step8-47 for the first
block and step0-47 for the second block) and inner collision Il (step70-78), and one inner
near-collision: stepl16-stepl27. The final near-collision in stepl27 of second block is turned
to full collision with the feed-forward of the initial difference.

To construct inner collision Il in pass3, A Xg=+2" and A X;,=2*" are chosen. Since
A Xg=+2" in step70 produce difference A Gy = #2'°, A X15=2*! will diminate the difference:

A Grg =( A Gro = 2297 + A X 16= #284+2% =0 mod 2%,



Tablel. The Differential Path for the First Block

Pass Step Message Boolean Output register differential
1 8 A X g=+210 AF; =0 A Ag=+2"1-210
9 0 AF,=0 ABg=0
10 0 AF, =0 A Cy=0
11 0 AF, =0 A Dy=0
12 0 AF =0 A Epp=0
13 0 AR =-2% A Fpa=-27+25+25+2°
14 0 AF =-2% AGy=-2%
15 0 AF,=-2207 A Hys=-25+0%4924 92 20
16 A X =2 AF,=-2 AA=0 Iner
17 0 AR =0 ABy;7=0 collision
18 0 AF; =0 ACi=0 |
19 0 AF =0 ADy=0
20 0 AF, =0 AEyp=0
21 0 AF =+2° AFyu=0
22 0 AF,=+2% AGyp=0
23 0 AF =0 A Hyg = -22-21
24-30 0 AF =0 A (A24,B25,C26,:D27, E8,F29,G30)=0
31 0 AF,=0 A Hgy =-210-20
2 32-38 0 AF=0 A (A32,B33,C34,.D35,E36,F37,G33)=0
39 AX,=2% AF,=0 AHg=-2%
40-46 0 AF=0 A (A40:B41,C42,.D43,E44,Fu5,G6)=0
47 A Xg=+210 AF,=0 AHgz=0
3 70 A Xg=+210 AF;=0 A Ggp=+2V0 Inner
71-77 0 AF3=0 A (H71,A72,B73,C74,D75,E76,F77)=0 collision
78 A X =2 AF,=0 AGrp=0 I
4 116 A Xg=+210 AF,=0 A Eypg = +20
116-123 0 AF,=0 A (F117,G118,H110:A120,B121,C120,D123)=0
124 0 AF,=0 AEppy =2 Innq near
collision
125 0 AF,=0 AF;ps=0
126 A X ;=2 AF,=0 AGyps=2%
127 0 AF,=0 AH17=0

By analyzing the expanding of subtraction difference, differential characters of Boolean
functions, the sufficient conditions for keeping desired path could be obtained. Sufficient
conditions for the desired differential path of first block are listed in Table3. Besides the first
15 steps, sufficient conditions for the second block are similar to the first block.

Following three extra conditions in the first block are requested for keeping the

differential path of second block:
H=H,7+IV-H=0(the 31" bit); F=Fys+IV-F=0(the 31" bit);
(E=E 4+ V-E) # (G=G6+IV-G) ( the 31" bit)




Table2. The Differential Path for the Second Block

Pass Step Message Boolean Output register differential
1 0 AA=O0
1 AB;=0
2 A C,=0
3 A Ds=0
4 AE=-2%
5 A Fs=0
6 A Gg= +2%°
7 AH.=0
3 A Xg=-21° AF,=0 A Ag=-2164 2154 0144 13, 912, pT1, 510
9 0 AF;=0 A Bg=0
10 0 AF =0 A Cy=0 Inner
11 0 AF, =0 A Dy=0 collision
12 0 AF,=+26 A E;=0 |
13 0 AF,=+2% A Fpg=+27-28-25-2
14 0 AF =-216424 A Gy =+2%
15 0 AF, = +22+27 A Hys=+22-02 0B 522,20
16 A Xq=2% AF =+2' AAp=0
17 0 AF =0 ABy=0
18 0 AF =0 AC=0
19 0 AF, =0 ADy=0
20 0 AF, =0 AEy=0
21 0 AF =-2° AF»=0
22 0 AF, =-25 AGy,=0
23 0 AF, =0 A Hy = +22421
24-30 0 AF =0 A (A24,B25,C26,D27,E28,F29,G30)=0
31 0 AF=0 A Hgy = +219+20
2 32-38 0 AFR=0 A (As2,B33,Ca4,D35,E6,F37,G38)=0
39 A Xqe=2% AF,=0 A Hag = +2%
40-46 0 AFR=0 A (A40,B41,Ca2,D43,E44,F5,G6)=0
47 A Xg=-2" AF,=0 AHgz=0
3 70 A Xg=-2%0 AF;=0 A Gyp=-2Y Inner
71-77 0 AFR3=0 A (H71,A72,B73,C14,D75,E76,F77)=0 collision
78 A X6=2% AF;=0 AGgp=0 .
4 116 A Xg=-2%0 AF,=0 A Eppg = -2
116-123 0 AF=0 A (F117,G118,H110,A120,B121,C122,D123)=0
124 0 AF,=0 AEp =20 Inner neer
155 0 AF,=0 AFe=0 collision
126 A X =20 AF,=0 A Gy = 2%
127 0 AF;=0 AHi»7=0




Table3. Sufficient conditions for the desired differential path of first block

AFs=0 Fsr110 =1
A Gg=0 Ge, 11,100 =0
AHz=0 H7r11.100 =0H74=1
A Ag=+21-210 Ag11=0,Ag10=1Ag,4=1
A By=0 Bo20 = 0,Bg 11,100 = 0,Bg7 =0,
A Cyp=0 Ci10,1=1,C10,10=0,C107,5=1,C104=0
ADy=0 D11,20=0,D11,11=1,D1116=0,D117=1,D11 (6 4= O
A Eq;p=0 E12,20=0,E1225221=1,E121:=1,E12174=0,E100=1
A Fyg=-2"+254+2°+2° F13,20=0,F 1325 22=0,F13 7=1,F136 4=0,F13,0=0
AGy=-2% G14,20=1,G1425,22=0,G147,4=0,G14,0=1
A Hyg=-2242"42%422-2° Ha520=0,H15 25=1,H15 (24 221 =0,H15[7.4=0,H15 0=1
AA=0 A16,20=0,A16.25=1,A16[24,22)=0,A167,4=0,A16,0=0
AByi7=0 B17,20=0,B17,2522=0,B17,0=0
ACi=0 Cig25,22=0,C180=0
ADy=0
AEx=0 E20,21=1,E011=1,Ep00=1
AF;y =0 Fo125=1,F21,21=0,F2, =0
AGyp=0 G2, 2170,Gp211=0

A H23 - _221_211

Ha321=1,Hp311=1

A (A24,B25,C6,D27,E28,F29,G30)=0

A2421=0,A24 11=0,B25 21=0,B 35 11=0,C16,21=0,C76,1,=0

AHg =-20-20 Ha1,101,Hz1 071

AA5,=0 B5Gao ® Cos=0(the 101 0" hit)
ABg=0 A32Co6 ® DG ® Cos ® Epg @ Fp=0(the 10,0 hit)
ACy=0 AgEzs @ Dyy ® Epg=0(the 10™,0 ™ hit)
ADg=0 B3s=0(the 10,0 ™ bit)
AE%=0 Ca,=1(the 10™,0™ bit)
AF5=0 CasDas ® Cay ® Eg5=0(the 10,0 ™ hit)
AGg=0 EasFay © Das © Egg=0(the 10™,0™ bit)

AHgo = -22 Hag = 1(the 21™ bit)
AAy=0 B33Gag @ Ca,=0(the 21" bit)
AByu =0 A4oCzs ® D35Gag ® Cgy ® Egg @ F3,=0(the 21" bit)
ACp=0 AsoE s ® Das ® Eg=0(the 21" bit)
ADyg=0 B, =0(the 21™ bit)
AEu=0 Cap=1(the 21™ hit)
AFs=0 C2D43 ® Cyp ® E4,=0(the 21™ bit)
A Gy =0 EasFas © Dag ® E4,=0(the 21" hit)
AHgz=0

A Gy = +2%° Gy, = O(the 10" bit)

A (H71,A72,B73,C74,D75,E76,F77)=0

Aps=1,Bes=0,Ces=1,Eg5=1,Fgo=1,
H7:=0,A7,=1,C7,=0,D75=0(the 10" bit)

A Epg = +21° Eus = O(the 107 bit)
AFu7=0 A115C114 ® GrioH111 ® D115 ® B11z ® Agzp ® Hiyg ® Giyo=0(the 10" bit)
AGpg=0 AqD115 @ F117=0(the 10" bit)
AHpue=0 B113F117 ® C114G11s @ A1,=0(the 10" bit)
A Ao =0 Hi1g=1(the 10™ hit)
AByy =0 A120Gus ® Arzp ® D13s=0(the 10" bit)
ACip=0 Az ® B121D115 ® Bipy © Fyy7 ® Dygs=0(the 101 bit)
ADjg3=0 CizoF 117 ® Cizp ® Asp © F1i7=0(the 10" bit)
AEpy=2"
AF5=0 A120C122 ® GigH119 ® D123 ® B1ot ® A1z © Huso ® Guyg=0(the 31" bit)
A Gypg= 2% Ar20D125 ® F15=0(the 31" bit)
AHi7=0 B121Fi25 ® A120B121 ® Fizs © Digg © Cip © By =0(the 31" bit)




5. A Fast Attack Algorithm

5.1 How to fulfill the conditionsin Passl

If the initial vector are fixed in HAVAL, the value of input message Xo,X;... X3 and register
Ag,B1,...Hx
compute Xo,X;...X3 in step0-31. So special register value can be chosen to fulfill Table3,

are corresponding: register Ag,Bg,...Hs; and initia vector can be used to

and be used to compute Xo,X;...X1s. This method can avoid Single-message Modification
[9,10] in Passl, and speedup searching process. For example, for the first block we can set the

register value according to Table3, remain free bits set to O:

A,=0x00000000
E,=0x00000000
Ag=0x00000410
E;,=0x03c00801
A1,=0x02000000
E2=0x00200801
A2,=0x00000000
E,s=0x00000000

B;=0x00000000
Fs=0x00000c00
By=0x00000000
F13=0x00000080
B17=0x00000000
F1=0x02000000
B,s=0x00000000
F,9=0x00000000

C,=0x00000000
Gs=0x00000000
C10=0x000008e0
G1,=0x20000001
C,5=0x00000000
G2,=0x00000000
C,=0x00000000
G3,=0x00000000

D3;=0x00000000
H-,=0x00000010
D1;,=0x00200880
F15=0x02000001
D1,=0x00000000
H2;=0x00200800
D,7=0x00200800
H3;=0x00000401

5.2 How to fulfill the conditionsin Pass2

For the desired differentia path, there are 22 conditions in Pass2, 10 conditions in Pass3, 11
conditions in Pass4, and 3 extra conditions for the first block. Then the computational
complexity of the attack is about 2* for the first block and 2* for the second block.

The 22 conditions in Pass2 are as follows:
(1)B2sGao @ Cp6=0 (10" and 0™ bit)
(2)A3:Cs6 @ D7Ggp @ Cy6 @ Eg ® F2o=0 (10th and 0" bit)
(3)As:E25 ® Dyy ® E»=0 (10" and 0" bit)
(4)Bx=0 (10" and 0™ bit)
(5)Cs=1 (10" and 0" bit)
(6)Cs4D3s ® Cay ® E56=0 (10" and 0" bit)
(7) EsFz7 @ D35 ® E36:0 (10th and Oth bi t)
(8)Hao = 1 (21" bit)
(9)BxsG3s ® C34=0 (21" hit)
(10)A40Cas ® D3sGag ® Cay ® Eg6 ® F37=0 (21" bit)
(11)AEs © D3s © E6=0 (21th bit)
(12)B4,=0 (21" hit)
(13)C4=1 (21" bit)
(14)CsoD 43 ® Cyp ® E4,=0 (21" bit)
(15)EsaFuss © Dus © Ege=0 (21" bit)

Because Boolean functions used in HAVAL have 7 variables, part of input variables can
determine the output by absent bits computation [11]. For example, condition(1) will always
be hold when B»=0 and C,:=0; condition(2) will always be hold when B,s=0, Cx=0, D=0,
Exs=0, F26=0; condition(3) will always be hold when D,7=0, Es=0.

Condition(4-7) are equivalent to B3;=0, Ca4=1, D35=0, E3s=1, F5;=1; (the 10" and 0" bit)



Condition(9-11) always be hold when B33=0, C34=0, D3s=0, E3s=0, F5;=0;( the 21t bit)

Condition(12-15) are equivalent to B4;=0, C4=1, D43=0, E4=1, Fss=1; (the 21 bit)

So the equivalent conditions are:

Bas 21=0, Ca4. 21=0, D35, 21=0, Ezs, 21=0, Fz7. =0,

Bas. 1070, Ca4. 10=1, D35, 1070, Ese. 10=1, Fa7. 1071,

Baz. 0=0, Ca4. 0=1, D35, 0=0, Ess. 0=1, Fs7. 0=1,

Hao 21=1, Bay, 21=0, Cu2, 21=1, Dyz, 21=0, Eas, »=1, Fss, n=1

Here we show how to use the absent bits computation and fixed carry method instead of
multi-message modification [9,10] to fulfill conditions from step32 to step37 in Pass2. Using
fixed carry digit method and early abort method [11], the probability and the complexity to find a
collision are greatly improved. These methods are especially suitable for hash functions such as
HAVAL and SHA-2, which have alot of registers.

The first 30 registers are fixed in search process, chosen according to 85.1; only some
bitsin Gy and Hs; are free.

Sep32: Ay = F, (Bas, Cos, Doz, Eag, Fao, Gao, Hat) ™7 + A ™™ +X5 + 0x452821E6;

From Passl we can get Xs=0xba3562be, R=0x452821E6, A,=0, by absent bits

computation, besides the 21" and 11™ bit, remain bits of

F, = B,.G; H,, © CsF,Gyy @ B,.G,y @ B, F,g @ EG,y @C,H, @ C i Fy @ D,,G,, © D,
ae0,s0 F, =0, and A;=~0xff5d84a4.

Sep33: Bz = F2 (Cos, D27, Ezs, Foo, Gao, Har, Azp) 77 + Bos ™M +X 44 + 0x38D01377;

From Passl we can get X ,=0xfffffff1, R=0x38d01377,B,s=0, by absent bits computation,
besides the 21" and 11" bit, remain bits of
F,=C,H, A, ®D,G H, ®C,H, ®C,.G,, ® F H, ®D,,A, ®D,,G,, ®E,H, @ E,

are0,so F, =0, and B;3=0x38d01368, conditions Bss ,=0,B3310=0,B330,=0 always be hold.
Step34: Cay = F; (Dar, Esg, Fag, Gao, Hat, Asg, Bag) " + Co 7™ +X 26 + OXBES466CF;

From Passl we can get X,=0, R=0xbeb5466¢f, Cx=0, by absent bits computation, the
21" bit of
F2 = D27%ZB33 (—B E28H31A’:2 (—B D27A32 @ D27H3l ®G30A§2 (—B E28B3:3 (—B E28H3l (—B I:29A32 @ F29
is A,BL, @A, ®H, @G, A, ,remainbitsof F, are G, A,.

Because C,;~"' + X, + R=0xbe5466cf, using fixed carry method: if Gg,26=0, Gs 27=0,
G3026=0, G30,17=0, G3016=0, G30,7=0, then Csz4 =0, Cs410=1, Caso=1will aways be hold.
Sep35: Das = F2 (Ezs, Fao, Gao, Hat, Asp, Bag, Cag) 77 + Dy 7 +X 1 + 0X34E90CEC;

From Passl we can get X 5=0xe3ffffef, R=0x34€90c6ec, D,;=0x00000401, by absent bits

computation,

10



FZ = E28833C34 ® F29A‘32833 ® E28833 ® EZSA’:Z ® H3lB33 ® I:29C34 ® I:29A32 ®G30833 ®G30

=HyBy @Gy By Gy
Because D,,”*'+ X, + R=0x18€9105c, using fixed carry method: if Ha;26=1, Gso17=0,

G30,16=0, G307=0, then D35 2=0, D3s510=0, D350=0 will always be hold.

For step36 and step37, we can't perform absent bits computation determinately. But we
can also use fixed carry method to fulfill Egs, = 0, Fs7, 2= 0, Ezg, 10= 1, Fa7. 10= 1, Ezs. 0= 1,
Fs7, =1 with probability not lessthan 1/2. Then the remain 6 conditionsin Pass2 are Hzg, 21=1,
Ba1, 21=0, Cap, 21=1, Dya, 21=0, Eys, 21=1, Fys, 21=1. The computational complexity of the attack is
reduced to 2%-2% for the first block and 2%’-2% for the second block.

5.3 Fast Attack Algorithm (first block)

A fast attack algorithm for the first block near collision is given as follows, which can aso be
used to find second block callision with only slight modification on fixed value. We can use
evolution computing or other heuristic agorithms to find such fixed value instead of manual
calculation.

Algorithm: Finding first block near collision

S1.Choose registers with fixed value according Table3:

A,=0x00000000
E,=0x00000000
Ag=0x00000410
E;,=0x03c00801
A1,=0x02000000
E2,=0x00200801
A2,=0x00000000
E2s=0x00000000

B,=0x00000000
Fs=0x00000c00
By=0x00000000
F13=0x00000080
B17=0x00000000
F,;=0x02000000
B,s=0x00000000
F,s=0x00000000

C,=0x00000000
Gs=0x00000000
C10=0x000008e0
G1,=0x20000001
C,5=0x00000000
G,,=0x00000000
C,=0x00000000

D;=0x00000000
H-,=0x00000010
D1;,=0x00200880
F15=0x02000001
D1,=0x00000000
H23=0x00200800
D,7=0x00200800

S2.Random choose H31’(27’11), H31’(g‘1), G30’(15’12), G30’(g‘3), and Compute:
H3,=0xf0000401+ H31,(27,11) +H31,(9,1) ;

G30=G30,15,12tG30,9,3) ;
S3. Compute X, X1...X15 by Ag,By,...Hay;
Xo=Ao- F1 (IV-B, IV-C, IV-D, IV-E, IV-F, IV-G, IV-H) > - IV-A 1 ;
X1=B;-Fy (IV-C, IV-D, IV-E, IV-F, IV-G, IV-H, Ag) " - IV-B~*;

x31 = H31 - I:l (A241 BZS: C261 D271 E281 F29- GSO) =7 H23 > ;

4. Continue compute remain step, if any condition is not satisfied, then jump to S2 (early

abort); elsefind collision.

6. Collision Example
Our attack can find many real collisions which are composed of two 2048-bit messages
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(M1,M,) and (M1',M,") with the origina initial value IV of HAVAL.:

IV = 243f6a38 85a308d3 13198a2e 03707344 a4093822 299f31d0 082efa98 ec4e6c89
H, = HAVAL(IV,M,),H, = HAVAL(H,,M,) ;

H', =HAVAL(IV,M"),H", =HAVAL(H',M",)

A collision example (H, =H",) for 4-Pass HAVAL is given in Table4.

Table 4. Collision example for 4-Pass HAVAL. H, is the hash value without message padding.

IV | 24316a88 85a308d3 13198a2e 03707344 a4093822 299f31d0 082efa98 ec4ebc89

M1 | 7a6825d3 1cbc99ad b5fa99a6 f3ab5ed5 937d8fe2 ba3562be e5874b87 aefb7823
0000410 0000000 000008e0 4020086f O03bfc7f0 7df8806f fffffffl fdbffff0
Tdffffff fdfbffef e3ffffef effffbff ffff9000 f1ffbff0 ffdc0000 ffffc800
f£££c000 00000000 00000000 00200800 ffdfbbef ffffc000 00008010 d075e0b0

Hi | 7368d98c 1f8df12d 515d3893 f63b2fae 10416272 7b8f0955 371830bc 8e92ecbe

M. | 1e062c01 efda9c87 90cddbaa ad2dcb83 080efe3b d5719eb7 dabbeada ce7292f5
e000fel0 e00ffcO00 000006e0 4021066f 03bfbdf0 7df88031 fffffe0l fdbfffel
fdffffe0 fdfbfdef e3ffffff effffbdf ffff9001 f1ffbff0 ffdc0000 ffffc800
ffffc000 00000000 00000000 00200800 ffdfbbef ffffc000 0000a000 fdab519a

Hy | 9412d340 e2c585eb b30b13e4 64e6b980 1939508f 705f214b e891d52e 09959923

M;" | 7a6825d3 1cbc99ad bb5fa99a6 f3abbeds 937d8fe2 ba3b62be eb58f4b87 aefb7823
e0000810 e0000000 000008e0 4020086f 03bfc7f0 7df8806f fffffffl fdbffff0
fAffEfff  fdfbffef e3ffffef effffbff f£fff9000 f1ffbff0 ffdc0000 ffffc800
ffffc000 00000000 00000000 00200800 ffdfbbef ffffc000 00008010 d075e0b0

Hiy' | 7368d98c 9f8df12d 515d3893 763b2fae 10416272 7b8f0955 371830bc 8e92ecbe

My | 1e062c01 efda9c87 90cddbaa ad2dcb83 080efe3b d5719eb7 dabbeada ce7292f5
e000fal0 e00ffcO00 000006e0 4021066f 03bfbdf0 7df88031 fffffe0l fdbfffel
7dffffe0 fdfbfdef e3ffffff effffbdf ffff9001 f1ffbff0 ffdc0000 ffffc800
ffffc000 00000000 00000000 00200800 ffdfbbef ffffc000 0000a000 fdab519a

Hy' | 9412d340 e2c585eb b30b13e4 64e6b980 1939508f 705f214b e891d52e 09959923

The computational complexity of the attack is about 2*°-2% for the first block and 2°'-2%
for the second block. We use this attack to find 256-bit collisions of 4-Pass HAVAL in 3-4
hours for the first block and 1 hour for the second block on a common PC. The 256-bit
collisons can be convert to 128,160,192,224 hits collisons easily according to original
HAVAL algorithm.

7. Summary

In this paper we show an attack against full version of 4-Pass HAVAL, using the correct initial
value as specified for the algorithm. This attack also works for al possible output lengths of the
algorithm. The computational complexity of the attack is about 2%°-2* for the first block and
2%"-2%° for the second block.

In this attack fixed carry digit method and early abort method are used to reduce the
number of trials for finding collisions. Using these methods, the probability and the
complexity to find a collision are greatly improved. These methods are especially suitable for
hash functions such as HAVAL and SHA-2, which have alot of registers.
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Appendix

In this appendix we give a description of 4-Pass HAVAL that are discussed in this paper.

Theinitial value to be used in the first application of the compression function is specified as

follows (hexadecimal notation):

IV-A = OxEC4E6C89; IV-B = 0x082EFA98; IV-C
IV-E = 0x03707344; IV-F = 0x13198A2E; IV-G

0x299F31D0; IV-D
0x85A308D3; IV-H

0xA4093822;
0x243F6A88;

The compression function applies the following 128 steps (four passed of 32 steps each):
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Passl F (Xss X5, X40 X5, X5, X, X5) = X% @ XX D X, X, D XX, @ X,

Step0: Ao = £ (IV-B, IV-C, IV-D, IV-E, IV-F, IV-G, IV-H) 7" + IV-A"" +X, ;
Stepl: B, = £ (IV-C, IV-D, IV-E, IV-F, IV-G, IV-H, A, ™+ IV-B"" +X, ;
Step2: C, = R (IV-D, IV-E, IV-F, IV-G, IV-H, Ao, B) 7" + IV-C " +X, ;
Step3: Dy = R (IV-E, IV-F, IV-G, IV-H, Ay, B, C») " + IV-D"" +X, ;
Stepd: E, = F (IV-F, IV-G, IV-H, Ao, By, Cy D) 7" + IV-E " +Xi ;
Step5: Fs = [ (IV-G, IV-H, Ao, By, Cy Ds, E) 7"+ IV-F 7' 4X; ;
Step6:  Gs = F (IV-H, Ao, Bi, Co Dy, By Fo) 7" + IV-G 7" +Xs ;

Step7: M. = F (A, By, Cy Ds, Ey Fs, Go) "+ IV-H" +X; ;

Step8: As = Fi (B, Cs Ds, Ei Fs, Go, Ho) 7" 4 Ao 7" +Xs ;

Step9: By = A (C2, Ds, Ei Fs, Gs, Hi, As) 7T 4 B: o X ;

Stepl0: Co = F (Ds, By Fs, Gs, Hr, As, Bo) 7T G X ;

Stepll: Du =R (B Fs, Gs, Hr, As, Bs, Cio) 7'+ Ds 7" +Xu

Stepl2: En = K (F5, Gs, Hrs, As, Be, Cio, Dn) 7Tt E. o +Xi2

Stepl3: Fu = K (Gﬁ, Hz, As, Bo, Cio, Diy, E12) Tt Fs - X

Stepld: Gu = R (H, As, Bs, Cw, Du, Bi Fi) 7"+ Go "' +Xu ;

Stepl5: His = [ (As, Bs, Ciw, Du, Biz, Fis, Gu) 7"+ Hr 7" 45

Step16: A = F (Bg, ClO, D11, ElZ, Flza, G14, H15> T + As o +Xi6 )

Stepl?: B = K (Clo, Dn, E12, Fl:;, G14, H15, A16) 71 By o +X17 ’
Stepl8: Ci = [ (D, Ei, Fi, Gu, His, Aw, Bi) '+ Co "' +Xis
Stepl9: Dw = i (B, Fi, Gu, Hs, A, Bu, Cis) "+ Du " +Xu ;
StepZO: Ezo = Fl (FIS, G14, H15, Am, Bl7, CIS, D19) - E12 - +X2o )
Step2l: Fau = Fi (Gu, His, A, B, Ciw, D, Ex) 7"+ Fiu 7" +Xar ;
Step22: Gz = [ (Hs, Aw, B, Cis, Dis, Fa, Fo) 77+ Gu ' +Xe
Step23: st = Fl (Am, Bl7, CIS, D19, Ezo, F21, G22) 71 H15 - +X23 ;
Step24: A24 = Fl (B17, CIS, D19, Ezo, F21, G22, szs) T Am - +X24 ;
Step25: B = Fi (Cis, Disy B, Fop Goy Moy As) 77+ Bir 7' 4+Xes
Step26: Cx = i (D, Eao, Fo, Gu, Hos, Asiy Bus) 7+ Cis ' +Xes
Step27: D» = F (Ezo, F21, G22, Hz:;, A24, st, CZG) 71 Dio - +Xo7 ’
Step28: Ew = F (F21, G22, szs, A24, st, Cza, Dz?) 71 Eao - +Xos ’
Step29: Fa = Fi (G, Hus, Assy Bus, Cus, Doy Fus) 77+ Far 7' 4+Xao ;
Step30: Gw = [ (Hs, Az, Bws, Cos, Dy Fus, Fao) 7+ Go ' +Xao
StepSl: Hy = F (Az4, st, Cza, D27, Ezs, F29, GBO) T Has o +Xs1 )

+ + 4+ + 4+ + + + o+ o+

Pass?2
o (X %50 X4 X5, %, %, %) = XXX © XX © X% D X, X5 D X, % © X, % @ %, % © XX, ®X,

Step32: An = F (B, Cus, Dur, Ess, Fao, Gao, Ha) 7+ A +X5 + 0x452821E6;
Step33: Bs = (Cza, Doz, Eos, Foo, Gso, Hsi, 32) 71 Bas - +X14 + 0x38D01377;
Step34: Cu = F (D27, Ess, Fao, Gao, Hsi, Ase, Bzzs) 71 Cas - +X26 + 0xBE5466CF;
Step35: Dy = B (Es, Fa, Guo, Hii, Am, Bw, Ca) 7"+ Dy " +Xis + 0x34E90C6C;
Step36: Ew = B (Fw, Gwo, Hu, Aw, Bw, Cu, D) " + Ex " +Xu + O0xCOAC29BT;
Step37: F37 = Fz (Gzo, H:n, A32, B:a:s, C34, D:as, E%) 71 F29 - +X28 + 0XC97C50DD;

Gso " +X7 + 0x3F84D5B5;
Hy 7" +Xis + 0xB5470917;
A " +X, + 0x9216D5D9;
Bss "' +Xss + 0x8979FBI1B;
Car 7" +Xa + 0xD1310BA6;
Dy " +Xe + 0x98DFB5AC;
Es 7" +X, + 0x2FFD72DB;
Fir 7" +Xi0 + 0xDO1ADFBT;

Step38: G:;s = Fz (H:n, A32, B:a:s, C34, D:as, E:ae;, F37) -
Step39: Hw = £ (Aw, Bw, Cu, Dus, Ea, Fur, Gao)
Step40: A4o = Fz (Bzzs, C34, D:as, E:ae;, FS?, G:as, H:w) -
Step41: B41 = Fz (C34, D:as, E:ae;, FS?, G:as, H39, A4o) -
Stepd2: Ci = B (Dw, Ew, Faur, Gus, Ha, Aw, Bu)
Stepd3: Di = B (Bws, Far, Gas, His, Aw, Bu, Ci)
Step44: E44 = Fz (FS?, G:as, H39, A4o, B41, C42, D43) 71
Step45: F45 = Fz (st, H39, A4o, B41, C42, D43, E44) 71

+ + 4+ + + o+ o+ o+ o+
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Step46:
Step47:
Step48:
Step49:
Stepb0:
Stepbl:
Stepb2:
Stepb3:
Stepb4:
Stepbh:
Stepb6:
Stepb7:
Stepbh8:
Stepbh9:
Step60:
Stepb1:
Stepb62:
Step63:

Gas
H47
A48
B49
CSO
D51
E52
FSS
G54
H55
A56
B57
CSS

F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

(H39,
(As,
(Bu,
(C42,
(D43,
(Eu,
(Fss,
(G46,
(H47,
(Ass,
(Bus,
(CBO,
(DBI,
(Ess,
(F%,
(G54,
(HBS,
(Ase,

A,
Bui,
Caz,
Das,
Eus,
Fus,
Gas,
Har,
Ass,
Buo,
Cso,
Ds1,
Ese,
Fss,
Gsa,
Hss,
Ass,
Bsr,

B,
Caz,
Dus,
Eus,
Fus,
Gas,
Har,
Ass,
Bug,
Cso,
Dsi,
Ese,
Fss,
Gsa,
Hss,
Ass,
Bsv,
Css,

Caz,
Dus,
Eu,
Fus,
Gus,
Har,
Ass,
Bug,
Cso,
Dsi,
Esz,
Fss,
Gsa,
Hss,
Ass,
Bsv,
Css,
Dso,

Das,
Eu,
Fus,
Gus,
Har,
Ass,
Buo,
Cso,
Ds1,
Esz,
Fss,
Gsa,
Hss,
Ass,
Bsr,
Css,
Dso,
Eeo,

Eus,
Fus,
Gas,
Har,
Ass,
Buo,
Cso,
Ds1,
Ese,
Fss,
Gsa,
Hss,
Ass,
Bsr,
Css,
Dso,
Eso,
Fe1,

F45) T
Gis) "
Hir) "
A48) T
B49) T
Cso) "
Ds) "
E52) T
F53) T
Gsi) "
Hss) "
A56) T
B57) T
Cs) "
Dso)
EG()) T
FGl) T
Gez) "

+ + 4+ + + + o+ o+ o+ o+

G;}g >>11
H39 o
A4() 11
B41 >>11
C42 >>11
D43 o
E44 >l
F45 >>11
G46 >>11
H47 11
A48 11
B49 >>11
C5() >>11
D51 11
E52 11
F53 >>11
G54 >>11

11
Hss

+X4+ + OxBSEI1AFED;
+Xs + 0x6A267E96;
+X3 + 0xBA7C9045;
+X; + 0xF12C7F99;
X1 + 0x24A19947;
+Xo + 0xB3916CF7;
+Xiz + 0x0801F2E2;
+Xas + 0x858EFC16;
+X + 0x636920D8;
+Xs + 0x71574E69;
+Xi19 + 0xA458FEA3;
+Xi2 + 0xF4933D7E;
+Xi5 + 0x0D95748F;
+Xis + 0x728EB658;
+X; + 0x718BCD58;
+Xo5 + 0x82154AEE;
+X51 + 0x7B54A41D;
+Xs7 + 0xC25A59B5;

Pass3 F(Xg: X X3 X Xp0 X0 %) = %20 @ X% D X, X, D X% © X% D X%

Stepb4:
Stepb5:
Stepb6:
Stepb7:
Step68:
Step69:
Step70:
Step71:
Step72:
Step73:
Step74:
Step75:
Step76:
Step77:
Step78:
Step79:
Step80:
Step81:
Step82:
Step83:
Step84:
Step85:
Step86:
Step87:
Step88:
Step89:
Step90:
Step9l:
Step92:
Step93:

A64
B65
C66
D67
EGS
F 69
G7O
H71
A72
B?S
C74
D75
E76
F77
G78
H79
A80
BS]
CSZ
D83
E84
F85
GSﬁ
H87
ASS

F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

(BG7,
(CBS,
(Dso,
(EGO,
(FGI,
(Ges,
(H%,
(A64,
(BGS,
(Ces,
(Der,
(EGS,
(F69,
(Gro,
(Ha,
(A72,
(B73,
(Ca,
(Dss,
(E76,
(F77,
(Grs,
(Hro,
(ASO,
(Bsi,
(Css,
(DSS,
(E84,
(Fss,
(Gse,

Css,
Dso,
Eeo,
Fe1,
Gez,
Hes,
Aes,
Bes,
Ces,
Der,
Ees,
Feo,
Gro,
Hz,
Az,
Brs,
Ca,
Dz,
Es,
Fr,
Grs,
Hoo,
Aso,
Bsi,
Cez,
Dss,
Es4,
Fss,
Gse,
Her,

Dso,
Eso,
Fe1,
Gez,
Hes,
Aes,
Bes,
Ces,
Dez,
Ees,
Feo,
Gro,
Ha,
Az,
Brs,
Ca,
Dss,
Evs,
Fa,
Grs,
Hog,
Aso,
Bsi,
Cs2,
Dss,
Esa,
Fss,
Gse,
Her,
Ass,

Eso,
Fe1,
Gez,
Hes,
Aes,
Bes,
Ces,
Dez,
Ees,
Feo,
Gro,
Ha,
Az,
Brs,
Crs,
Dss,
Evs,
Fa,
Grs,
Hog,
Aso,
Bsi,
Cez,
Dss,
Esa,
Fes,
Gse,
Hsz,
Ass,
Bso,

Fe1,
Gez,
Hes,
Aes,
Bes,
Ces,
Der,
Ees,
Feo,
Gro,
Hz,
Az,
Bes,
Cr,
Dz,
Evs,
Fr,
Grs,
Hoo,
Aso,
Bsi,
Cez,
Dss,
Es4,
Fes,
Gse,
Hsz,
Ass,
Bso,
Coo,

Gez,
Hes,
Aes,
Bes,
Ces,
Der,
Ees,
Feo,
Gro,
Hz,
Az,
Brs,
Ca,
Dz,
Evs,
Fr,
Grs,
Hoo,
Aso,
Bsi,
Cs2,
Dss,
Esa,
Fss,
Gse,
Her,
Ass,
Bso,
Coo,
Doi,
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H63> T
A64> T
Bss)
C66> 71
D67> T
Ess) 7"
Feo) 7"
G70) 71
H71) T
Aw) "
Br) "
C74) 71
D75) T
Er) "
Frr) 7"
G78) 71
H79) T
Aswo) "
Bs)) "
C)
D83> T
Es)) 7"
Fss) 7"
G86> 71
Her) "
Ass) "
BSg) T
C90) 71
Do) "
Es) 7"

+ + 4+ + 4+ + 4+ + A+ o+ o+ o+ o+ o+ +

A56 >>11
B57 >>11
C58 11
D59 >>11
EG() >>11
Fm 11
G62 >l
H63 >>11
A64 >>11
B65 11
C66 11
D67 >>11
Eﬁg >>11
F69 11
G70 11
H71 >>11
A72 >>11
B?S o
C74 11
D75 >>11
E76 >>11
F77 11
G78 11
H79 >>11
Ago 11
B81 11
C82 >>11
D83 >>11
E84 11

11
Fes

X1y + 0x9C30D539;
+Xo + 0x2AF26013;
+Xi + 0xC5D1B023;
X2 + 0x286085F0;
+Xes + 0xCA417918;
+Xi» + 0xBS8DB38EF;
+Xs + 0x8E79DCBO;

+X22 + 0x603A180E;
+Xs9 + 0x6C9EOESB;
+Xu + 0xBO1ESAS3E;
+Xs55 + 0xD71577C1;
+Xi2 + 0xBD314B27;
+Xos + Ox78AF2FDA;
+X3 + 0x55605C60;
+Xis + 0xE65525F3;
+Xo6 + 0xAASHAB94;
+Xs1 + 0x57489862;
+Xi5 + 0x63E81440;

+X7 + 0x55CA3964;
+Xs + 0x2AAB10B6;
+Xi + 0xB4CC5C34;
+Xo + Ox1141E8CE;
+Xis + 0xA15486AF;
+Xor + 0x7C72E993;
+Xiz + 0xB3EE1411;
+Xs + 0x636FBC24A;
+Xo + 0x2BA9C55D;
X0 + 0x741831F6;
X2z + 0xCE5C3E1L6;
+Xu + 0x9B87931E;



Step94: Gou = F (Hst, Ass, Bs, Coo, Doty Ea, Fea) ' + Gss "' +Xs + OxAFD6BA33;
Step95: Hes = F (Ass, Bso, Coo, Do1, Egs, Fos, G94) 7T+ Hgz - +X; + 0x6C24CF5C;

Pass4
Foa (X %50 X4 X5, %, %, %) = X6 X @ %3 X, © XX X @ %X D X, % © X% &
XX D XX D XX, D X% D X% D X

Step96: Aw = Fi (Bw, Coo, Do, Ew, Fas, Goi, His) ™ + Ass " +Xor + 0x7A325381;
Step97: Ber = Fi (Cgo, Do1, Eo2, Fos, Gos, Hos, A%) 7T 4 Bso - +Xs + 0x28958677;
Step98: Cos = Fi (DB], Eo2, Fos, Gos, Hos, Ao, Bg?) 7T 4 Coo - +Xo + 0x3B8F4898;
Step99: Dw = Fi (Ew, Fos, Go, Hus, Aw, Bor, Co) "+ Do "' +Xu + 0x6B4BBIAF;
Stepl00: Ewo = Fi (Fos, Goi, Hss, Ass, Bor, Cos, Dw) '~ + Ee " +Xo + OxC4BFE81B;
Stepl01: Fin = F (G94, Hos, Acs, Boz, Cos, Do, EIOO) 7T+ Fos - +X; + 0x66282193;
Stepl02: Gz = Fi (H95, Aos, Boz, Cos, Dos, Eioo, Fl()l) 7Tt Goa - +X2s + 0x61D809CC;
Step103: Hios = Fi (A%, B97, C98, D99, Ewo, FIOI, G102) 71 + Hos - +Xo3 + 0XFB21A991;
Step104: Ay = Fi (B97, C98, D99, Ewo, FIOI, G102, H103> - + Ao - +Xo6 + 0X487CAC60§
Stepl05: Bis = Fi (C%, Doo, Eioo, Fior, Gioz, Hios, A104) 7T+ Bz - +Xs + 0xbDEC8032;
Stepl06: Cis = Fi (DE)H, Eio, Fio, Gioz, Hios, Avos, B105> 7Tt Cos - +X3 + 0xEF845D5D;
Stepl07: Dir = Fi (Buwo, Fio, Giz, Hios, Awos, Bus, Cis) "+ Dus ™" +Xeo + 0xE98575B1;
Stepl08: Euws = Fi (Fus, Guz, His, Awt, Buos, Cios, Do) "+ Eio ™" +Xis + 0xDC262302;
Stepl09: Fiw = Fi (G102, Hios, Aios, Bios, Cios, Dior, EIOS) 7T+ Fiot - +X2s + 0xEB651B8S;
Stepl10: Gio = Fi (HIOS, Aios, Bios, Cios, Dior, Eios, FIOS)) 7T 4 Gio2 - +X19 + 0x23893E81;
Stepl11l: Hui = Fi (Aws, Bios, Cuoes Dior, Eios, Fios, Guo) 7"+ Hio ' +Xs + 0xD396ACCH;
Stepl12: Auz = Fi Bus, Cios, Dior, Bios, Fis, Guo, Hit) 7"+ A +Xe2 + OxOF6DBFF3;
Stepl13: Bz = Fi (CIOG, Dioz, Eios, Fios, Gio, Hi, Am) 7T+ Bios - +X;1 + 0x83F44239;
Stepl14: Cus = Fi (Dwr, Eis, Fioo, Gio, Hii, Auiz, Buss) 7T+ Cus M +Xa + 0x2E0B4482;
Stepl15: Dus = Fi (Eus, Fuios, Guo, Hin, Az, Bus, Cua) 7'+ Do ' +Xa + 0xA4842004;
Stepll6: Eis = Fi (FIOE), Giro, Hin, Aiz, Bus, Ciw, D115) 7T+ Eios - +Xs + 0x69C8F04A ;
Stepll7: Fir = F (Gno, Hiii, Ane, Bis, Ci, Dis, Emi) 7T 4 Fioo - +X27 + 0x9E1F9B5E;
Stepl18: Gus = Fi (Hui, Auz, Bis, Cisy, Dis, Euis, Fir) T G M X+ 0x21066842;
Stepl19: Hus = Fi (Aus, Bus, Cusy Dus, Eue, Fur, Gus) 7"+ Hin ™ +Xo + 0xF6E9BCIA;
Stepl20: A = Fi (Bn:&, Cii1, Dus, Eis, Fur, Gus, Hnsa) 7T+ Ans - +X; + 0x670C9C61;
Stepl21l: B = Fi (C114, Diis, Eus, Fiiz, Gus, Hiw, Alzo) 7T+ Biis - +X20 + 0xABD388FO;
Stepl22: Cie = Fi (Dus, Eus, Fur, Gis, Hie, Ao, Bizn) 7T Con M 4K 0x6A51A0D2;
Stepl23: Diw = Fi (Bus, Fur, Gus, Hus, Ao, Buai, Ciz) ™+ Dus ' +Xis
Step124: E124 = F4 (Fll?, G118, H119, A120, Bm, C122, DIZS) - +
Step125: F125 = F4 (Gns, H119, A]zo, Bm, C122, D123, E124) T +
Stepl26: Gz = Fi (His, Az, Bizi, Cizz, Dizs, Eizs, Fizs) Tt
Stepl27: Hizr = Fi (Ao, Biziy Cize, Dizs, Eize, Fizs, Gize) Tt

+ 0xD8542F68;
Eie " +Xi7 + 0x960FA728;
Fir 7" +Xi0 + 0xAB5133A3;
Gus " Xy +
Hip 7 +X +

0x6EEFOB6C;
0x137A3BE4;

Finally, the eight-word output of the compression function is computed with a
feed-forward of theinitial value:

A=IV-A+A12y B=IV-B+Bisy C=IV-C+Ci» D=IV-D+Dis
E=IV-E+Eiss F=IV-F+F;; G=IV-G+Gis H=IV-H+Hi

The obtained words (A, B, C, D, E, F, G, H) serve asinitial value for the next application
of the compression function. In the end, the concatenated 256-bit value H||G||F||E|ID|IC|IB|IA
serves as hash value of message. There is an optional output transformation, which allows
reducing the length of this hash value to 128,160,192 or 224 bits.
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