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Detecting DDoS attacks in source-end network with CUSUM algorithm
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Abstract: After characteristics and difficult problems in detecting DDoS attacks were analyzed in source-end network, a
nonparametric change point detection method in statistics was introduced and D-WARD system, a representative source-end
DDoS detection system, was improved with nonparametric recursive CUSUM algorithm. Experiments prove that the improved

system is lower in false-positive rate and false-negative rate, which is more accurate and could adapt to more complex network

environments.
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