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Extended RBAC model supporting dynamic role switching
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Abstract: Dynamic role switching is a kind of automatic authorization mechanism that the information system partly or
wholly changes the user-role assignments based on the changes of user’s attributes. The dynamic role switching was introduced
into RBAC96 model. Different forms of the dynamic role switching, the relationships between the different switchings, and the
realization of the extended model were presented. Based on the dynamic role switching, the information system can deal
automatically with the situation of the user-role assignments triggered by the role switching condition. There is no need for the

human being to participate in the role switching process. Therefor, dynamic role switching can lessen the work load of the

system administrator and improve the efficiency and security of the authorization administration.
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