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Abstract

It has been demonstrated by Bellare, Neven, and Namprempre (Eurocrypt 2004) that
identity-based signature schemes can be generically constructed from standard digital sig-
nature schemes. In this paper we consider the following natural extension: is there a
generic construction of “identity-based signature schemes with additional properties” (such
as identity-based blind signatures, verifiably encrypted signatures, ...) from standard signa-
ture schemes with the same properties? Our results show that this is possible for a number
of properties including proxy signatures; (partially) blind signatures; verifiably encrypted
signatures; undeniable signatures; forward-secure signatures; (strongly) key insulated signa-
tures; online/offline signatures; threshold signatures; and (with some limitations) aggregate
signatures.

Using well-known results for standard signature schemes, we conclude that explicit identity-
based signature schemes with additional properties can be constructed, enjoying sometimes
better properties than specific schemes proposed until know. In particular, our work implies
the existence of identity-based signatures with additional properties that are provably secure
in the standard model, do not need bilinear pairings, or can be based on general assumptions.
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1 Introduction

Digital signatures are one of the most fundamental concepts of modern cryptography. They
provide authentication, integrity and non-repudiation to digital communications, which makes
them the most used public key cryptographic tool in real applications. In order to satisfy the
needs of some specific scenarios such as electronic commerce, cash, voting, or auctions, the
original concept of digital signature has been extended and modified in multiple ways, giving
raise to many kinds of what we call “digital signatures with additional properties”, e.g. blind
signatures, verifiably encrypted signatures, and aggregate signatures.

Initially, all these extensions were introduced for the framework based on standard Public
Key Infrastructures (PKI), where each user generates a secret key and publishes the matching
public key. In practice, digital certificates linking public keys with identities of users are needed
to implement these systems, and this fact leads to some drawbacks in efficiency and simplicity.
For this reason, the alternative framework of identity-based cryptography was introduced by
Shamir [57]. The idea is that the public key of a user can be directly derived from his identity,
and therefore digital certificates are avoidable. The user obtains his secret key by interacting with
some trusted master entity. Shamir [57] already proposed an identity-based signature scheme.
In contrast, the problem of designing an efficient and secure identity-based encryption scheme
remained open until [I6, B6]. Identity-based cryptographic tools started to be commercialized
recently, and a first standard is forthcoming [IJ.

From a theoretical point of view, results concerning identity-based encryption schemes are
more challenging than those concerning identity-based signatures (IBS). In contrast to the
identity-based encryption case, it was already pointed out by Shamir [57] that a standard
PKI-based signature scheme already implies an identity-based signature scheme by using the
signature scheme twice: for generating user secret keys and for the actual signing process. More
precisely, the user secret key of an identity consists of a fresh PKI-based signing/verification key
and a certificate proving the validity of the signing key. The latter certificate is established by
the master entity by signing (using the master signing key) the new verification key together
with the user’s identity. In the actual identity-based signing process the user employs the new
signing key to sign the message. The identity-based signature itself consists of this signature
along with the certificate and the public verification key.

Shamir’s certificate-based idea was formalized by Bellare, Neven, and Namprempre in [9],
where they proposed a generic and secure construction of identity-based signature schemes
from any secure PKI-based signature scheme. However, some specific identity-based signature
schemes have been proposed and published, mostly employing bilinear pairings and random
oracles, without arguing if the proposed schemes are more efficient than the schemes resulting
from the generic construction in [9]. In fact, in many papers the authors do not mention the
generic approach from [9] and in spite of Shamir’s work from more than two decades ago [01] it
still seems to be a popular “opinion” among some researchers that bilinear pairings are inherent
to identity-based signatures.

Our observation is that the situation is quite similar when identity-based signature schemes
with additional properties are considered. Intuitively, such schemes may be obtained using
the same generic approach as in the case of standard identity-based signatures, by combining a
digital certificate and a PKI-based signature scheme with the desired additional property. To the
best of our knowledge, this intuitive construction was never mentioned before, nor has a formal
analysis been given up to now. Furthermore, specific identity-based signature schemes with
additional properties keep being proposed and published without arguing which improvements
they bring with respect to the possible generic certificate-based approach. Nearly all of these



papers employ bilinear pairings and the security proofs are given in the random oracle model [I1]
(with its well-known limitations [20]).

1.1 Owur Results

In this work we formally revisit this intuitive idea outlined in the last paragraph. Namely, if s is a
secure PKI-based signature scheme and sp is a PKI-based signature scheme with some additional
property P, we pursue the question if for a certain property P the combination of those two
signature schemes can lead to a secure IBS scheme Sp enjoying the same additional property P.
We can answer this question to the positive, giving generic constructions of signature schemes
with the following properties:

e Proxy signatures (PS)
(Partially) blind signatures (PBS/BS)
Verifiably encrypted signatures (VES)
Undeniable signatures (US)
Forward-secure signatures (FSS)
Strong key insulated signatures (SKIS)
Online/offline signatures (OOS)
Threshold signatures (TS)
Aggregate signatures (AS)E

IMPLICATIONS. By considering well-known results and constructions of PKI-based signatures
sp with the required additional properties, we obtain identity-based schemes Sp from weaker
assumptions than previously known. A detailed overview of our results can be looked up in
Table M on page B To give a quick overview of our results, for nearly every property P listed
above, we obtain (i) the first Sp scheme secure in the standard model (i.e., without random
oracles); (ii) the first Sp scheme built without using bilinear pairings; and (iii) the first Sp based
on “general assumptions” (e.g. on the sole assumption of the existence of one-way functions),
answering the main foundational question with regard to these primitives. Our results therefore
implicitly resolve many “open problems” in the area of identity-based signatures with additional
properties.

GENERIC CONSTRUCTIONS. For some properties P the construction of the scheme Sp is the
same as in [ and a formal security statement can be proved following basically verbatim the
proofs given in [9]. But as the limitations of the generic approach indicate, this approach does
not work in a black-box way for every possible property . For some special properties the
certificate-based generic construction sketched above has to be (non-trivially) adapted to fit the
specific nature of the signature scheme. This is in particular the case for blind signatures and
hence in this case we will lay out our construction in complete detail.

LiMITATIONS. On the other hand the generic way of constructing identity-based signatures with
additional properties is not sound for every property. In particular, it does not seem to be
applicable when, in the PKI-based scheme sp, an additional public key different from that of
the signer has to be used in the protocol. This includes ring, designated verifier, confirmer,
nominative or chameleon signatures. For these kinds of signatures, therefore, it makes more
sense to consider specific constructions in the identity-based framework.

DiscussioN. We think that in some cases the constructions of identity-based signatures with
additional properties implied by our results are at least as efficient as most of the schemes known

'We stress that the length of our implied aggregated identity-based signatures is still depending linearly on
the number of different signers (optimally it is constant) and therefore our results concerning AS are not optimal.



before. However, because of the huge number of cases to be considered, we decided not to include
a detailed efficiency analysis of our generic constructions. Note that, in order to analyze the
efficiency of a particular identity-based scheme resulting from our construction, we should first fix
the framework: whether we admit the random oracle model, whether we allow the use of bilinear
pairings, etc. Then we should take the most efficient suitable PKI-based signature scheme and
measure the efficiency of the resulting identity-based signature. Our point is rather that this
comparison should be up to the authors proposing new specific schemes: the schemes (explicitly
and implicitly) implied by our generic approach should be used as benchmarks relative to which
both existing and new practical schemes measure their novelty and efficiency.

We stress that we do not claim the completely novelty of our generic approaches to construct
identity-based signatures with additional properties. Similar to [9] we rather think that most of
these constructions can be considered as folklore and are known by many researchers. However,
the immense number of existing articles neglecting these constructions was our initial motivation
for writing this paper. We think that our results may also help better understanding IBS. To
obtain a practical IBS with some additional properties the “standard method” in most articles
is to start from a standard IBS and try to “add in” the desired additional property. Our results
propose that one should rather start from a standard signature scheme with the additional
property and try to make it identity-based. We hope that the latter approach may be used to
obtain more efficient practical schemes.

1.2 Organization of the Paper

In Section Pl we recall the basic definitions (protocols and security requirements) about signature
schemes, in both the PKI-based and the identity-based frameworks. We recall the generic
construction of identity-based signatures of [9] in Section Bl Then we present our main results in
Section Bt we list those additional properties P which can be preserved by a generic construction
of identity-based signatures and present the transformations. We also discuss why this approach
does not seem to work for other additional properties. As a representative example, we give in
Section [l the details concerning the (identity-based) blind signature case, including the generic
construction, security analysis, and a specific (and very efficient) realization. Finally, some
concluding remarks are given in Section [

2 Digital Signatures

In this section we recall the well-known syntax and definition of standard (PKI-based) and
identity-based signature schemes. We make the convention that everything related to standard
signatures is written in lower-case, whereas for everything related to identity-based signatures
we use upper-case.

We introduce some notation to be used throughout this paper. If x is a string, then |z|
denotes its length, while if S is a set then |S| denotes its size. If k& € N then 1* denotes the
string of k ones. If S is a set then s &S denotes the operation of picking an element s of
S uniformly at random. We write A(z,y,...) to indicate that A is an algorithm with inputs
x,y,...and by z & A(z,y,...) we denote the operation of running A with inputs (z,y,...) and
letting z be the output. With PPT we denote probabilistic polynomial time.



2.1 Standard Signatures

A standard signature [B6] (SS) scheme is defined as a tuple of PPT algorithms s = (kg, sign,
vfy). The first two may be randomized but the last is not. The key generation algorithm kg,
on input 1¥, generates a key pair (pk, sk). The signer creates a signature on a message m via
sig & sign(sk, m), and the verifier can check the validity of a signature by testing whether
vfy(pk, m, sig) = 1. Correctness requires that vfy(pk, m,sign(sk, m)) = 1 with probability one
for all m € {0,1}* whenever the keys (pk, sk) are generated as indicated above.

For security we consider the notion of unforgeability under chosen-message attacks [36], which
is defined through an experiment with a forger F, parameterized with the security parameter k.
The experiment begins with the generation of a fresh key pair (pk, sk) & kg(1%). The forger F
is run on input the public key pk, and has access to a signing oracle:

e sign(-): On input m € {0,1}*, this oracle returns a signature sig < sign(sk, m).

At the end of its execution, the forger outputs a message m* and a forged signature sig*. We
say that F wins the game if sig* is a valid forgery of message m* (i.e., if 1 « vfy(pk, m*, sig*))
and if m* # m for all the messages m for which F queried the signature, during the attack. We
define the advantage of such a forger F as Adv?’),ﬁge(k:) = Pr[F succeeds]. A SS scheme is called
secure if the advantage of any PPT forger F is a negligible function in k.

For the notion of strong unforgeability under chosen-message attacks we relax the second
condition such that we require (m*, sig*) # (m, sig) for all the tuples (m, sig) that F has obtained
during the attack. Again, a scheme is called strongly secure if the respective advantage is a
negligible function in k, for any PPT forger F.

2.2 Identity-Based Signatures

An identity-based signature (IBS) scheme is a tuple of PPT algorithms § = (KG, EXT,SIGN,
VFY). The first three may be randomized but the last is not. The trusted key distribution
center runs the key-generation algorithm KG on input 1* to obtain a master public and secret
key pair (PK, SK). To generate a user secret key USK[id] for the user with identity id € {0, 1}*,
it runs the key derivation algorithm EXT on input SK and id. The user secret key is assumed
to be securely communicated to the user in question. On input USK[id] and a message m, the
signing algorithm SIGN returns a signature SIG of m. On input PK, id, m, and a signature SIG,
the verification algorithm VFY returns 1 if SIG is valid for id and m, and returns 0 otherwise.
Correctness requires that VFY(PK,id, m,SIGN(USK [id], m)) = 1 with probability one for all
k € Nand id, m € {0,1}* whenever the keys PK, SK, USK [id] are generated as indicated above.

For security we consider the notion of existential unforgeability under chosen-message and
chosen-identity attacks [B5], which is defined through an experiment with a forger F, parame-
terized with the security parameter k. The experiment begins with the generation of a fresh
master key pair (PK, SK) & KG(1*). The forger F is run on input the master public key PK,
and has access to the following oracles:

e EXT(-): On input identity id € {0, 1}*, this oracle first checks if it has already established
a user secret key USKid] for id. If so it returns this same user secret key; otherwise, it

returns a fresh user secret key USK|[id] < EXT(SK,id).

e SIGN(-,-): On input identity id € {0,1}* and message m € {0,1}*, this oracle returns a
signature SIG < SIGN(USK[id], m) where USK]|id] is computed using the above oracle
EXT(.).



Algorithm KG(1*) Algorithm EXT(SK, id)

(SK, PK) Bl kg(lk) (pk, sk) = kg/(lk)
’ s .
Return (SK, PK) cert < sign(SK , id || pk)
Return USK[id] < (cert, pk, sk)

Algorithm SIGN(id, USK [id],m) | Agorithm VEY(PK, id, m, SIG)
Parse (cert, pk, sk) «— USK|id] Parse (cert?pk, sig) « SIG
If vfy(PK,id || pk, cert) = 0 then return 0
If vfy'(pk,m, sig) = 0 then return 0
Else return 1.

s Ly
sig < sign’(sk,m)
Return SIG = (cert, pk, sig)

Figure 1: Generic transformation SS-2-IBS from standard signatures to identity-based signa-
tures.

At the end of its execution, the forger outputs an identity id*, a message m* and a forged
signature SIG*. The forger is said to win the game if VFY(PK,id*, m*, SIG*) = 1 and F never
queried EXT(id*) or SIGN(id*, m*). The advantage Advf;nge(k:) is defined as the probability
that F wins the game, and S is said to be secure if this advantage is negligible in k for any PPT
forger F.

3 Generic Construction of Identity-based Signatures

In this section we first outline the generic transformation [57, @ from two standard signature
schemes s, s’ into an identity-based signature scheme S. Subsequently we study the question
whether, for different types of signature schemes sp with additional properties P, we have a
(similar) generic transformation that combines s with sp to obtain Sp, where Sp is an identity-
based signature scheme with the same additional property as sp.

Let s = (kg,sign,vfy) and s = (kg’,sign’,vfy’) be two (possibly equal) standard signature
schemes. We build § = (KG, EXT,SIGN, VFY) = SS-2-IBS(s, s) as given in Figure [

Bellare, Namprempre, and Neven [9] prove the following result:

Theorem 3.1 If s and s’ are both secure standard signature schemes then § = SS-2-IBS(s, s’)
is a secure identity-based signature scheme.

Let sp be a standard signature scheme with the property . We extend the above con-
struction to an IBS with additional properties Sp in a straightforward way: as with sign-
ing/verification, all functionality provided by sp is “lifted” to the identity-based case. That
means that (analog to SIGN and VFY) any protocol additionally provided by sp is executed
using the corresponding secret/public key pair (sk, pk) contained in USK[id]. We will refer to
the latter construction as the “generic construction of identity-based signatures with additional
properties” or simply “generic construction”.

4 Generic Construction of Identity-Based Signatures with Ad-
ditional Properties

In this section we will demonstrate that the generic construction and variants of it can in-
deed be used for many signatures schemes with additional properties: proxy signatures (PS);
(partially) blind signatures (BS); verifiable encrypted signatures (VES); undeniable signatures



Signature type Existence of identity-based signature schemes with additional properties
at all (formal proof)? w/o random oracles? w/o pairings? general assumptions?

VES $&1 n * * *
BS {2 */ K2 *? * *
US @3 * * * —
FSS * * * *
SKIS A * * * *
PS I * * * *
00S {1 * * * *
TS IR * * * *
ASe 1 * — — -

“against concurrent adversaries.
brecent result, [53].
‘no interaction among the signers, signature length < O(#signers).

Table 1: A summary of the practical implications of our results. Here “x” means that a scheme
was known before, a “¥%” means that our construction gives the first such scheme, and a “—”
means that no such scheme is known.

(US); forward-secure signatures (FSS); strongly key insulated signatures (SKIS); online/offline
signatures (OOS); threshold signatures (TS); and aggregate signatures (AS). Since for most
properties the generic construction can be applied without many difficulties (maybe excepting
undeniable, blind and aggregate signatures), we decided to present our results in a rather infor-
mal way. However, as a representative example we will provide a full formal treatment of the
generic construction of identity-based blind signatures in Section Bl We stress that we can treat
the rest of our results at the same level of formality.

In Table [[l we summarize the practical impact of our results, i.e., we show what types Sp of
new identity-based signature schemes are implied by our general constructions.

4.1 Verifiably Encrypted Signatures

VES schemes enable a user Alice to create a signature encrypted using an adjudicator’s public
key (the VES signature), so that it can be publicly verified whether the encrypted signature is
valid. The adjudicator is a trusted third party, who can reveal the standard signature when
needed. VES schemes provide an efficient way to enable fairness in many practical applications
such as contract signing.

An efficient VES scheme in the random oracle model based on pairings was given in [I7],
while the scheme in 9] is secure in the standard model. It was further noted in E9] that VES
schemes can be constructed on general assumptions such as trapdoor one-way permutations.

Identity-based verifiably encrypted signature (IB-VES) schemes were introduced in [37],
where also a concrete security model was proposed. In contrast to [B7], here we only consider a
weaker (but still reasonable) model where the adjudicator has a fixed public key apk, i.e., it is
not identity-based.

Compared to a standard signature scheme s, a VES scheme syrg = (kgqizg, Signoirs, VY pirs,
asignyirs, avfy girg, adjgirg) has three additional algorithms: VES signing asigngu and verifica-
tion avfygug (both with respect to an adjudicator’s public key apk), and adjudication adjq;.
Here the adjudication algorithm adjqi¢ inputs an adjudicator’s secret key ask and transforms a
VES signature into a standard signature. For our generic construction of an identity-based
VES scheme Sqrs = (KGayirg, EXTgirg, SIGNgizg, VFY girg, ASIGN g, AVFY g, ADJ irg), the



Algorithm ASIGN s (apk, id, USK[id],m) | Algorithm AVFY yuys(PK ,id, m, SIG ys)

Parse (cert, pk, sk) < USK[id] Parse (cert, pk, sigyrg) «— SIG yrs
i qirg & asignqizg(apk, sk, m) If vfy(PK ,id || pk, cert) = 0 then return 0
Return SIG gy = (cert, pk, sigoyrs) If avfy iz (pk, apk, m, sig4rs) = 0 then return 0

Else return 1.

Algorithm ADJquzg(ask, id, SIG yy)
Parse (cert, pk, sigyrs) < SIG 4ixg
sig & adjqizg(ask, sig g, m)
Return SIG = (cert, pk, sig)

Figure 2: Generic construction of identity-based VES.

first four algorithms are the same as in Figure [l Only KGgug aditionally generates the ad-
judicator key-pair (ask,apk). VES signing and verification algorithms can be lifted to the
identity-based case in the same way as in the generic construction, i.e., in the IB-VES signing
protocol ASIGN ¢ one replaces sig with its VES counterpart sigqu g obtained by running the
VES signing algorithm asigngu-s on sk, m, and the adjudicator’s public key apk. IB-VES verifi-
cation AVFY g first checks the certificate and then the VES signature using the standard VES
verification algorithm avfyqus. Details can be found in Figure I We remark that since we only
consider a standard (non identity-based) adjudicator there is no need to make the adjudication
process “identity-based”. We can prove the following theorem:

Theorem 4.1 If 5 is a secure standard signature scheme and sy is a secure verifiably en-
crypted signature scheme then the generic construction gives a secure identity-based verifiably
encrypted signature scheme Squ.

A pairing-based IB-VES scheme secure in the random oracle model was given in [37]. We note
that the IB-VES scheme from [24] does not have a formal security proof. Using our generic
construction we get an IB-VES scheme, in the standard model, based on any trapdoor one-way
function [49]; a more efficient scheme, in the random oracle model, can be obtained by using the
construction in [I7].

4.2 (Partially) Blind Signatures

In blind signature (BS) schemes [21] a user can ask a signer to blindly sign a (secret) message
m. At the end of the (interactive) signing process, the user obtains a valid signature on m, but
the signer has no information about the message he has just signed. A formal security model
of blind signatures was introduced in [#2, 54]. Partially blind signature schemes are a variation
of this concept, where the signer can include some common information in the blind signature,
under some agreement with the final receiver of the signature. This concept was introduced in
[2] and the security of such schemes was formalized in [3].

The first identity-based blind signature (IB-BS) schemes were proposed in [65), 64]. They
employ bilinear pairings, but their security is not formally analyzed. Subsequent schemes were
proposed in [26] but security is only provided in a weaker model (i.e., against sequential ad-
versaries). The only IB-BS schemes with provable security in the strongest security model are
the one in [61] (random oracle model) and the one in [53] (standard model), both using bilinear
pairings. We take the case of blind signatures to exemplify, in detail, how our generic construc-
tion of identity-based signature schemes with additional properties works: in Section Bl we give
all necessary formal definitions, our generic construction, and a formal security analysis. The



case of partially blind signatures can be analyzed in a very similar way. Summing up, and quite
informally, we will obtain the following general result (see Section H for the details).

Theorem 4.2 If s is a strongly secure standard signature scheme and sp is a secure (partially)
blind signature scheme then a secure identity-based (partially) blind signature scheme Sp can
be constructed.

Here the IB-BS scheme inherits the security properties of the BS scheme — if BS is secure against
concurrent adversaries so is IB-BS. In particular, we obtain new IB-BS schemes provably secure
against concurrent adversaries in the standard model (by using the results from [T9, B2, B2]); we
obtain IB-BS schemes which do not employ bilinear pairings [I0] and we obtain IB-BS schemes
from any one-way trapdoor permutation [42, B2]. Furthermore, as we will show in Section BT
our generic construction, when instatiated with the Boneh-Lynn-Shacham signature scheme [I§]
and Boldyreva’s BS scheme [I3], leads to a very practical IB-BS scheme, in the random oracle
model.

4.3 Undeniable Signatures

In undeniable signature schemes [23] (US), it is not possible to check the validity or invalidity of
a signature without interacting with the signer. Undeniable signatures are used in applications
where signed documents carry some private information about the signer and thus it is desirable
to limit the ability of verification, to protect the privacy of the signer.

Following [28], an undeniable signature scheme sz consists of five algorithms s¢;5 = (kgqs,
signgg, confqs, disaves, simgs), where confqg and disavy are the confirmation and disavowal
protocols respectively, both being interactive algorithms run between a prover and a verifier.
The inputs of the verifiers in both confg¢;s and disave;s protocols are a message m, an alleged
signature sig and a public key pk, while the input for the provers is the secret key sk. If
confqs(sk, (pk, sig,m)) = 1, then the pair (m, sig) is valid; if disavq(sk, (m, sig, pk)) = 1, then
the pair (m, sig) is invalid. The role and syntax of the algorithm sim¢;s are explained below.

The basic security properties are (standard) unforgeability, non-transferability and simulata-
bility. By non-transferability it is meant that no adversary should be able to convince any third
party of the validity /invalidity of a given message/signature pair after having run the confirma-
tion and disavowal protocols with the legitimate signer. Intuitively, this is captured by requiring
the confirmation and disavowal protocols to be “zero-knowledge,” so that no information is
leaked beyond validity/invalidity. Simulatability is aimed at ensuring that signatures (repre-
sented as binary strings) can not be recognized by an attacker as such (i.e., distinguished from
a uniform string). More formally, this property is fulfilled if there exists a simulator algorithm
simg¢;s, which on input a public key and a message, outputs a simulated signature sig. This
signature should look like a “real undeniable signature” to anyone who only knows public infor-
mation and has access to confirmation/disavowal oracles. An additional security property for
US schemes is that of anonymity. Roughly speaking, a scheme sq¢;5 is said to be anonymous [33]
if for two randomly generated key pairs (pkg, sko), (pk, sk1) and a message m, it is infeasible to
distinguish the two distributions signg;s(sko,m) and signg;s(ski,m).

Extending the previous definition to the identity-based setting, an identity-based undeniable
signature (IB-US) scheme consists of a tuple of six algorithms S¢s = (KGqs, EXT s, SIGN¢s,
CONF 5, DISAV ¢;5, SIM¢;5), where CONF¢;s and DISAV¢; are interactive algorithms run be-
tween a prover P and a verifier V. The generic construction of IB-US is as follows. Algorithms
KGqs and EXTqs are as in Figure [l and algorithms SIGN ¢ and SIM¢s are depicted in Figure
Bl It remains to describe CONF¢;s and DISAV . The interactive algorithm CONF ¢ works as
follows. The prover, on input (USK[id], (id, SIG¢s,m)) first parses (cert, pk,sk) «— USKid]



Algorithm SIGN¢;s(USK [id], m)) | Algorithm SIMg;s(PK, id,m)
Parse (cert, pk, sk) < USKid] (pk!, sk') & kg s (1F)
519 q15 & signgs(sk,m) Return simqs(pk’, m)
Return SIG ¢;5 = sigqs

Figure 3: Generic construction of identity-based US.

and sends (cert, pk) to the verifier. The verifier, on input (id, SIG ¢;5,m), receives (cert, pk) and
checks the validity of the certificate by running vfy(PK,id || pk, cert). If it is correct, prover
and verifier execute the interactive protocol confq¢;s. The construction of DISAV ¢ is exactly the
same, with the difference that, in the last step, prover and verifier run the protocol disavgs.

The basic security properties for an IB-US (unforgeability, non-transferability and simulata-
bility), are defined by suitably adapting the standard US security notions to the identity-based
scenario. In particular, the identity-based simulatability property is defined in terms of the exis-
tence of an additional simulation algorithm SIM¢;s. On input the public system parameters PK,
an identity id and a message m, SIM¢;s(PK ,id, m) outputs a simulated identity-based signature
SIG, which is indistinguishable from a real identity-based signature for someone having access
to confirmation/disavowal oracles for the identity id.

In contrast to the generic construction from Figure [[, we construct an identity-based unde-
niable signature as SIG & signgs(sk,m), i.e., certificate cert and pk are not included. Instead,
in the interactive identity-based confirmation and disavowal protocols, the signer sends his cer-
tificate cert and the public key pk to the verifier, who can then verify the link between SIG
and id || pk. Then prover (using sk) and verifier (using pk) execute the standard US confirma-
tion/disavowal protocol. It is easy to see that a generic construction that would include cert and
pk in the signature would not be simulatable. Would this have been the case, the identity-based
signature simulator should simulate the certificate cert based on the master public-key only,
which is infeasible since the signature scheme s is assumed to be unforgeable.

Note that we define the output of SIMes(PK,id,m) as simgs(pk’,m), where (pk', sk') <
kggs(1%) is a fresh key pair generated by the simulator. The simulator SIM¢;s(PK, id, m) does
not input the user secret key USKid], and therefore the public key pk assigned to id is infor-
mation theoretically hidden from the simulator’s view. In contrast, an adversary may learn this
public key pk by running the confirmation/disavowal protocol. It turns out that to ensure that
our generic IB-US construction satisfies the simulatability property it is sufficient to require the
scheme US to be anonymous in the sense of [33]. More formally, we can prove the following
theorem:

Theorem 4.3 If s is a secure standard signature scheme and sq¢;5 is a secure anonymous undeni-
able signature scheme then S¢;5 as outlined above is a secure identity-based undeniable signature
scheme.

To the best of our knowledge, only one IB-US scheme has been previously presented in [E§].
This scheme uses bilinear pairings and it is proved secure in the random oracle model. We
stress that the security model in E8] seems to be incomplete, as the authors do not consider
simulatability.

In B3], an anonymous US scheme based on the RSA primitive was proposed (the security
proof uses the random oracle model). A different anonymous US scheme, whose security is
proved in the standard model, can be found in [6]; it does not employ bilinear pairings, but
the disavowal protocol is quite inefficient. Using these anonymous US schemes [33, B6], we can
obtain secure IB-US schemes without bilinear pairings either in the random oracle model or in
the standard model.



Algorithm EXT z5(SK, id) Algorithm SIGNgss(m, ¢, USK id];)
$ i Parse (cert, pk, sk;) «— USKid];
(o, 850) = e (l) (sig 55, 1) < signags(m, t, sky)
cort = sign(SK . id || pk) Retgﬁl’ SIG :T?cer; ’pk tsig t)
Return USK|id]y < (cert, pk, sko) VAS) » PRy 9P FSS

: , Algorithm VFY ¢55(PK, id,m, SIG ¢s5)
Al%’(;?steh I(I::egf DZSSSIE;Ungd](Z?I)(“ d] Parse (cert, pk, sig g5, t) < SIG gs5
e o If vfy(PK,id || pk, cert) = 0 then return 0

shy & upd g5 (ski—1) If v k,m, si t) = 0 then return 0
Return USK [id]; = (cert, pk, ski) Elseygzju(fn 71 $9755:)

Figure 4: Generic construction of identity-based FSS.

4.4 Forward-Secure Signatures

In a forward-secure signature (FSS) scheme the verification key remains fixed but the signing
key is updated at regular intervals, in such a way that compromise of the signing key at a certain
time period does not allow to forge signatures pertaining to any previous period.

A forward-secure signature scheme sgss = (kgggs, updygs, signggs, vy 455) has four algo-
rithms. The key generation algorithm kgggs outputs a public key pk and an initial secret

key skg. For each time period t =1,...,T, the update protocol sk, & upd z¢(sks—1) produces a
new secret key from the previous one. The protocols for signature and verification must include
as input/output the time period where the signature has been computed. FSS schemes were
introduced in [§], in order to mitigate the damage caused by key exposure without requiring
redistribution of keys. Shortly after their introduction, a construction of FSS schemes from any
signature scheme was proposed in [4]. In particular, this result implies that FSS schemes can
be obtained from any one-way function.

To the best of our knowledge, the concept of identity-based forward-secure signature (IB-
FSS) schemes has not been previously considered in the literature. In a IB-FSS scheme, the
identity id of the signer remains fixed, while the signing key for the ¢-th time interval, USK[id];,
is updated. The initial signing key USK[id]y is delivered to the user by the master entity, while
the signing keys for the subsequent periods are generated by the user itself. Notice that this
approach favorably compares with the usual way to defend against key exposure in identity-based
cryptography, in which the master entity issues new private keys USKTid || t] to the user with
identity ¢d at every time period t. The latter approach heavily relies on the master entity and
increases the (costly) communication between the entity and the users. Our generic construction
allows us to obtain an identity-based forward secure signature scheme Sggs = (KG s, , EXT 45,
UPDgizg, SIGN 555, VFY gi5), starting from a standard signature scheme s = (kg, sign, vfy) and a
standard forward secure signature scheme sggs. The protocol KGggs is exactly the same as in
Figure [, resulting in a pair of keys (SK, PK) for the master entity. The other protocols are
described in Figure H

Theorem 4.4 If s is a secure standard signature scheme and sggs is a secure forward-secure
signature scheme then the generic construction gives a secure identity-based forward-secure
signature scheme Sggs.

As a consequence of this theorem, IB-FSS schemes can be constructed from any one-way
function [A4].
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4.5 (Strongly) Key Insulated Signatures

The concept of (strongly) key insulated signatures (SKIS) was introduced in [30] and is quite
similar to the concept of FSS. The main difference is that the update protocol is jointly executed
by the user (signer) and an external entity (helper); in this way, compromise of the signing key
at a certain time period t* does not allow now to forge signatures pertaining to any other
period t # t*. We can easily adapt the generic construction of identity-based FSS that we have
described in the previous section and we obtain a generic construction of identity-based SKIS.

SKIS signatures can be built from any one-way function [B0], which implies that our generic
construction yields identity-based SKIS schemes from any one-way function. Previously, identity-
based SKIS using bilinear pairings and random oracles have been proposed in [66], B9].

4.6 Proxy Signatures

In proxy signature (PS) schemes, an original signer A delegates its signing capabilities to a proxy
signer B, in such a way that B can sign (some specified set of) messages on behalf of A. The
recipient of the final message verifies at the same time that B computed the signature and that
A had delegated its signing capabilities to B.

The concept of proxy signatures was introduced in [5I]. The first formal analysis of the
security of standard proxy signatures was done in [I2], where it was shown that a secure proxy
signature scheme can be constructed from any secure digital signature scheme (and therefore,
in particular, from any one-way function). The first identity-based proxy signature (IB-PS)
schemes appeared in [64], but they lacked of a formal security analysis, since the first formal
security model for IB-PS (which was adapted from the one in [T2]) came later, in [62].

A proxy signature scheme sps = (kgpg, Signaps, iy, delegps, p-kg s, P.signpg, p-vfypg) has
four additional algorithms, when compared with a standard signature scheme s: PS delegation,
deleg g, is run by the original signer A, taking as input his secret key sk 4, a warrant w indicating
the general terms of the delegation, and the public key (or identity) of the proxy signer B; PS
proxy key generation, p.kggpg, is run by the proxy signer, taking as input his secret key skp and
the output of the delegation algorithm delegyg, and obtaining a proxy secret key psk as output;

the proxy signing protocol, sigps & p.signpg(m, psk), executed by the proxy signer, and the

proxy verification protocol, 1 or 0 & p.Vfypg(m, sigpg, Pk 4, Pk g, w), complete the picture.

Our generic construction of an identity-based proxy signature (IB-PS) scheme Sps = (KGags,
EXTgs, SIGNgg, VFY g, DELEGpg, P.KGgps, P.SIGN s, P.VFY pg) from any standard PS scheme
works in general, provided the public key of the proxy signer B is not strictly needed in the
delegation phase of the underlying standard PS scheme. This is usually the case, because the
public key is only used as an identifier of the proxy, and hence pkp can be replaced with idp.
The first four algorithms are the same as in Figure [l (note that protocol EXT ps is run for both
the original id 4 and the proxy id g signers). The final identity-based proxy signature will include
the proxy signature resulting from PS, along with the certificates on the messages pk 4 || id 4 and
pk || idp, signed by the master entity. Details can be found in Figure

Summing up, we obtain the following result.

Theorem 4.5 If s is a secure standard signature scheme and sps is a secure proxy signature
scheme then the generic construction gives a secure identity-based proxy signature scheme Spg.

All the previous proposals of IB-PS schemes employ bilinear pairings, and their security is
proved in the random oracle model. With our generic construction, applied to the schemes in [12],
we can easily obtain IB-PS schemes which do not employ bilinear pairings and whose security
is proved in the standard model, as well as IB-PS schemes based on any one-way function.
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Algorithm P.SIGNgs(m, PSK)
Parse (w, psk, certp, pk g, cert 4, pk 4) — PSK
If m does not satisfy w then fail

Algorithm DELEGgs(id 4, USK [id 4], w, idB)
Parse (certa, pk 4, ska) < USK|id 4]
del,, & delegyps(ska,w, idp) us & psignac(m. psk)
Return DEL = (id a, cert 4, pk 4,w, del,, >tges < P-SIgNes M, S

v (ida, certa, pha,w, del.,) Return SIGps = (certp, pkg, cert a, pk 4, i9ps)

Algorithm P.KGgs(USK [idg], DEL) . L
Parse (id 4, cert 4, pk 4,w, del,) — DEL Algorithm P.VFY p¢(PK, id 4, de?w,m, SIG ps)
If vfy(PK,id A || pk 4, cert 4) = 0 then fail Parse (certp, php, certa, pka, sigpg) — SIGus
Parse (cert g, ph, skp) — USK[idg] If vfy(PK ,id 4 || pk 4, cert 4) = 0 then return 0

$ B If viy(PK ,idp || pk g, cert g) = 0 then return 0

psk — p.kgps(sk B, dely,)

If p.vf m, sigpc, Pk 4, Pk g,w) = 0 then return 0
Return PSK = (w, psk, certp, pk g, cert 4, pk 4) Else erér(n 1 9rs: Pk, Pk, w)

Figure 5: Generic construction of identity-based PS.

4.7 Online/Offline Signatures

In online/offline signatures the signing algorithm is split into two phases: the offline phase
and the online phase. The idea is to shift the major computational overhead to the offline
phase, which does not need as input(s) the message(s) to be signed in the future, whereas the
online phase requires only a very low computational overhead. Online/offline signatures were
introduced in [31], were the authors presented a general method for converting any signature
scheme into an online/offline signature scheme. This method was later improved, in [58].

The generic construction of identity-based signatures can be directly applied to the case of
online/offline signatures, by splitting the corresponding signing protocol into two phases. We
therefore omit the explicit description of the protocols in this case.

Theorem 4.6 If s is a secure standard signature scheme and spp is a secure online/offline
signature scheme then the generic construction gives a secure online/offline signature scheme

Soo-

We are only aware of one identity-based online/offline signature scheme [G3] in the literature,
which is secure in the random oracle model and uses bilinear pairings. Applying the known
generic construction [31), B8] to our construction results in identity-based online/offline signature
schemes based on one-way functions. A more efficient scheme can be obtained by using, e.g.,
the pairing-based online/offline signature scheme from [I5].

4.8 Threshold Signatures

Threshold signatures (TS) are used whenever the ability to sign must be decentralized. The idea
is to share the signing power among a number of different players, in such a way that signing is
possible only when a large enough number of honest players cooperate together.

A threshold signature scheme sy = (tkgqs, part.signgg, combgs, vfysg) has four algorithms:
the threshold key generation algorithm, tkggs, takes as input a set of players P and a thresh-
old ¢, and outputs a single public key pk and a secret share sk; for each player P; € P.
To jointly sign a message m, each player P; in some subset A C P executes the proto-
col sig%) & part.signgg(m, sk;), obtaining a partial signature sz'g%). After that, if |A| > ¢,
the combining algorithm sigq & combTS({sz’g%) }pjea) can be executed to obtain a stan-
dard signature sigqs which can finally be verified with the standard verification algorithm

12



Algorithm PART.SIGNg(m, USK [id];)

Algorithm TKGgg(Pja, t, SK
goritim 75 (Pid ) Parse (cert, pk, skj) «— USK|[id];

(pk, {skj}pep,) < thgas(Pig,t) () s .

cert < sign(SK , id || pk) Mz par'zs)lgn@(m, <*3) . ()

For cach P; € Py : Return SIG ;¢ = (cert, pk, sig.)
Return USK[id]; < (cert, pk, sk;) '

Algorithm COMBus({SIGY)} pye)
If |A| <t then fail

Parse (cert, pk, sz’g%)) — SIG%), for each P; € A

Sig s & combrfS({sz’g(Ijg)}PjeA)
Return SIG 45 = (cert, pk, sigq)

Figure 6: Generic construction of identity-based TS.

lor0 & vfygs(m, siggs, pk). A non-interactive threshold signature scheme in the standard
model and without pairings has been recently proposed in [27]. Here non-interactivity means
that each player can individually compute his partial signature, without interacting with the
other players.

Identity-based threshold signatures (IB-T'S) were introduced in [6], to be used in a context
where the signing key USK[id] is shared by a collective P;4 of signers with a common identity
id (for example, the name of a company). These users will hold secret shares USK[id]; of the
signing key, and they will be able to use them to compute partial signatures SIG %) of a message.
A sufficiently large fraction of such correct partial signatures can be combined to obtain a full

signature SIG 5. More IB-TS schemes have been proposed in [25].

Here we show how to use our generic construction to obtain an identity-based threshold
signature (IB-TS) scheme Sz5 = (KGgg, TKGgg, PART.SIGNzs, COMB4g, VFY 75) starting from
any standard signature scheme s = (kg,sign,vfy) and a standard threshold signature scheme
szs as described above. The protocols KGgg and VFY g5 work exactly as in Figure [l After
executing KGgg, the master entity holds a pair of keys (SK, PK). The rest of protocols of Sq
are described in Figure B

Note that, if the signing phase of the standard threshold signature scheme ‘2§ is non-
interactive, we obtain a non-interactive identity-based threshold signature scheme (comparable
to that in [6]). Furthermore, if scheme Z§ has mechanisms to achieve robustness (i.e. to detect
incorrect partial signatures coming from dishonest players), then such mechanisms can be easily
included in our construction of the scheme Sos.

Theorem 4.7 If s is a secure standard signature scheme and sp is a secure threshold signature
scheme then the generic construction gives a secure identity-based threshold signature scheme

Sp.

As a consequence of this theorem and the work [27], fairly efficient IB-T'S schemes can
be obtained from RSA or discrete-log based signatures, without resorting to random oracles.
A generic construction of (non-efficient) threshold signature schemes from standard signature
schemes can be obtained by slightly modifying the generic construction of threshold encryption
schemes from standard public key encryption schemes proposed in [29]. This fact, together with
our theorem, shows that IB-TS schemes can be built out of any one-way function.
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4.9 Aggregate Signatures

The idea of an aggregate signature (AS) scheme is to combine n signatures on n different
messages, signed by n (possibly different) signers, in order to obtain a single aggregate signature
which provides the same certainty than the n initial signatures. Besides the three algorithms
that form a standard signature scheme, an aggregate signature scheme sgs = (kg s, sign 45, vfy 45,
aggreg 45, agvfy 45) contains two additional protocols: the aggregation protocol, aggreg 4, takes
as input n tuples {(pk;, mi, sig;) }1<i<n and outputs an aggregate signature sig 55; the aggregate
verification protocol, agvfy 45, takes as input an aggregate signature sig 45, along with n pairs
{(pk;, m;)}1<i<n and outputs 1 if the aggregate signature is valid, 0 otherwise.

The main goal in the design of such protocols is that the length of sig 45 is constant, inde-
pendent of the number of messages and signers. Of course, to check correctness of an aggregate
signature, the verifier will also need the messages m; and the public keys pk;, but this is not
taken into account when considering the length of sig 45.

The idea of aggregate signatures was introduced in [I7], where a scheme with constant-length
aggregate signatures was presented and analyzed, based on the signature scheme of [I8]. In the
identity-based framework, the only proposal which achieves constant-length aggregation is that
of [34]; however, this scheme only works in a more restrictive scenario where some interaction
or sequentiality is needed among the signers of the messages which will be aggregated later (in
the same direction as [B0), 9], for the PKI-based scenario). With respect to strict aggregate
signatures (without any kind of interaction among the signers) in the identity-based setting, the
most efficient proposal is that in [38], which does not achieve constant-length aggregation: the
length of the aggregate signature does not depend on the number of signed messages, but on
the number of different signers.

We can achieve exactly the same level of partial aggregation by using our generic con-
struction. We start from any standard AS scheme sg5 (assumed to produce constant-length
aggregate signatures) and obtain an identity-based aggregate signature scheme Sz5 = (KGggs,
EXT 45, SIGN g5, VFY g5, AGGREG 45, AG.VFY z5). Again, the first four algorithms are the same
as in Figure [ replacing s’ with the protocols kg g, sign 45, vfy 45 of the inherent AS scheme s45.
In an identity-based aggregate signature SIG 45, besides the standard aggregate signature sig 45,
we will have to include the pairs (cert;, pk;) for all the signers id;. If the standard signature
scheme s, which is used to generate the signatures cert;, admits constant-length aggregation
(for example, if s = s45), then all the cert; can be aggregated into a single cert. But the public
keys cannot be aggregated; this is why the length of the identity-based aggregate signature will
depend on the number of different signers (and not on the number of signed messages), as it
happens in the scheme of [BY]. Details of the generic construction of identity-based aggregate
signatures can be found in Figure [

Summing up, we obtain the following result.

Theorem 4.8 If 5 is a secure standard signature scheme and sg5 is a secure aggregate signature
scheme then the generic construction gives a secure identity-based aggregate signature scheme
Sas, where the length of an aggregate signature depends on the number of different signers.

There is only a PKI-based aggregate signature scheme which requires no interaction at all
among the signers and produces constant-length signatures, the one in [I7], which employs
bilinear pairings and is proved secure in the random oracle model. For this reason, our generic
construction of IB-AS schemes does not bring new results to Table[l} we achieve the same level as
the scheme in [38]. However, any future progress in the area of aggregate signatures for the PKI-
based scenario would directly imply new results on IB-AS, via our generic transformation. On
the other hand, the generic transformation cannot lead to a solution which achieves completely
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Algorithm AGGREG g5 ({(id;, mi, SIG;) }1<i<n)
Parse (cert;, pk;, sig;) < SIG;, for each i
If vy(PK, id; || pk;, cert;) = 0, for some 4, then fail

sig.2s < aggregas({(pk;, mi, sig;) h<i<n)

cert & aggreg q5({(PK , id; || pk;, cert;)}1<i<n)
Return SIG g5 = (sig 45, cert, {pki }1<i<n)

Algorithm AG.VFY 45(SIG g5, {(id;, m;i) }1<i<n)
Parse (sig g5, cert, {pkiti1<i<n) < SIG 75
If agvfy 45(cert, {(PK, id; || pk;)}1<i<n) = O then return 0
If agvfy 45(sig 45, {(pk;, m;) }1<i<n) = O then return 0
Else return 1.

Figure 7: Generic construction of identity-based AS.

constant-length signatures: this length will always depend on the number of different signers.
Therefore, an optimal solution to the problem of identity-based aggregate signatures will have
to be based on a different approach.

4.10 Limitations and Extensions

Our generic approach to construct identity-based signature schemes with special properties does
not work in situations where the signing procedure (in the corresponding PKI-based scheme)
involves other public keys than the one from the signer, and interaction between the signer and
the owners of these public keys is not mandatory. Our approach fails in this case because in
the identity-based framework the signer only knows the identity of the other users, and needs
some interaction with them in order to know the public key that they have received in the key
extraction phase.

Some examples of signature schemes with special properties falling inside this group are: ring
signatures [bol [64]; designated verifier signatures [E0, B9]; confirmer signatures [22]; chameleon
signatures [45], B]; and nominative signatures [60].

We are aware of the fact that the list of properties where the generic approach can be applied
is not complete and it obviously can also be applied to other concepts (like one-time signa-
tures 1], strongly secure signatures, homomorphic signatures [A], etc.) as well. Furthermore,
combinations of different additional properties are possible. For example, it is possible to give
a generic construction of identity-based threshold undeniable signatures based on the existence
of threshold undeniable signatures. We also note that our generic construction can be extended
to the case of hierarchical identity-based signatures (HIBS), by using certificate-chains [43].

5 Generic Construction of Identity-Based Blind Signatures

In this section we consider in more detail the generic construction in the case of blind signature
schemes. We first recall the basic definitions of PKI-based and identity-based blind signature
schemes, then we explain and analyze our construction.
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5.1 Blind Signature Schemes

Blind signature schemes were introduced in [2ZI] with electronic banking as first motivation.
The intuitive idea is that a user asks some signer to blindly sign a (secret) message m. At
the end of the process, the user obtains a valid signature on m from the signer, but the signer
has no information about the message he has signed. More formally, a blind signature scheme
sps = (kggg,signgs, Vfygg) consists of the following (partially interactive) PPT algorithms.

The key generation algorithm kggg generates, on input 1%, a key pair (sk, pk). The blind
signing algorithm signgs is an interactive protocol between a user U and a signer S with public
key pk. The input for the user is Inpy; = (m, pk), where m is the message he wants to be signed
by the signer. The input Inpg of the signer is his secret key sk. In the end, the output Outg
of the signer is ‘completed’ or ‘not completed’, whereas the output Outy of the user is either
‘“fail’ or a blind signature sig. We use notation (Outy, Outg) < signgs(Inpy, Inpg) to refer to
one execution of this interactive protocol. Finally, the verification algorithm vfygs is the same
as for standard signatures.

BLINDNESS. Intuitively, the blindness property captures the notion that a signer cannot obtain
any information about the messages he is signing for some user. Formally, this notion is defined
by the following game that an adversary (signer) B plays against a challenger (who plays the
role of a user).

First the adversary B runs the key generation protocol (sk,pk) & kgass(1%). Then the
adversary B chooses two messages mg and m; and sends them to the challenger, along with the
public key pk. The challenger chooses at random a bit b € {0, 1} and then the interactive signing
protocol is executed two times (possibly in a concurrent way), resulting in (Outy, Outgy) &
signgs(Inpyp, Inpgyp) and (Outy,i—p, Outsip) & signgs(Inpy 1y, Inpg 1), where adversary
B plays the role of the signer S, and the challenger plays the role of the user, with inputs
Inpyy, = (pk,my) and Inpg,_, = (pk,m1_p). Finally, the adversary B outputs its guess b’. Note
that the adversary in the above security game is in the possession of the secret key sk.

We say that such an adversary B succeeds if b’ = b and define its advantage in the above
game as AdvPid (k) = |[Pr[0/ = b] — 1/2|. A scheme sg¢ has the blindness property if, for all

SrBS,B )
PPT adversaries B, Adv?;;’g(k) is a negligible function (with respect to the security parameter
k). If AdvE;;jcBl(k) = 0, for any (possibly computationally unbounded) adversary B, then the
blindness of the scheme is unconditional.

UNFORGEABILITY. Unforgeability captures the intuitive requirement that a user obtains a valid
signature from the signer only if they complete together an execution of the blind signature
protocol. Among the different (but equivalent) formal definitions of unforgeability for blind
signature schemes (see, e.g., A2, B4]), we consider the one from [2], which is given by the
following game that an adversary F (user or forger) plays against a challenger (signer).

First the challenger runs the key generation protocol (pk,sk) < kggs(1%) and gives pk
to F, whereas the secret key sk is kept secret by the challenger. During its execution the
forger F adaptively chooses messages m;, then the interactive signing protocol (Outy, Outs) &
signgs(Inpyr, Inpg) is executed (possibly in a concurrent way), where the adversary F plays
the role of the user U, with input Inp;; = (pk,m;), and the challenger plays the role of the
signer, with input the secret key sk. Let ¢ be the number of such queries that finish with
Outg =‘completed’. Eventually, adversary F outputs a list of ¢’ tuples {(m, sig;) }1<i<e. We
say that F succeeds if

o L <V
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o 1 — vfyge(pk,m;, sig;), for alli=1,...,¢".

We say that such an adversary F is an (¢, ¢)-forger and define its advantage as Advijfﬁ(k) =

foree (1) is a negligible function in k for

Pr[F succeeds]. The scheme sgg is unforgeable if Adv ons F

all PPT (¢, ¢")-forger F.

5.2 Identity-Based Blind Signature Schemes

Analogously, an identity-based blind signature scheme is defined as a tuple of PPT algorithms
Szs = (KGgg, EXTgg, SIGNgs, VFY 35). The first three may be randomized but the last is not.
The key generation algorithm KGgg generates, on input 1%, a master key pair (PK,SK). The
key extraction algorithm EXTgg takes as inputs PK and an identity id € {0,1}*, and returns
a secret key USK[id] for the user with this identity. The blind signing algorithm SIGNgg is an
interactive protocol between a user U and a signer with identity ¢d. The common input for them
is PK. The input for the user is Inp;; = (id, m) where m is the message he wants to be signed
by id. The input Inp,,; of the signer is his secret key USK[id]. In the end, the output Out;q of
the signer is ‘completed’ or ‘not completed’, whereas the output Outy of the user is either ‘fail’
or a signature SIG. We use notation (Quty, Out;q) & SIGNgs(PK, Inpy, Inp;q) to refer to one
execution of this interactive protocol. Finally, the verification algorithm VFY z¢ takes as input
PK, a message m, an identity id and a blind signature SIG; it outputs 1 if the signature is valid
with respect to the master public key PK and the identity id, and 0 otherwise.

An identity-based blind signature scheme must satisfy the requirements of correctness, blind-
ness and unforgeability, that we now explain in detail.

CORRECTNESS. For any execution of the setup protocol (SK, PK) & KGgs(1%), the key extrac-
tion protocol USK [id] & EXTgs(SK,id), and the interactive signing protocol (OQuty, Out;q) &
SIGNgs(PK, Inp;, Inp,4), where Inpy;; = (id,m) and Inp;; = USK][id], the following property
must be satisfied:

Outyy = ‘completed’ —> (1 — VFYgs(PK, id, m, Outy) )

BLINDNESS. Blindness of an identity-based blind signature scheme is defined by a game played
between a challenger and an adversary. This adversary B models the dishonest behavior of a
signer who tries to distinguish which message (between two messages chosen by himself) is being
signed in an interactive execution of the signing protocol with a user. The game is as follows.
First the challenger runs the setup protocol (SK, PK) <~ KGgg(1¥) and gives PK to B. The
master secret key SK is kept secret by the challenger. The adversary B is allowed to query
for secret keys of identities id of its choice. The challenger runs USKid] <« EXTgs(SK,id)
and gives the resulting secret key USK [id] to B. If the same identity is asked again, the same
value USK[id] must be returned by the challenger. At some point, the adversary B chooses an
identity id* and two messages mg, m1, and sends these values to the challenger. The challenger
chooses at random one bit b € {0, 1} and then the interactive signing protocol is executed twice

(possibly in a concurrent way), resulting in (Outyp, Out g p) & SIGNgs(Inpy g, Inp 4+ ) and

(Outy—p, Out g 1_p) & SIGNgs(Inpy1—p, Inp,g+ 1-p), where adversary B plays the role of the
signer id*, with input Inp,;«, = Inp,4~ 1, = USK[id"], and the challenger plays the role of
the user, with inputs Inp, = (me,id*) and Inpy,_, = (M1, 9d"). Finally, the adversary B
outputs its guess bv'.

We say that such an adversary B succeeds if b’ = b and define its advantage in the above game
as Adv%ﬁ'j‘i’gnd(l{:) = |Pr[t/ =b]—1/2|. A scheme Szs has the blindness property if, for all PPT

17



adversaries B, Adv?ﬁ'j}?gnd(lﬂ) is a negligible function (with respect to the security parameter

k). If Advgﬁgnd(k) = 0, for any (possibly computationally unbounded) adversary B, then the
blindness of the scheme is unconditional.

UNFORGEABILITY. Our definition of unforgeability for identity-based blind signatures is adapted
from the concept of (¢,¢)-unforgeability introduced in [42] for standard PKI-based blind sig-
natures. A forger Fig against the unforgeability property of an identity-based blind signature
scheme is defined by means of the following game that it plays against a challenger.

First of all, the challenger runs the setup protocol (SK, PK) « KGgg(1¥) and gives PK to F.
The master secret key SK is kept secret by the challenger. Then the forger F can make two kinds
of queries to the challenger. On the one hand, F can ask for the secret key of an identity id of
its choice; the challenger runs USK[id] & EXTgs(SK, id) and returns the resulting user secret
key USK|id;] to F. If an identity id is asked twice, the challenger must return the same secret
key USK[id]. On the other hand, the forger F can ask for the execution of the blind signing
protocol: F chooses pairs (id;,m;), then the challenger first runs USK[id;] < EXTgs(SK,id;)
to get the secret key USK[id;] for this identity. After that, the interactive signing protocol
(Outy, Out;q) «— SIGNgg(PK, Inpg;, Inp,,) is executed (possibly in a concurrent way), where
the adversary F plays the role of the user U, with input Inp;; = (idj,m;), and the challenger
plays the role of the signer id;, with input the secret key USK[id;]. Let ¢ be the number of
such queries that finish with Out;q; ='completed’. Eventually, the adversary F outputs a list of
¢ tuples {(id;, m;, SIG;) }1<i<er. We say that F succeeds if:

o V< U

e 1 «— VFYg4(PK,id;,m;, SIG;), for alli =1,...,¢;

e the pairs (id;,m;) included in the output list are pairwise different; and

e F did not ask a secret key query for any of the identities id; in the output list.
ib—forge(k) o
Sxzs,F -

is a negligible function in k for

We say that such an adversary F is an (¢, ¢')-forger and define its advantage as Adv

ib-forge

Pr[F succeeds]. The scheme Sgg is unforgeable if Adv s F

any PPT (¢, ¢")-forger F.

5.3 Construction

Let s = (kg,sign,vfy) be a standard signature scheme and let sgs = (kggs,signgg, Vfyzg) be a
blind signature scheme. We construct an identity-based blind signature scheme Sz = (KGgs,
SIGNgs, EXT g5, VFY 55) as follows.

The description of the algorithms KGgs and VFY g5 is the same as in the generic construction
of identity-based signatures from Figure[[l Recall that the master key pair output by KGgs is a
key pair (PK, SK) of the standard signature scheme s obtained by running kg. The description
of algorithm EXT g is also the same as in Figure [l with the difference that it makes sure that
only one USK|id] is established for each identity i¢d. This can be done, for example, by storing
all computed USK|[id] in a table. See also Remark

The interactive blind signing protocol SIGNggs between a user U and a signer with identity
id consists of the following steps. Recall that PK is a common input for user and signer, the
input of the user is (id, m) and the input of the signer is USK|[id]| = (cert, pk, sk).

1. User U sends the query (id, ‘blindsignature?’) to the signer.

2. If the signer does not want to sign, the protocol finishes with Out; =‘fail’ and Out;q =‘not
completed’. Otherwise, the signer sends (cert, pk) back to the user.
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3. The user first verifies the certificate on pk by running {0,1} «— vfy(PK,id||pk, cert). If
the output is 0, then the protocol finishes with Outy =‘fail’ and Out;; =‘not completed’.

Otherwise, user and signer interact to run the blind signature protocol of sgg, result-
ing in (Outy;, Outly) < signgs(Inpy, Inp,y), where Inpy; = (pk,m) and Inp,y = sk. If
Outy #‘fail’, then it consists of a standard blind signature sig on m under secret key sk.
The final output for the user is in this case Outy = SIG = (cert, pk, sig), which is defined
to be the identity-based blind signature on message m coming from identity id.

Remark 5.1 If, in an execution of the blind signing protocol signgs of the scheme sgg, the user
does not need to know the public key of the signer when computing the information that he (the
user) sends in the first round, then the two first steps of our generic signing protocol SIGNgg
can be left out. In this case, the sent information and the necessary computations of these two
steps can be moved to step 3 (i.e., injected into the execution of the PKI-based protocol signsgs).
In this way, the round complexity of the resulting scheme Sg¢ would be exactly the same as in
the underlying PKI-based scheme sgg. This modification does not affect the security analysis
that we explain in next section. An example of this fact will be illustrated in the concrete
instantiation that we describe in Section BEH, because Boldyreva’s blind signature scheme [I3]
satisfies the required condition: the user does not need to know the public key of the signer to
compute the first message of the interactive signing protocol.

Remark 5.2 In our generic construction, the master entity must store a list of pairs (id, USK [id])
to avoid that the same user obtains two certified (signed) but distinct public keys. This is nec-
essary to ensure blindness of the scheme. This solution increases the key management cost for
the master entity. To solve this drawback, we can use the following standard technique to make
EXTgs deterministic. The master secret key SK additionally contains some randomness that
is used as the seed of a pseudorandom generator to generate the random coins for kggzs when
generating the key pairs (sk, pk).

5.4 Security Analysis

In this section we prove that the identity-based blind signature scheme Sgs constructed in the
previous section satisfies the three required security properties. It is very easy to check the
correctness of the protocol. Let us prove in detail that blindness and unforgeability also hold,
assuming that the schemes s and sg¢ employed as primitives are secure.

Theorem 5.3 Assume the signature scheme s is strongly unforgeable and the blind signature
scheme sgs is blind. Then the identity-based blind signature scheme Sz constructed in Sec-
tion is blind.

Proof: To prove this result, we show that if there exists a successful adversary Big against the
blindness of the scheme Sgg, then there exists either a successful forger F against the signature
scheme s or a successful adversary B against the blindness of the blind signature scheme sg5. In
particular we show that

AdviPE (h) < AdvEiRg (k) + AdvIRE (k).

Szs,B1B

‘We now construct F and B.

Setup. Forger F receives as initial input some public key pk for the standard signature scheme
s. Then we initialize the adversary Big by providing it with PK = pk.
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Secret key queries. Adversary Bip is allowed to make secret key queries for identities id of its
choice. To answer such a query, we run the key generation protocol of the blind signature
scheme sz to obtain (sk, pk) < kggzs(1%). Then we send the query id || pk to the signing
oracle associated to the forger F, and obtain as answer a valid signature cert, on message
id || pk, with respect to the scheme s and the master public key PK . Then we send to
Bip the consistent answer USK[id] = (cert, pk, sk). We store all this information in some
table. If the same identity is asked twice by Big, then the same secret key is given as
answer.

Challenge. At some point, Big will output some challenge identity id, and two messages
mo, m1. Without loss of generality we can assume that Big had already asked for the
secret key of this identity (otherwise, we generate it now and send it to Big), obtaining
USK|id,] = (certy, pk,, sk.). Then we start constructing an adversary B against the
blindness of the blind signature scheme sgg, by sending public key pk, and messages
mg, m1 to the corresponding challenger.

Now we must execute twice the interactive blind signature protocol with Big, where Big
acts as a signer and we act as the user. For both executions, we first send (id,, ‘blindsignature?’)

to Big. As answers, we will obtain (certfko), pkfko)) and (certg), pkfkl)) from Big, where certfkj )

is a valid signature on id, || pk&j), for both j =0, 1.

If (cert&j),pkﬁj)) # (certy, pk,) for either j = 0 of j = 1, then F outputs cert&j) as a
valid forgery on the message id.|| pkfkj ) for the signature scheme s. This is a valid forgery
against signature scheme s, because these signatures were not obtained during the attack.
Therefore, in this case we would have a successful forger F against s, contradicting the
hypothesis in the statement of the theorem which claims that s is strongly unforgeable.

From now on we assume that we have (certgj),pkg)) = (certy, pk,) for both j = 0,1, and
therefore the two first steps in the two executions of the interactive signing protocol are
identical. Then we run the two executions of the blind signing protocol of scheme szs,
playing the role of the signer: we obtain from Big the information that we must send to
the challenger (user) of sgg, and this challenger sends back to us the information that we
must provide to Byg. This challenger of sgg is the one who chooses the bit b € {0, 1}.

At the end, the adversary Big outputs its guess 0'. B outputs the same bit b’ as its guess
in the blindness game against the blind signature scheme szs.

Since the two first steps in the two executions of the interactive signing protocol of Sg¢ run
between Brp and us are identical, we have that distinguishing between the two executions of
SIGNg;s is equivalent to distinguishing between the two executions of sighgs.

Summing up, if Big succeeds in breaking the blindness of SIGNgs, then we can construct an
algorithm B which breaks the blindness of signgg, with exactly the same success probability. |

We stress that the signature scheme s really has to be strongly unforgeable. Otherwise a
signer could break blindness: he could use different versions of USK[id] in different signing
sessions and could later use this information to trace the user.

Theorem 5.4 Assume the standard signature scheme s is unforgeable and the blind signature
scheme sg¢ is unforgeable. Then the identity-based blind signature scheme Sz from Section
is unforgeable.
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Proof: The proof of Theorem B4l is similar to the one of Theorem We prove that if there
exists a successful adversary Fip against the unforgeability of the scheme Szg, then there exists
either a successful forger F against the unforgeability of the signature scheme s or a successful
adversary F' against the unforgeability of the blind signature scheme sgg. In particular, we show
that

AV () < q- (AQVIEL () + AdVIES (k)

Sas,F1B

where ¢ is an upper bound for the total number of different identities appearing in Fig’s queries
during the security experiment.

Let us assume Fip is an (¢, ¢')-forger for some value ¢ (polynomial in k) and let us construct
from it F and F’, where at least one of them is successful.

Setup. Forger F receives as initial input some public key pk for the signature scheme s. Then
we initialize adversary F' by providing it with PK = pk. The adversary Fig is allowed to
make two different kinds of queries, secret key queries for identities id; and blind signature
queries for pairs (id;, m;). First of all, we choose at random some integer i, € {1,2,...,q}
(recall that ¢ is an upper bound for the total number of different identities appearing in
Fig’s queries). We also start constructing an adversary F’ against the unforgeability of the
blind signature scheme sgg, receiving from the corresponding challenger some public key

k.

Queries. Each time a new identity id; appears in some of the queries made by Fig, where the
indices refer to the order of appearance (id; is the first identity that appears in some Fig’s
query, and so on), we act as follows:

o Ifi # i., then we run the key generation protocol of the blind signature scheme szg to
obtain (sk;, pk;) < kggs(1F). Then we send the query id; || pk; to the signing oracle
associated to the forger F, and we obtain as answer a valid signature cert; on id; || pk;,
with respect to the scheme s and the public key PK = pk.

e For 7,-th identity, we send the query id;, || pk, to the signing oracle associated to the
forger F, and we obtain as answer a valid signature cert;, .

Now we are ready to answer Fip’s queries. If Fip asks for the secret key of id;,, we abort.
Otherwise, if Fip asks for the secret key of id;, with ¢ # i, then we send back the correct
secret key USK[id;| = (cert;, pk;, sk;).

With respect to blind signature queries (id;, m;), if id; # id;,, we can perfectly simulate
a running of the blind signing protocol because we know the secret key USK|id;] for this
signer. Otherwise, if id; = id;,, then the first message (id;,, ‘blindsignature?’) comes from
the adversary (acting as a user). We answer by sending back to Fip the values (pk,, cert;, ).
For the rest of the protocol execution, we receive messages from Fig and we forward them
to the blind signing oracle associated with the adversary F’ we are constructing. Since the
challenge public key is pk, (the public key for identity id;,) the answers that we receive
from this oracle are consistent, and we can forward them to Fig.

Let ¢ be the number of such blind signature queries that are successfully completed. With
probability Advfgjgim(k), the adversary Fig succeeds and outputs a valid forgery, i.e. a list of

¢ tuples {(id;, m;, SIG;) }1<i<p, with £ < ¢'. Since it is not possible that the identities in this
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output list have been queried by Fig to obtain the corresponding user secret keys, and on the
other hand a valid signature SIG; contains by definition a valid certificate cert; of the message
id; || pk;, under the signature scheme s and public key PK = pk, there are two options.

e If for some of the identities id; in the output list, no blind signature query including id;
has been made by Fig, then id; has not appeared during the attack and so we have not
asked for a signature on id; || pk; to the signing oracle associated with forger F. This means
that the signature SIG; contains a valid forgery cert; against scheme s.

e Otherwise, we have that all the identities id; in the output list have appeared inside
some blind signature query made by Fig during its attack. Since ¢ < ¢, there exists at
least some identity id in the output list such that the number ¢(id) of completed blind
signature queries during the attack involving id is strictly less than the number ¢'(id) of
tuples involving identity ¢d in the output list.

If our guess was correct and id = id;,, then we have completed £(id) executions of the
blind signature protocol during our attack F’ against the blind signature scheme sz, with
public key pk,, and we can easily obtain ¢'(id) valid signatures under public key pk, from
the list output by Fip, satisfying ¢(id) < ¢'(id).

Summing up, we guess id = id;, with probability at least 1/g; if our guess is correct then we
do not abort because the secret key query for identity id = id;, is not made. In this case, a
successful forgery of Fig immediately implies a successful forgery of either the signature scheme
s or the blind signature scheme sgg. This completes the proof. |

We remark that by defining two independent adversaries it is easy to improve the security

reduction to Adv'"%% (k) < ¢- Adv'"%, (k) + Adv™®°(k). However, since the signature scheme
5’357FIB . 5@57F 57F .

usually has by far better security guarantees than the blind signature scheme, the practical

impact of this improvement is almost negligible.

5.5 Example Instantiation

In this section we describe the identity-based blind signature scheme which results from apply-
ing our generic construction to the standard signature scheme of Boneh-Lynn-Shacham (BLS,
for short) [I4] and to the blind signature scheme of Boldyreva [I3]. Additionally, since BLS
and Boldyreva’s blind signatures share the same algebraic structure, we can use signature ag-
gregation [I7] to reduce the size of the final identity-based blind signature. The details of the
protocols are as follows.

Setup KGQ;S(].k): on input a security parameter k, the setup and key generation protocols of
BLS signature scheme are executed. This results in two multiplicative groups G and G
of prime order ¢ > 2*, along with a generator g of G, such that these groups admit a
bilinear pairing é : G x G — G, which must be efficiently computable and non-degenerate
(that is, é(g,9) # 1). A hash function H : {0,1}* — G is chosen which will be modelled
as a random oracle. Finally, the master entity chooses an element z € Zj at random and
computes X = g*. The master public key is defined as PK = (¢,G,Gp,é, H, X), whereas
the master secret key is SK = z.

Key extraction EXTgs(SK, id): when the user secret key USK[id]| for some identity id is
requested for the first time, the master entity chooses at random sk € Z; and com-

sk

putes pk = g Then it uses BLS to sign the message id || pk; that is, it computes

22



User U(PK,id,m) : Signer S(USK]id]) :
Parse USK]id] as (cert, pk, sk)

R/
R=H(m)- g id, R
If é(cert, g) # (H (id || pk), X) then fail _ cert, Pk, sig’ sig’ = R

sig «— sig’ - pk~"
If é(sig, g) # é¢(H (m), pk) then fail
o «— sig - cert

Return SIG = (pk, o)
Figure 8: Two-rounds identity based blind signing protocol.

cert «— H(id || pk)*. The resulting secret key, which is sent to the owner of the identity,
is USKid] = (cert, pk, sk). The recipient can verify the correctness of the obtained secret
key by checking if

é(cert,g) = é(H (id || pk), X).

Blind signature SIGNgs: PK is a common input for user and signer, the input of the user is
(id,m) and the input of the signer is USK[id] = (cert, pk, sk).

1. User U chooses at random 7 € Z; and computes R = H(m) - g". Then he sends the
query (id, ‘blindsignature?’; R) to the signer.

2. If the signer does not want to sign, the protocol finishes with Outy =‘fail’ and
Out;y; =‘not completed’. Otherwise, the signer computes sig’ = R**, and sends
the tuple (cert, pk, sig’) back to the user.

Once he has received the tuple (cert, pk, sig’), the user first verifies that
é(cert,g) = e(H (id || pk), X).

If the output is 0, then the protocol finishes with Outyy =‘fail’ and Out;q =‘not completed’.
Otherwise, the user computes sig = sig’ - pk~" = H(m)**(¢")** - pk~" = H(m)**, which is
a valid BLS signature on the message m, with secret key sk. Actually, the user can verify
that this signature is correct by checking if

é(sig,g) = e(H(m), pk).
Again, if the output is 0, then the protocol finishes with Quty =‘fail’ and Out;; =‘not
completed’. Otherwise, the user aggregates sig and cert into o = sig - cert. The identity-

based signature is the pair SIG = (pk, o) € G2. This blind signing protocol is also depicted
in Figure B

Verification VFY g5(PK,id,m,SIG): given as input a message m, an identity id and an identity-
based signature SIG that is parsed as (pk, o), the verification protocol checks if

é(o,9) = e(H(m), pk) - (H (id || pk), X).

The security of this identity-based blind signature scheme, in the random oracle model,
directly follows from the security of BLS signatures and Boldyreva’s blind signature scheme,
and from Theorems and B4 Regarding efficiency, this scheme is more efficient than any
other identity-based blind signature scheme proposed in the literature (including the one in [61]),
in terms of number of rounds, length of the signatures and computational cost of the protocols.
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6 Conclusions

In this paper we explain how to construct generic identity-based signature schemes with addi-
tional properties, by starting from a standard signature scheme and a signature scheme with
this property for the PKI-based scenario. Our method is inspired by the work from [B7, [,
and works properly for many of these additional properties: verifiable encrypted signatures,
(partially) blind signatures, undeniable signatures, forward-secure signatures, strongly key in-
sulated signatures, proxy signatures, online/offline signatures, threshold signatures, aggregate
signatures.

By using known results on standard signature schemes (with these additional properties, if
necessary), we can deduce from our generic construction the existence of identity-based signa-
tures with additional properties, that are provably secure in the standard model, do not need
bilinear pairings, or can be based on general assumptions. This solves many open problems in
the area of identity-based signatures. From a more practical point of view, our generic construc-
tion can eventually lead to very efficient schemes, when applied to the most efficient inherent
signature schemes. An example of this fact can be seen in Section B2, where we obtain the most
efficient identity-based blind signature scheme up to date (in the random oracle model), as a
result of our generic construction. In general, our work provides a benchmark to measure the
efficiency of existing and future schemes.

Certificateless cryptography was introduced in [] as an alternative to both the PKI-based
and the identity-based scenarios for the implementation of cryptographic protocols. The goal is
to combine the best of the two worlds: digital certificates are not necessary, on the one hand,
and the master entity cannot impersonate users because it does not know their complete secret
keys, on the other hand. Starting from some generic construction of certificateless signatures
(see, e.g., [[]), and using the techniques introduced in this paper, it is also possible to construct
certificateless signature schemes with additional properties.
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