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Abstract MIKEY is a protocol specification for group registration protocol that can be used for real-time multimedia applications. This paper
analyzes the key generation, distribution mechanisms of MIKEY, designs a group registration protocol, MIKEY-PKGRP, based on the public-key

mode and MIKEY specification. Finally, it analyzes the security of MIKEY-PKGRP with BAN logic deduction.
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()P believes X: P X (2)P sees X: P

X P X (3)P said X: P X
P X (4)P controls X: P X P
(5) fresh(X): X (6)
P50 K P Q (N{X} k
X
312

1 P believes (P «X—Q), P sees {X}, then P believes(Q
said X)

2 P believes (Q has public key K), P sees {X}™, then
P believes(Q said X)

3 P believes fresh(X), P believes (Q said X), then P
believes(Q believes X)

4 P believes (Q controls X), P believes (Q believes X),
then P believes X

5 P believes fresh(X), then P believes fresh(X,Y)

6 P believes (P has public key K), P sees {X}, then P
sees X
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