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Design and Inmplementation of Linux’ s Security Monitor Based on LKM
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( College of Automation, Northwestem Polytechnical Uniwversity, Xi' an Shanxi 710072, China)

Abstract This paper analyses the mechanism of two Linux’ s backdoor tools and points out their principles and hanms. Ac-
cording t the characteristics of Linux, two kinds of protecting Linux’ s kemel methods are proposed in this paper, thatis, sin-
gle kernel module mode and LKM with security check mode. The realization method of Linux monitor based on LKM is also
presented in this paper. The experimentations show that this monitor can efficiently record the attacks and illegal access from
LKM backdoors and viruses, can help the system administrator to safeguard the security of Linux.
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“192.168.0. 42 ,

int new_write( unsigned int fd, char * buf, unsigned int count)
{

char* k_buf;

char * hideinfo ="192.168.0.42";

k_buf=(char* ) kmalloc(256, GFP_KERNEL) ;

memset( k_buf, 0, 256) ;

copy_from_user ( k_buf, buf, 255) ;

if ( strstr( k_buf, hideinfo) )

{
kfree (k_buf) ;
return count;
}
kfree ( k_buf) ;
return real_write( fd, buf, count) ;
}
LKM , write() new_write( ),
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, write( )
Netstat-at
Proto Recv-Q Send-Q Local Address Foreign Address State
ttp 0 0 * 32768 *oox LISTEN
tp 0 0 * ssh *ox LISTEN
! /etc/log ,  “192.168.0.
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create_module( ) ,
create_module( ) : LKM
create_module ()
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/ proc/ kmsy
printk() create _module( )
: LKM / root/
log_Ikm
int new_create_module( char * name, unsigned long size)
{
char * Kk_buf;
int ret =orig_create_nodule( name, size) ;
k_buf = (char* ) kmalloc( 256, GFP_KERNEL) ;
copy_from_user( k_buf, name, 255) ;
open=sys call_table[ SYS open];
write =sys_call_table[ SYS write ] ;
close = sys call_table[ SYS close ];
int fd;
char filename[ ] =" /root/log_lkm" ;
mm_segment_t old_fs value = get fs( ) ;
set fs( get _ds() ) ;
fd = gpen( filename, 0100 |02 J02000, 0640) ;
write( fd, k_buf, sizeof( k_buf)) ;
close( fd) ;
set_fs( old_fs_value) ;
return ret,
}
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: /root/log
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[proc/kmsg Hacker /
proc / kimsg ,
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( log Ikm ), LKM for (a=0; a <* rt; a++)
{
' ’ if (! strcmp( LKM_NAME, ptr))
/ root log_syscall {
LKM ) match = ptr,
) while ( * ptr) ptr++;
int init_module( void) ptr++ :
{ memcpy( match, ptr, bufsize-( ptr-( char * ) buf) ) ;
open=sys call _table[ SYS open]; (* ret) —
write =sys_call_table[ SYS_ write ] ; return r- '
close = sys call_table[ SYS close ] ; } '
intj, fd; while ( * ptr) ptr++;
char filename[ ] =" /root/log_syscall" ; ptr + -+
char addr[ 9] ; }
mm_segment_t old_fs_value = get fs() ; return r
set_fs( get_ds() ) ; ) '
fd = open( filename, 0100 |02 ] 02000, 0640);
for (j=0; j <240; j++) 2.5
{
sprintf( addr, " % x\n" , sys_call_table[ j]) ; !
write( fd, addr, sizeof( addr)) ; “ " ,
} :
close( fd ) /etc /rc. local > Insmod
set_fs( old_fs value ) ; LKM. o, LKM
return O;
} 3
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