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2 : CRT 97-
Ly , ; , ( RFC2459')
1 CRT , N=7, , GeneralName, Extensions, Algorithmidentifier,
3,4,7,10,13,17 21 N, =HONg I Ny 5) Certificate, CertificateSerial Nurmber, GeneralizedTime, CRLReason,
I\l),Z = H( L2) ’ M,Z = H( I%) 15 Nme ’ ’ RFC
) CRT-PCS Ls, No,4, N1,3, 3.1
N0 Ns.o CRTRequest, ASN. 1
CRT CRT-PCS, CRTRequest : = SEQUENCE {
- , tbsRequest TBSRequest,
optionalSignature [ 0] EXPLICIT Signature OPTIONAL }
LoLow,3) HL Ny, TBSRequest: : = SEQUENCE {
L34 HL N, H requestorName [ 0] EXPLICIT GeneralName OPTIONAL,
L47) HL N, requestCertID RequestCertID,
147,100 L N, E Ny Moo requestExtensions [ 1] EXPLICIT Extensions OPTIONAL}
L4(10,13) il Nog v SignedAR()()t RequestCertlD: : = SEQUENCE {
T3.07) ML N, Pt hashAlgorithm  Algorithmldentifier,
L{17.21) HL Ny, e issuerNameHash OCTET STRING,
Lo N, issuerkeyHash ~ OCTET STRING,
serialNumber CertificateSerialNumber }
1 CRT Signature: : = SEQUENCE {
signatureAlgorithmAlgorithmldentifier,
2 CRT signature BIT STRING,
certs [ 0] EXPLICIT SEQUENCE OF Certificate OP-
TIONAL }
CRT ( 2
, tbsRe-
(1) CRT CRT . . . . .
guest , Signature SignatureAlgorithm Signature
CA, CA CRT
( ) , CRT '
TBSRequest  RequestorName ,
Signature
(2) , CRT g
CRT CRT Certs
CRT TBSRequest  RequestExtensions :
(3) , ’
LDAP CRT RequestCertiD : issuerName-
(4) CRT-PCS 1 Hash Name DER , issuerkey-
CRT CRT- FCS, Hash HashAIgo nthm
SerialNumber
(5) 3.2
, CRTResponse, ASN. 1
CRTPCS|.i  CRTPCS
W 58 w
CRT| %A <> m T i CRTResponse: : = SEQUENCE {
% CRT E%g& %._.&Eg% Kj o R responseStatus CRTResponseStatus,
F ; responseBytes [ 0] EXPLICIT ResponseBytes OPTIONAL }
> CRT CRTResponseStatus: : = INTEGER {
successful (0),
CRT malformedRequest (1),
' intemalEmor (2),
PKI tryLater (3),
’ unauthorized (5)}
) , ResponseBytes: : = SEQUENCE {
hashAlgorithm Algorithmldentifier,
CRT  PKI ' PGS, leafNode LeafNode,
PKI siblingList [ 0] EXPLICIT SEQUENCE OF SiblingNode
OPTIONAL,
CRT ' CRT- root CRTRoot }
PCS , LeafNode: : = SEQUENCE {
leftBoundCert BoundCert,
CRT-PCS rightBoundCert BoundCert}
BoundCert: : = SEQUENCE {
3 CRT-PCS certSerialNumber CertificateSerialNumber,
revocationTime Generalized Time,
revocationReason [ 0] EXPLICIT CRLReason OPTIONAL,
CRT-PCS CRT-PCS extensions [1] EXPLICIT Extensions OPTIONAL}
, SiblingNode: : = SEQUENCE {
left BOOL,
ASN. 1 ’ IETF PKIX digestContent OCTET STRING }
ocsp!” ITUT CRL' CRTRoot: : = SEQUENCE {
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crtRootlnfo CRTRoatInfo, ,
signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING,
certs [ 0] EXPLICIT SEQUENCE OF cettificae @~ 4 CRT-PCS
OPTIONAL}
C_RTRootInfo: D= SEQUENCI; { B CRT-PCS DER
signatureAlgorithm Algorithmldentifier,
crtissuer Namme, CRT-PCS , DER CRT-PCS
caName Name,
thisUpdate GeneralizedTime, !
nextUpdate [0] EXPLICIT GenreralizedTime OPTIONAL, , CRTRequest
rootDigestContent OCTET STRING,
crExtensions [1] EXPLICIT Extensions OPTIONAL } struct CRTRequest_st{ }, CRTResponse
' responseStatus struct CRTResponse_st{ } DER
Successful, responseBytes D21( DER to Intemal) ,
, , malformedRequest 12D( Inemal © DER) 3
; internal Error
tryLater, ; sigRequired
, Unauthorized 3
ResponseBytes ASN.1 DER
hashAlgorithm N ’ D21
LeafNode, SiblingNode 12D CRT-PCS (
CRTRoot CRT-PCS , ASN. 1
LeafNode )
B
, | BoundCert oundCert o ASN. 1 DER ’
certSerial Number, revocationTime, OpenSSL[S]
ationrR
revocationReason ss. X509 1
ibli BOOL L i
Siblinghode ’ 0 eft ( 3 Certificate, GeneralName, Al-
( Tree ) ( gorithmldentifier ) D21 12D : ,
Rase ), _ : OpenS-
digestCon ASN. 1 DER
tent
CRTRoot CRTRootInfo
. . ) 4.1 OpenSSL ASN.1 DER
, signatureAlgorithm signat-
ureValue Certs OpenSSL ASN. 1 '
CRTR oot 1o signatureAlgorithm INTEGER ASN1 INTEGER, OCTET STRING
CRTRoot ; CRT Crtls- ASNL_OCTET_STRING
suer, CRT CA  caName, caName » DER ’ 2D '
; CRL ocsP thisUpdate  nextUp- D2l ASNL_INTEGER
. ASN1_INTEGER* ASN1_INTEGER_new( void) ;
date , thisUpdate CRT , nextUpdate void ASNL_INTEGER _free( ASNL_INTEGER* ) ;
CRT : rootDims‘l(:ontent int |2d_ASN1_|NTEGER( ASNl_lNTEGER* , unsigned char* * ) )
] ASN1_INTEGER* d2i_ASN1_INTEGER( ASN1_INTEGER* * , un
; crtExtensions signed char** , long) ;
3.3 OpenSSL DER
ASN. 1 : CRT-PCS
CRT PKI
’ 4.2 CRT-PCS DER
CRTRootinfo : ASN. 1 SEQUENCE
rootDigestContent : , /
, , , DER / CRTRespone  Response-
, CRT , CA Bytes , CRTResponse_st{ } Re-
, CRT nextUpdate sponseBytes_st{ },  ResponseBytes_st{ } LeafNode,
,  thisUpdate SiblingNode, CRTRoot OpenSSL

X509_ALGOR , Leaf-



2 : CRT 99.
Node CRTResponse CRTResponse ra
typedef struct CRTResponse_st{ , PP DER , Length
ASN1_INTEGER * responseStatus; * -
ResponseBytes  * responseBytes; pp a a NULL, CRTRe-
} CRTResponse; sponse, * a NULL, * a ,
typedef struct ResponseBytes_st{ - -
X509 ALGOR * hashAlgorithm; pp pp + Length
LeafNode * leafNode; CRTResponse * d2i_ CRTResponse ( CRTResponse ** a, unsigned
STACK_OF( SiblingNode)  * siblingList; char * * pp, long length) {
CRTRoot * rooft; M_ASN1_ D2l vars( a, CRTResponse * , CRTResponse_new) ;
} ResponseBytes; M_ASN1_D2I_Init( ) ;
/* SEQUENCE ( lIdentifier octets + Length octets) * /
M_ASNL OpenSSL, M_ASN1_D2I_start sequence() ;
DER M_ASNL_ D21 _get( ret- > responseStatus, d2i_ASN1_ INTEGER) ;

M_ASNL_New Malloc, M_ASNL_New, M_ASNL New Error,

CRTResponse

CRTResponse * CRTResponse_new( void) {
CRTResponse * ret = NULL,

ASN1_CTX c;
M_ASN1_ New_Malloc( ret, CRTResponse) ;
/* CRTResponse responseStatus * |/

M_ASN1_New( ret- >responseStatus, ASN1_INTEGER new) ;

/* responseBytes  ASN.1 (OPTIONAL)
*

ret- > responseBytes = NULL;

return ( ret) ;

M_ASN1_New_Eror{ CRTPCS_F_CRTResponse_NEW) ;

}

CRTResponse void CRTResponse_
free( CRTResponse * ), responseStatus re-
sponseBytes, ;

, M_ASNL_I2D_vars
: M_ASNL_I2D len

; SEQUENCE , M_ASNL _
2D_seq_total SEQUENCE ( Identifier octets +
Length octets) ; M_ASNL_I12D_put :

M_ASNL 12D _finish
CRTResponse , a
» PP pp NULL,
: , PP NULL,
* pp , * pp
0
int i2d_CRTResponse( CRTResponse * a, unsigned char * * pp) {
int\o;

M_ASN1_I2D_vars( @) ;
M_ASN1_I12D_len( a- > responseStatus, i2d_ASN1_INTEGER) ;

I* ASN1_INTEGER * /
/* EXPLICIT[ 0] , responseBytes

VO, 2d _ResponeByte  ResponseBytes *
M_ASN1_12D_len_EXP_opt( a - > responseBytes, i2d_ Response-

Bytes, 0, \W0);

M_ASN1_I2D_seq total( ) ;

M_ASN1_I12D_put( a- > responseStatus, i2d_ASN1_INTEGER) ;

/* responseStatus * /

M_ASNL1 _I2D_put_EXP_opt( a- > responseBytes, i2d_ Response-
Bytes, 0,Vv0) ; /* responseBytes* /

M_ASNL1_I12D_finish() ;

}
, M_ASN1_D21_vars M_
ASNL_D2I_Init ;
SEQUENCE , M_ASN1_ D21 _start_sequence

: M_ASNL_D2I_get
: M_ASNL_D2I_Finish

/* responseStatus * /
/* EXPLICIT[ 0] responseBytes, d2i_
ResponseBytes  ResponseBytes *

if ((c.slen! = 0) & & (M_ASNL next = = (V_ASN1_CONTEXT _
SPECIFIC | V_ASN1_CONSRUCTED ]0))) {

M_ASN1 _D21_get_EXP_opt( ret- > responseBytes, d2i_ Response-
Bytes, 0) ;

}

else {

if ( ret- >responseBytes ! = NULL) {

ResponseBytes_free( ret- > responseBytes) ;

ret- > responseBytes = NULL;

}

}

/* DER EOS , *

M_ASN1_ D21 _Finish( a, CRTResponse _free, CRTPCS_F_ D21 _
CRTResponse) ;

}

CRT-PCS , CRT

CRT-PCS ,
ASN. 1 DER ,
ASN. 1

OpenSSL
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