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Abstract: This paper studies the construction principle and main algebraic properties of AES S-box,points out the S—box has
these characteristics that periods of affine transformed pair is 4,periods of iterative—output is less than 88,strict avalanche crite—
rion distance is 432,the algebraic expression has only 9 items and so on.Based on that,an improved S-box has been construct—
ed.Periods of affine transformed pair is 16 and periods of iterative—output is 256 and both the algebraic expression of S—box and
InvS—box have 254 items in the improved S—box.The improved S-box has been compared with AES S-box in 10 algebraic prop—
erties,such as balanceness,strict avalanche criterion,non-linear degree,resistance against the XSL attack etc.The experimental re—
sults suggest that the improved S-box has better characteristics.
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