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Abstract: The Trusted Platform Module (TPM) is the core of the the trusted computing technology.The trusted computing plat-
forms need to be verified trustful by functionality of identity, measurement, protected storage of the TPM.However,the people take
more care of the realization and exploitation of the TPM than the security of the TPM itself and this hampers the application of
the TPM in the security technology.We prove that the object—independent authorization protocol is exposed to replay attack and
propose a countermeasure to avoid this attack.
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Message storing phase

la. U—T*:CMD OIAP

1b. U*>T:CMD OIAP

2a. T—U*:S, .Ne

2b. T#—U:S,.Ne

3a. U=T*:GC.R.D.S,.Ne.No.H(AR ,Auth)

3b. T*—U:reset
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Message re-sending phase

4a. U—T*.:CMD OIAP

4b. U*>T:CMD OIAP

Sa. T—U*:S, .NOe

5h. T*—U:S,.NOe
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6b. U*—T:GC.R.D,.S,.NOe.NOo.H (A, ,Auth)

Ta. T=U*:R,.GC.RES;.NOOe.NOo.H (A, ,resAuth)
Tb. T*—U:R_.GC.RES,.N0Oe.NOo.H (A, ,resAuth)
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Replay attack phase
8a. U*—>T:GC.R.D.S, .Ne.No.H (A, ,Auth)

8b. T—>U*:R,.GC.RES.NOe.No.H (A, ,resAuth)
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