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Protection against Power Analysis Attack for ECC on Smartcard
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Abstract Elliptic curve cryptosystem (ECC) is well suited for the implementation on memory constraint environments due to its small key size.
However, side channel attack (SCA) can break the secret key of ECC on such devices, if the implementation method is not carefully considered. The
scalar multiplication of ECC is particularly vulnerable to SCA. This paper proposes a refined width-w NAF method with pre-computed table, which
is essentially intended to resist SPA, DPA, RPA and ZPA. The proposed scheme utilizes Masking technology to thwart those attacks; Meanwhile,
pre-computed table by the characteristic of the even and odd scalar is optimized. The cost of computation and the size of pre-computed table in the
algorithm are less than Mamiya’s WBRIP method.
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